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1 — Disclaimer

The IFX Forum makes no warranties whatsoever with respect to the contents of this specification. Without limitation, the
IFX Forum makes no warranty (i) that the information contained in the specification is accurate, error-free or describes a
practically realizable product or service, or (ii) that the product or service described in the specification can be produced
or provided without infringing third-party rights or violating applicable laws or regulations.

RESERVATION OF RIGHTS: The contents of this specification are protected by copyright and other intellectual property
laws. The IFX Forum expressly reserves all rights in such content.

2 — Overview

<section intentionally left blank>

2.1 — Introduction

The Interactive Financial Exchange (IFX) Specification provides a robust and scalable framework for the exchange of
financial data and instructions independent of a particular network technology or computing platform. The information-
sharing potential of IFX has been designed to support communication not only between a Financial Institution and its
customers, but also between a Financial Institution and its Service Providers, between Financial Institutions, and
eventually directly between customers (e.g., "electronic wallet"). This specification supports existing and emerging
financial services and is extensible and customizable for future growth.

The IFX Specification has been developed as a cooperative industry effort among major Financial Institutions, Service
Providers, and information technology vendors to these institutions and their customers in the small business and
consumer markets. This specification builds on previous industry experience, including the OFX and Gold specifications
that are currently implemented by major Financial Institutions and Service Providers to enable the electronic exchange
of financial data between them and their customers. The IFX Specification provides a comprehensive specification for
new financial industry services and software while providing a common strategic direction for the evolution of existing
products and services.

The IFX Specification provides Financial Institutions, their Service Provider vendors, and financial software developers
for the small business and consumer markets with a generalized model for financial industry data communications. This
generalized model consists of two parts:

1. A business-level Message Specification and its associated Data Dictionary, which are contained in Volumes 1 and
2, and
2. Implementation specifications, which are available separately at the IFX Forum website.

2.1.1 — The IFX Business Message Specification

This document provides the financial services industry with a common set of Business Messages that may be used to
provide message-processing services across multiple organizations and networks. This document defines the
information that must be sent in a message request and in a message response from a business perspective and
provides message semantics for each request and response pair. This document provides the basis for business-level
information flow between Financial Institutions, their customers, and third-party Service Providers.

For example, an individual account holder may bank from home using a secure connection over the public Internet to
connect to their Financial Institution. The same request message sent from the personal computer in the home may
enter the Financial Institution's private data network for processing or be routed to a third-party Service Provider that
processes that message on behalf of the Financial Institution. Regardless of the organization that actually processes the
message or what computing and network architecture that organization has installed, the customer receives a response
message with standard semantics.

2.1.2 — IFX Implementation Specifications

Complementary documents called Interactive Financial Exchange Implementation Specifications are expected to
provide additional detail on how the business messages defined in this document may be physically represented. Each
IFX Implementation Specification is an agreement between vendors and the financial services industry on how to
implement the business messages defined in this document. IFX Implementation Specifications also provide the basis
for interworking among products and services from various vendors and custom software developed by Financial
Institutions and Service Providers.

2.2 — Design Principles

The IFX Specification has been designed to meet the following principles:

Support a Broad Range of Financial Activities-The IFX Specification is envisioned to incorporate the broad feature
sets of the existing OFX and Gold specifications. Version 1.0 provides the following functions:



Bank account balances, account information, statement download for deposit and loan accounts;
Credit card statement download;

Funds transfers, including recurring transfers;

Consumer payments, including recurring payments;

Business payments, including recurring payments;

Bill presentment; and

Customer service.

Support Financial Communications Among a Broad Range of Parties-The IFX Specification supports financial
communications among:

« Banks

« Brokerage houses (future)
« Service Providers

« Financial advisors (future)
o Small businesses

« Consumers

Support a Broad Range of Client Devices-The IFX Specification allows Financial Institutions to support customers
using a broad range of client devices, including, but not limited to:

o World Wide Web access using any standard Web Browser software,

« Personal Computers with Personal Financial Manager (PFM) software,

« Voice Response Units (VRUs) that provide Bank by Phone services,

o Automated Teller Machines (ATMs), and

« Consumer Handheld Devices such as Personal Digital Assistants (PDAs) or Mobile Telephones with data
capabilities.

Support Customers Using Multiple Client Devices-The IFX Specification allows a customer to use multiple client
devices to interact with a Financial Institution. All devices get the same data for that customer and provide the customer
with a consistent experience. The IFX Specification contains requests, which allow an intelligent client to discover what
messages the customer has performed using other client devices.

Flexible-The IFX Specification is designed to provide Financial Institutions and Service Providers with the flexibility they
need to rapidly develop, test, and deploy new services. The specification is intended to specify the minimum necessary
functionality to provide reliable interactions between systems owned and maintained by customers, their Financial
Institutions, and their Service Providers.

Customizable-The IFX Specification allows Financial Institutions and Service Providers to add custom elements,
aggregates, or entire messages to rapidly deploy new services or add functionality to existing services. Custom
elements, aggregates, and messages should be registered with the IFX Specification governance organization to protect
against name collisions. However, registration of custom objects does not obligate any organization to use them in order
to be in compliance with the specification.

Extensible-The IFX Specification has been designed to allow for constant evolution through the addition of standardized
services that may be easily implemented by Financial Institutions and their customers.

Open-The IFX Specification is publicly available. Solutions for financial communications based on the specification may
be built by anyone, independent of any specific technology, vendor, or Financial Institution. IFX is currently maintained
through cooperative industry effort and will be evolved into a formal standard over time.

Robust-The IFX Specification is used for the execution of important financial messages and the communication of
sensitive financial data. The specification provides customers with confirmation that messages have occurred as
planned and notification when scheduled messages fail.

Secure-The IFX Specification provides a secure framework for the development of secure online financial services. IFX
relies on industry standard mechanisms to provide secure channels between client and server and provides application-
level authentication of customers and Financial Institution and Service Provider staff. Note that application-level
authentication between different Service Providers for Electronic Bill Presentment and Payment may be provided
through alternate means.

Support Batch and Interactive Sessions-The IFX Specification may be implemented using either batch or interactive
session management. The business-level messages are not biased towards either batch or interactive sessions.

International Support-The IFX Specification incorporates significant features for international support, including
multiple currencies, and languages. Additional requirements for international support will be addressed as the
specification evolves and international requirements are identified.

Platform Independent-The IFX Specification makes no assumptions about the hardware or software available as a
client or server. IFX may be implemented on any computing platform.

Transport Independent-The IFX Specification makes no assumptions about the network used for the transport of
business-level messages. IFX Implementation Specifications provide details on transport for a specific type of network.
2.3 — Benefits to Financial Institutions and Service Providers

Customer Acquisition and Retention-Standardization of message sets for financial message processing will remove



technical barriers that currently limit an Fl's ability to acquire customers for online banking services. These standards will
level the competitive playing field for electronic delivery of financial services and allow Financial Institutions to serve new
customers for whom appropriate channels have not previously existed. Broader vendor support for these message sets
and the associated implementation specifications will stimulate end user adoption of online banking through the
availability of a diverse set of client applications that interoperate with any FI that adopts this specification.

Flexibility-Because the semantics and syntax for the request and response message pair are defined end-to-end in IFX
and the same message is passed regardless of the network technology, Financial Institutions and Service Providers are
not locked into a single vendor or technology. They may find other ways to meet their business objectives if their service
is not well supported by a vendor or network provider.

Manageability-Standardization of message sets for financial message processing will remove technical barriers that
currently limit an FI's ability to acquire customers for online banking services. This common framework will provide
Financial Institutions and their outsourced Service Providers with significant benefits in terms of their ability to manage
the development and operation of a portfolio of services for their customers.

Cost Savings-The increased flexibility and manageability of solutions based on the IFX Specification will directly affect
the profitability of an online financial service. Financial Institutions and Service Providers that invest in solutions based
on IFX will see their investments returned quickly through operational cost savings.

2.4 — Benefits to Consumers and Businesses

Reliability and Performance-Individual consumers and small businesses will receive benefits in reliability and
performance through the increased integration of their software with a Financial Institution's systems and networks. The
IFX Specification is the product of an unprecedented level of cooperation between developers of consumer and small
business financial applications and financial industry high-volume message processing experts.

Consistency of Experience with a Financial Institution-Consumers of online financial services will notice significant
improvements in the consistency of their interactions with the Financial Institution through multiple channels as the
organizations take advantage of the improved service manageability and flexibility enabled by use of the IFX.

Common Standard Across all Financial Institutions-Businesses and Consumers will also benefit from increased

financial industry use of the IFX by their increased ability to manage their relationships with Financial Institutions using
off-the-shelf software.

3 — Structure

This section describes a number of important foundations of the IFX Specification, including terminology, data types,
elements, aggregates, messages, services, authentication realms, naming conventions, versioning and governance,
usage rules, and documentation conventions.

3.1 — Definitions

The following terms are used extensively in IFX Specification documentation and may have very specific meanings
within this context.

3.1.1 — Biller

A Biller is a company or organization that sends a Bill or Statement to a customer, usually a request for payment for a
product or service.

3.1.2 — Biller Payment Provider (BPP)

A Biller Payment Provider (or BPP) is an agent (usually a financial institution) of the Biller that originates and accepts
payments on behalf of the Biller.

3.1.3 — Biller Service Provider (BSP)

A Biller Service Provider (or BSP) is an agent of the Biller that provides an electronic bill presentment and payment
service for the Biller

3.1.4 — Client

Client refers to the sender of an IFX Request Message. The client may be a computer system that a Customer is logged
into, or it may be some kind of proxy device that is making IFX Requests on behalf of the Customer. This scenario is
typical in the case of a Customer using a Web browser to perform financial messages. The Web server may be
communicating using IFX Messages to some back end system. In this case, the Web server is considered a proxy client

and the back end system is the server. It should be noted that clients might also be Service Providers for certain
messages, such as the Pay/No-Pay message and Reverse Pay Decision message.



3.1.5 — Customer

A Customer is an individual or small business that is a consumer of financial services provided by a Financial Institution.

3.1.6 — Customer Payment Provider (CPP)

A Customer Payment Provider (or CPP) is an agent (usually a financial institution) of the Customer that originates
payments on behalf of the Customer.

3.1.7 — Customer Service Provider (CSP)

A Customer Service Provider (or CSP) is an agent of the Customer that provides an interface directly to customers,
businesses, or others for bill presentment. A CSP enrolls customers, enables presentment, and provides customer care,
among other functions.

3.1.8 — Financial Institution (FI)

A Financial Institution (or Fl) is an organization that provides branded financial services to customers. Financial
Institutions develop and market financial services to individual and small business customers. Financial Institutions may
serve as the processor for their own services or may choose to outsource processing to a Service Provider. In an effort
to group the services different providers provide, the Financial Institution is also referred to as a Financial Institution in
this document.

3.1.9 — Provider

When the term provider is used generically, typically qualified by a service name (e.g., Pay provider), it refers to an
organization that processes messages that support financial services provided to individual and small business
customers. A provider may be either of the following:

o A Financial Institution that has chosen to perform its own message processing in support of its services or
« A Service Provider that performs message processing on behalf of a Financial Institution that has decided to
outsource this function.

3.1.10 — Server

Server refers to a system that receives IFX Request Messages and responds with IFX Response Messages. For clarity
in the documentation, the server is assumed to be an endpoint that composes the entire response message and sends it
back to the client. In the real world, systems may be implemented with multiple stages of message processing that are
transparent to the client. As long as the complete response message is delivered to the client, the protocol will work as
designed.

3.1.11 — Service

Service specifically refers to a collection of related messages. For example, the Bank service encompasses banking
messages such as requesting bank statement, initiating stop checks, etc. This definition correlates to an application-
level concept of service that refers to a single function or a collection of similar functions that are branded and marketed
to individuals and small businesses by a Financial Institution or Service Provider. Within this specification, each SP
maintains a list of the services it supports. Services that are currently defined in this specification are Banking (Bank),
Payment (Pay), Presentment (Pres), Valuable Media (Media), and Root

(Root). Customer Service and a few other functions including Service Profile are grouped together in a chapter called
Base Service (Base). Additional services may be defined and implemented by Financial Institutions or Service Providers
as extensions to this specification.

3.1.12 — Service Provider (SP)

A Service Provider (or SP) is an organization that provides services to an individual or to other organizations. An
example of a Service Provider is a message processor for a Financial Institution that has chosen to outsource its
message processing for a particular service. Service Providers typically provide services for multiple individuals or
organizations. A Biller may be considered a Service Provider; however, in this document the term "Service Provider" is
used to refer generically to an FI, CSP, CPP, BSP and/or BPP. Organizations that provide services to end user
customers are referred to specifically as Financial Institutions or CSPs where possible.

Note: The labels CSP, CPP, BSP and BPP are used to define a collection of functions and responsibilities.
They do not necessarily refer to specific physical or business entities. Any entity wishing to perform a
particular role needs to address the issues and responsibilities defined for that role. It is also understood that
one entity may perform more than one role, or that an entity may wish to outsource one or more functions of
a role to other entities. For example, some Billers may serve as their own BSPs, some Financial Institutions



may perform the role of both CSP and CPP, and some CSPs may outsource functions such as customer
care to other service providers. For more information about the responsibilities of the various roles, see the
Electronic Bill Presentment and Payment Business Practices at
http://www.nacha.org/billpay/businesspractices.htm.

3.1.13 — May, Should, and Must
The terms may, should, and must are used frequently within this specification.

May indicates that the described behavior is not required for IFX compliance, nor is there any preferred behavior.
Generally, the behavior is described to inform of possible behaviors of which client or server designers and developers
should be aware.

Should indicates that, while the described behavior is not required for IFX compliance, it is preferred. Generally, the
behavior is described to provide a better experience for the communicating parties.

Must indicates that the described behavior is required for IFX compliance.

3.2 — Documentation Conventions
Documentation conventions in the specification include:

All documentation is written and maintained in US English.

Required elements and aggregates have "Required" in the Usage column.

In a request message, "Required" means that the client must include the element.

In a response message, "Required" means that the server must return the element if the message is successful,

with the exception of <Custld> and <RqUID> , which must always be returned. There are exceptions to the

<Custld> requirement; those are explicitly called out in the message definitions within this specification.

Optional elements and aggregates have "Optional" in the Usage column. If there are specific cases where an

optional element or aggregate may be required, it is noted by "but see Description" in the Usage column, to call

attention to this condition.

For successful synchronous messages (i.e., responses with a <Status> <Severity> of Info or Warn) in a session

where the client did not request suppression of echo (via <SuppressEcho> = True, see section 4.4.2.1) or the

server does not support echo suppression, a server must echo all fields provided in the request that are indicated

in the response by "Echoed" in the Usage column. For unsuccessful messages (i.e., responses with a <Status>

<Severity> of Error), successful messages in a session where the client requested to suppress echo (via

<SuppressEcho> = True, see section 4.4.2.1), or asynchronous responses, a server must echo <RqUID> , and, if

present in the request, <AsyncRqUID> and <Custld> . For more information about synchronous responses and

echoes, see section 3.2.12.1.

« Some elements and aggregates are required only if the Service Provider indicates this through the Service Profile
for the service. These elements and aggregates have "Profiled requirement” in the Usage column.

« Some elements have valid values defined by the Service Profile. These elements have "Profiled values" in the
Usage column.

« Some elements and aggregates are only valid if support for them is indicated in the Service Profile. These

elements have "Profiled support" in the Usage column.

Repeating elements and aggregates may appear more than once, and are indicated by "Repeating" in the Usage

column.

¢ "1.x+" = The noted element or aggregate is the preferred element or aggregate for implementations utilizing the
specification cited. The usage signifies that the XOR'd item will be deprecated in the next major release.

¢ An "exclusive or" condition requires one, and only one, of the members of the group to be present. The group of

elements is indicated by being placed between a row indicated "begin-xor" and a row indicated "end-xor". No

element from the group is required if the row indicated "begin-or" has a usage of "Optional".

An "inclusive or" condition requires at least one of the members of the group to be present. The group of elements

is indicated by being placed between a row indicated "begin-block" and a row indicated "end-block". All of the

elements within the group will have a usage of "Optional". The row indicated "begin-block" will have a usage of

"Required".

¢ An "and" condition requires all or none of the members of the group to be present. The group of elements is

indicated by being placed between a row indicated "begin-block" and a row indicated "end-block". All of the

elements within the group will have a usage of "Required". The row indicated "begin-block" may have a usage of

"Required", or "Optional" If the group is designated "Optional" all or none of the elements should be present.

3.3 — Data Types

The IFX Specification is designed around a small number of data types that are used to represent all data passed
between clients and servers using the messages defined in this specification. All information elements are based on
these data types. Supported data types are:

Character Closed Enum
Narrow Character Open Enum
Binary Long
Boolean Identifier

YrMon, Date, Time, DateTime, and Timestamp Phone Number
Decimal Universally Unique Identifier (UUID)



Currency Amount URL
HexBin

IFX defines the semantics and logical attributes of each data type. The physical representations are defined within the
implementation specifications.

3.3.1 — Character

Character indicates an element that allows character data up to a maximum number of characters, regardless of the
number of bytes required to represent each character. The number after the hyphen specifies the maximum number of
characters. For example, C-12 specifies an element of characters with maximum length 12 characters. C-8 indicates an
element with no maximum length. It is expected that character type elements may contain multibyte representations of
characters in some implementations, depending on the allowable character sets.

3.3.2 — Narrow Character

Elements of type Narrow Character are elements of character data type with the additional restriction that the only
allowable characters are those contained within the ISO Latin-1 character set
(http://www.htmlhelp.com/reference/charset/). The Narrow Character set limits the characters to accommodate
interfacing to existing standards such as the ABA standard for card track 2 mag stripe data.

3.3.3 — Binary Datatype

The Binary data type is a compound type consisting of three logical elements:

Datatype: Compound Definition

Tag ||Type ||Usage ||Descnption/Conte><t notes

begin Aggregate
ContentType |[Open Enum Optional Specified in IETF RFC 2046.
BinLength "LO”Q Required Identifies the size of the binary data in number of bytes.
BinData "Raw Binary Data Required Binary data.

end Aggregate

3.3.4 — Boolean

Boolean indicates a logical True or False condition. The physical representation of Boolean data is specified by each
implementation specification corresponding to this message specification.

3.3.4.1 — Boolean Conventions and Selection Criteria
The general usage of Booleans within the IFX specification is:
<TagName> (optional)

o If True, then...
o If False or omitted, then...

This usage of Booleans in IFX allows optional Booleans to be added in future revisions while maintaining upward
compatibility.

There are instances where it is considered too error prone to allow a default of False. In these cases the Boolean is
required.

The convention for the use of selection criteria for read messages is:

For Booleans:

<TagName> (optional)
o If True, then the selected set must include at least those items where the condition is True.
o If False, then the selected set must include at least those items where the condition is False.
« If omitted, then this item is ignored as a selection criterion.

Usage notes specify when a Boolean is used as a selection criterion.

For others:



<TagName> (optional)

« If present, the selected set must include at least those items where the value in the request matches a value for
the corresponding tag in the searched region.

« If absent, the selected set must include items with any value, including NULL, for the corresponding tag in the
searched region.

3.3.5 — YrMon, Date, Time, DateTime, and Timestamp

The IFX Specification includes five time-related compound data types: YrMon, Date, Time, DateTime, and Timestamp.
In all types that describe Date information, IFX 1.0.1 uses the Gregorian calendar. Other calendars may be considered
for future versions as requirements are identified. Data types including time information refer to a 24-hour clock.

All date and time types include (with the largest units given first): year, month, day, hour, minute, second, and fractions
of a second. Any particular type may include a subset of these possible values. Types including time information (hour,
minute, etc.) may also include an offset from Coordinated Universal Time (UTC).

Note: In a DateTime element, specifying a date without a time or time zone will result in a time of midnight, UTC.
This will result in the previous date appearing for all time zones in the western hemisphere. For example, October
5, 2002, without a specified time zone offset, will appear to be October 5, 2002, for the eastern hemisphere, but
October 4, 2002, for the western hemisphere. Therefore, for Date Time elements where a single date is desired
worldwide, the time must be included, and it must result in noon, UTC (e.g., “12:00:00” or “09:00:00-03:00’).

Note: IFX does not require servers or clients to use the full precision specified. However, they are required to
accept any of these forms without complaint.

As a general rule for date and time compound data types, values may be entered that omit the smallest logical
elements. In every case, the value is taken to mean the same thing as if the minimum values (such as zeroes) were
included. (The default is always the start of an otherwise ambiguous range for types other than YrMon.) For example, a
DateTime value omitting the time portion means the start of the day (12:00 midnight). Note that time zone qualifiers (in
time and DateTime values) are an exception to this rule, as they may be included even if times are not specified to the
millisecond.

The logical elements appearing in each of these compound data types are summarized below. “Required” means that
the element must occur in all instances of the data type. “Recommended” means that the element should be included in
all instances of the data type. “Optional” elements may be omitted from an instance of the data type. Optional elements
must be included if smaller elements are to be included. For example, month must not be omitted from a date value if
day is included.

Contains YrMon  Date Time DateTime TimeStamp

Year YYYY Required||Required||N/A Required Required
0000-9999

Month MM Required|[Optional ||N/A Required Required
1-12

Day DD N/A Optional [[N/A Required Required
1-31

Hours HH N/A N/A Required Optional Required
0-23

Minutes MM N/A N/A Optional Optional Required
0-59

Seconds SS N/A N/A Optional Optional Required
0-60

Fractional Seconds XX (minimum) N/A N/A Optional Optional Optional
Precision is determined by the
implementation

UTC offset Hours HH N/A N/A Recommended||[Recommended||Recommended
0-23

UTC offset Minutes (time zone MM N/A N/A Recommended

indication)

Recommended||Recommended

0-59

3.3.5.1 — YrMon

Elements of data type YrMon contain an indication of a particular month. This data type describes a unique period of
time (not a repeating portion of every year). This may (for example) be used to describe an expiration date for a credit
card. In that case, the period represented is actually a shorthand for the last day (or millisecond or whatever minimum
interval) of the month described.

Logically, the YrMon data type must contain a month and 4-digit year. Unlike the other date and type types, values of
this type must not be shortened by any omission of its portions: Both the year and month are required.




YrMon
Datatype

Year
Month

Type Usage  Description

Long Required 4-digit year value.
Long Required Number of the represented month. Value must be within the range 1 through 12.

3.3.5.2 — Date

Elements of data type Date contain an indication of a particular day. This data type describes a unique period of time,
normally 24 hours (not a repeating portion of every year).

Logically, this data type must contain a 4-digit year, and may contain a month number, and day number.

Date Type Usage Description
Datatype
Year Long Required 4-digit year value.
Month  Long Optional but see Description Number of the represented month. Value must be within the range 1 through 12.
Must be included if <Day> is included. If absent, the value is assumed to be 1 (January)
Day Long Optional Number of the represented day. Value must be within the range 1 through 31.
If absent, the value is assumed to be 1.
3.3.5.3 — Time

Elements of data type Time contain an indication of a particular time during a date. This data type describes a repeating
portion of a day. That is, each time described (ignoring leap seconds) occurs once per calendar date. In the IFX
specification, it is required that a time data type be able to represent a specific period with indefinite precision.
Milliseconds are the minimum required precision of the time data type.

A time represented using this data type must not be ambiguous with respect to morning and afternoon. That is, the time
must occur once and only once each 24-hour period.

In addition, the Time data type must not be ambiguous with respect to location at which the time occurs. If unspecified,
the time zone defaults to Coordinated Universal Time (UTC). Generally, use of a specific time zone in the representation
is preferred. The time zone should always be specified to avoid ambiguous communication between clients and servers.

Description

UTCOffsetMinute Long Optional

Time Type Usage Description
Datatype
Hour Long Required Number of the represented hour. Value must be within the range 0 through 23.
Minute Long Optional but see Number of the represented minute. Value must be within the range 0 through 59.
Description
Must be included if <second> is included. If absent, the value defaults to 0.
Second Long Optional but see Number of the represented second. Value must be within the range 0 through 60. The value "60"
Description is used only to represent leap seconds.
Must be included if <fraction> is included. If absent, the value defaults to 0.
Fraction Long Optional Number of represented microseconds. Value must be within the range 0 through 999,999.
Particular implementations may choose to allow representations of smaller fractions.
If absent, the value defaults to 0.
UTCOffsetHour Long Optional but see  Offset from UTC in hours. Value must be within the range of 0 thorugh 23.

Must be included if <UTCOffsetMinute> is included. If absent, the value defaults to 0.
Offset from UTC in minutes. Value must be within the range of 0 through 59.

3.3.5.4 — DateTime

Elements of data type DateTime contain all of the information expressed by the date and time data types. All ambiguities
mentioned with Date and Time (see Sections 2.3.5.2 and 2.3.5.3) should be resolved in a similar fashion here.

DateTime Type Usage Description
Datatype
Year Long Required 4-digit year value.
Month Long Required Number of the represented month. Value must be within the range 1 through 12.
Day Long Required Number of the represented day. Value must be within the range 1 through 31.
Hour Long Optional but see Number of the represented hour. Value must be within the range 0 through 23.
Description
Must be included if <minute> is included. If absent, the value defaults to 0.
Minute Long Optional but see Number of the represented minute. Value must be within the range 0 through 59.
Description
Must be included if <second> is included. If absent, the value defaults to 0.
Second Long Optional but see Number of the represented second. Value must be within the range 0 through 60. The value "60"
Description is used only to represent leap seconds.
Must be included if <Fraction> is included. If absent, the value defaults to 0.
Fraction Long Optional Number of represented microseconds. Value must be within the range 0 through 999,999.
Particular implementations may choose to allow representations of smaller fractions.
If absent, the value defaults to 0.
UTCOffsetHour Long Optional but see Offset from UTC in hours. Value must be within the range of 0 thorugh 23.

Description




Must be included if <UTCOffsetMinute> is included. If absent, the value defaults to 0.
UTCOffsetMinute Long Optional Offset from UTC in minutes. Value must be within the range of 0 through 59.

3.3.5.5 — Timestamp

Elements of data type Timestamp contain the same information as DateTime values. Unlike that data type, Timestamp
information is not intended to have meaning at the other end of the communication. In addition, microseconds are the
minimum required precision of the time portion of this data type.

The intent here is to describe a type identical to DateTime but without semantic meaning between two machines. The
general DateTime data type has meaning on both ends of the protocol (even though time synchronization is not required
by this specification). Timestamp indicates an exact point in time with respect to the generating application.

For example, a Timestamp value may be generated at a server when creating an audit response. The client application
may return that value to the server in later requests, but the client software should not interpret the information.

TimeStamp Type Usage Description
Datatype
Year Long Required 4-digit year value.
Month Long Required Number of the represented month. Value must be within the range 1 through 12.
Day Long Required Number of the represented day. Value must be within the range 1 through 31.
Hour Long Required Number of the represented hour. Value must be within the range 0 through 23
Minute Long Required Number of the represented minute. Value must be within the range 0 through 59
Second Long Required Number of the represented second. Value must be within the range 0 through 60. The value "60"
is used only to represent leap seconds.
Fraction Long Required Number of represented microseconds. Value must be within the range 0 through 999,999.
Particular implementations may choose to allow representations of smaller fractions
UTCOffsetHour Long Optional but see Offset from UTC in hours. Value must be within the range of 0 thorugh 23.
Description
’ Must be included if <UTCOffsetMinute> is included. If absent, the value defaults to 0.
UTCOffsetMinute Long Optional Offset from UTC in minutes. Value must be within the range of 0 through 59.

3.3.6 — Phone Number

Phone Number indicates a string of up to 32 narrow characters in length (NC-32). It must begin with a plus sign "+"
followed by country code, a hyphen, city/area code, another hyphen, then the local phone number. If a PBX extension is
to be included, it must appear at the end of the field, separated from the rest of the telephone number by a plus sign.

For example, "+1-800-5551212+739" indicates PBX extension 739 at phone number 5551212 within area code 800 of
North America (country code 1).

3.3.7 — Decimal
Decimal indicates a numeric value that meets the following rules:
o The value is up to fifteen (15) decimal digits in length.
o The value is not restricted to integer values and has a decimal point that may be placed anywhere from the left of
the leftmost digit to the right of the rightmost digit (e.g., +.12345678901234 is acceptable while

12345678901234567 is not).
« The sign is always optional. If it is absent, the value is assumed to be positive.

3.3.8—Long

Long is an integer value, which may be positive, negative, or zero, with values ranging from -2147483648 to
2147483647.

3.3.9 — Currency Amount

A Currency Amount is a compound data type consisting of four logical elements.

All monetary amounts in the IFX Specification are handled with the Currency Amount data type. When included, this
data type contains a decimal value for the amount, an optional three-letter currency code defined in 1ISO-4217, an
optional currency rate, and an optional exchange rate indicator. When Currency Code is not included, Amount is
assumed to represent the currency of the account (in particular the “from” account in the case of a transfer or payment).

The valid values for the exchange rate indicator are Direct and Indirect. The indirect rate is the amount of foreign
currency per unit of base currency. The direct rate is the amount of base currency per unit of foreign currency. If the
exchange rate is present, the currency indicator must be specified. The currency indicator identifies the way in which
the rate is calculated.

Derive domestic equivalent from a specified foreign amount:

« If the rate is Indirect, divide the foreign amount by the rate,



« If the rate is Direct, multiply the foreign amount by the rate.
Derive foreign amount from a specified domestic amount:

o If the rate is Indirect, multiply the domestic amount by the rate,
« If the rate is Direct, divide the domestic amount by the rate.

Examples (USD is the base):
USD<-->GBP Indirect = .6037 Direct = 1.6590
USD<-->DEM Indirect = 1.6866 Direct = .5929

The following table is intended to illustrate when the elements within the Currency Amount data type are used.

Use Cases <Amt> <CurCode> <CurRate> and <CurConvertRule>
Initiating a transaction...
In the currency of the FROM account Required

In the currency different than the FROM account Required Required  Only used when a pre-committed exchange rate is used, see the
Foreign Exchange Rate message
Reporting a transaction e.g. within a

statement...
In the currency of the account. Required
Originating in a currency different from the Required Required  Required

currency of the account.

Datatype: Compound Definition

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
Amt Decimal Optional Amount.
CurCode NC-3 Optional Currency code. Required if <CurRate> is specified.
begin-block Optional
CurRate Decimal Optional AND Exchange rate. The ratio of the foreign currency and the currency of

the account. The <CurConvertRule> specifies which amount is the
numerator and which is the denominator.

CurConvertRule Closed Enum Optional AND Currency Conversion Indicator. Valid values are Direct and Indirect.
See below for more information.

end-block

end Aggregate

3.3.10 — Enum

Enum is a Narrow Character type that has a limited number of specified valid values, each of which is represented by a
tag of up to 80 characters each. The Enum data type is either a Closed Enum or an Open Enum. Adding a value to a
Closed Enum requires a spec update, while adding a value to an Open Enum only requires out-of-band agreement by
the end points.

3.3.10.1 — Closed Enum

A Closed Enum is an element where a number of valid values are defined within this specification. All other values
should be rejected as invalid.

3.3.10.2 — Open Enum

An Open Enum is an element where a number of valid values are defined within this specification, but other values
should not be rejected as invalid by any system other than the final message destination. Open Enums provide a
mechanism for a client and final destination server to communicate with values that may be known to both endpoints but
not to all intermediate servers that route the message. If the client sends a value that was not listed in the Service Profile
as being a supported value in a Profiled Values element, the server must respond with the most specific response code
possible (for example, "Frequency not supported"). Otherwise, if the client or server receives a value that it does not
recognize, it must be treated as the type "other."

Open Enums are typically used for elements related to system message processing and have been defined as open to
support extensibility and customization of the specification.
3.3.11 — Identifier

Object identifiers in the IFX Specification are of the data type "Identifier." This is a Narrow Character data type with a



maximum length of 36.

3.3.12 — Universally Unique Identifier (UUID)
UUID elements are Narrow Character with a maximum length of 36.

A UUID is an identifier that is unique across both space and time, with respect to the space of all UUIDs. To be precise,
the UUID consists of a finite bit space. Thus, the time value used for constructing a UUID is limited and will roll over in
the future (approximately at A.D. 3400, based on the specified algorithm). A UUID may be used for multiple purposes,
from tagging objects with an extremely short lifetime to reliably identifying very persistent objects across a network. The
following information on UUID is based on Internet-Draft < leach-uuids-uuids-01.txt > :

The generation of UUIDs does not require that a registration authority be contacted for each identifier. Instead, it
requires a unique value over space for each UUID generator. This spatially unique value is specified as an IEEE 802
address, which is usually already available to network-connected systems. This 48-bit address may be assigned based
on an address block obtained through the IEEE registration authority. This section of the UUID specification assumes
the availability of an IEEE 802 address to a system desiring to generate a UUID, but if one is not available, section 4
specifies a way to generate a probabilistically unique one that cannot conflict with any properly assigned IEEE 802
address.3.1 Format. In its most general form, all that may be said of the UUID format is that a UUID is 16 octets, and
that some bits of octet 8 of the UUID called the variant field (specified in the next section) determine finer structure.

For use in human-readable text, a UUID string representation is specified as a sequence of fields, some of which are
separated by single dashes. Each field is treated as an integer and has its value printed as a zero-filled hexadecimal
digit string with the most significant digit first. The hexadecimal values a to f inclusive are output as lower case
characters, and are case insensitive on input. The sequence is the same as the UUID constructed type. The formal
definition of the UUID string representation is provided by the following extended BNF:

UuID <time_low> “-" <time_mid> “-" <time_high_and_version> “-”
<clock_seq_and_reserved> <clock_seq_low> “-” <node>

time_low 4*<hexOctet>

time_mid 2*<hexOctet>

time_high_and_version 2*<hexOctet>

clock_seq_and_reserved | <hexOctet>

clock seq low <hexOctet>

node 6*<hexOctet
hexOctet <hexDigit> <hexDigit>
hexDigit zero | “17] 2" | 3

| 47| 5" | "6 | 7" | "8 | "9"] "a” | *b" | “c” | "d" | €” |
“‘f1*A"|"B"|"C"|"D" | “E" | "F”

3.3.13 —URL

An element of the Uniform Resource Locator URL data type specifies the URL where a customer may access
information. A URL is of the Narrow Character data type with a length of 1024 Characters (NC-1024). The format of a
URL begins with a string that identifies which protocol is to be used to access the information, such as "http://".

3.3.14 — HexBin

Each "HexBin" character will define the 4-bit "nibble" of the 8-bit byte transformed into a hex character, with the
maximum length (n) of the transformation specified.

The HexBin represents arbitrary hex-encoded binary data. The value space of HexBin is the set of finite-length
sequences of binary octets. Each binary octet is encoded as a character tuple, consisting of two hexadecimal digits ([0-

9, A-F]) representing the octet code. For example, "0FB7" is the hex encoding for the 16-bit integer 4023 (whose binary
representation is 111110110111).

3.4 — Building Blocks

The IFX Specification is constructed using the following building blocks:

Element The most basic unit of data in the IFX Specification to define a single piece of
information (of a specific data type) that is passed between the client and the
server.

Aggregate A group of related elements to provide a mechanism for coding logic rules and
a convenient method to refer to related information using a single name.

Message A collection of elements and/or aggregates to be passed from the client to the
server (Request Message) or from the server to the client (Response
Message).

Service A single function or a collection of similar functions that are branded and
marketed to individuals and small businesses by a financial institution.

Document A collection of services and messages sent as a single unit between client and



server.

3.4.1 — Element

An Element is the most basic unit of data in the IFX Specification. An element is defined based on one of the supported
data types to define a single piece of information that is passed between the client and server. An element is named
according to specific rules and has a definition associated with it to provide additional information on what it contains. An
element may also have some usage rules associated with it, which describe how the client and server interact with the
element.

For example, the <ChkNum> element is based on the Character data type with a maximum of 12 characters and
specifies a Check Number. Depending on where it is used in the specification, it may be provided by the client or the
server.

3.4.2 — Aggregate

A number of related elements may be grouped together into an Aggregate. An aggregate provides a mechanism for
coding logic rules ("element 1 or element 2 must be provided") and also provides a convenient way for programmers to
specify all of the related information by using a single name.

Note that multiple aggregates may use the same structure. This may occur to allow use of a more descriptive name,
e.g., <BillingAddr> in the <PresAcctld> aggregate has the same structure as the <PostAddr> aggregate. This may also
occur when a unique name must be used due to the same aggregate being used more than once within a
request/response message, e.g. TO/FROM account within a transfer message.

3.4.2.1 — External Aggregate

An external aggregate is an aggregate (section 2.4.2) that is defined and maintained by an external authority. Typically,
an external aggregate will embed data defined by another standards organization or authoritative body. The IFX Data
Dictionary entry will contain a reference to the defining organization and will indicate where to obtain an authoritative
definition of the aggregate. The requirements for, and use of, an external aggregate is defined by IFX in this document.
The external authority responsible for the aggregate defines the requirements for, and use of, the contents of that
aggregate. This data type is not intended to support customization of the IFX standard; rather, it is intended to support
interoperability between related standards as deemed appropriate by the IFX Forum.

Inclusion of an external aggregate does not ensure that the external aggregate will adhere to BMS-specified rules for
maintenance and data formatting. In particular, compatibility rules between IFX releases may not be applicable to IFX
messages that contain external aggregates nor can IFX data-typing rules be assumed (i.e., date formats, field sizes,
required contents, etc.). When dealing with external aggregates a processing application must be able to separate the
handling of IFX data from that of the external data and apply appropriate processing and formatting rules.

3.4.3 — Message

A Message is a collection of elements and/or aggregates, which is passed from the client to the server (Request
Message) or from the server to the client (Response Message).

A response message is typically a superset of the request that echoes back the information included in the request and
adds new information as appropriate to the message being conducted. All requests are sent from client to server and all
responses are sent from server to client.

IFX uses several common message types to perform specific functions. Within IFX, the following naming conventions
are used, where the messages associated with objects of type xxx include:

o Add request <xxxAddRg> and response <xxxAddRs>

Modify request <xxxModRg> and response <xxxModRs>
Delete request <xxxDelRg> and response <xxxDelRs>

Cancel request <xxxCanRg> and response <xxxCanRs>
Inquiry request <xxxInqRg> and response <xxxInqRs>

Audit request <xxxAudRg> and response <xxxAudRs>
Synchronize request <xxxSyncRg> and response <xxxSyncRs>
Advise request <xxxAdviseRg> and response <xxxAdviseRs>
Reversal request <xxxRevRg> and response <xxxRevRs>

3.4.3.1 — Add Message

The Add IFX message has a name structure of <xxxAddRqg> / <xxxAddRs> . It is used to create a new instance of object
Xxx (such as creating a new payment using <PmtAddRqg> ).

3.4.3.2 — Modify Message

The modify IFX message has a name structure of <xxxModRg> / <xxxModRs> . It is used to modify an existing instance



of object xxx (such as modifying an existing payment using <PmtModRg> .

A client modifies a record on the server using the appropriate Modify request message and replaces the entire existing
object (all properties) with the newly submitted object. Therefore, within a modify request message, all properties of the
object that are intended to be stored must be included, even if the values are not modified.

The complete replacement requirement for specific objects can be adjusted to meet the needs of specific applications.
This adjustment is intended to support data within an object that cannot be modified (i.e., the create date). The fields
affected by this adjustment must be established out of band, often through an application specific implementation guide.

3.4.3.3 — Delete and Cancel Messages

The delete and cancel IFX messages have a name structure of <xxxDelRg> / <xxxDelRs> and <xxxCanRg> /
<xxxCanRs>, respectively. They are used to delete an existing instance of object xxx (such as deleting a payee from
the customer payee list using <CustPayeeDelRqg> ), or to cancel an existing scheduled object (such as canceling a
pending payment using <PmtCanRqg> .

3.4.3.3.1 — Cascading Deletes
The following objects are considered related (the leftmost object cascades into the object on the right of the colon):

Presentment service: Bill Presentment Accounts

« Payment service: Payment Service Accounts, Pending payments (that are not yet in process or processed),
Recurring payment models, Customer payees

Payment Service Accounts: Pending Payments (that are not yet in process or processed), Recurring Payment
models. While Customer payees are not truly related objects to accounts, a customer payee object may contain
default payment information <DfltPmtinfo> with a <DepAcctldFrom> or <CardAcctldFrom> . If the Account being
deactivated is listed as a default payment funding account for any customer payee, the customer payee object
should be updated to remove the reference to the deactivated account. Since default payment information
accounts are optional, this will not present any data integrity problems.

Banking Service: Banking Service Accounts, Pending Transfers (that are not yet in process or processed),
Recurring transfer models

Banking Service Accounts: Pending Transfers (that are not yet in process or processed), Recurring transfer
models

Bill Presentment Accounts: Bills (Conditional)

o New, Delivered or Viewed bills must be deleted.

Retired, Withdrawn or Undeliverable bill summaries should remain at the CSP/BSP. The CSP/BSP is responsible
for allowing continued customer access to those bill summaries.

Customer Payees: Pending payments (that are not yet in process or processed), Recurring payment models
Pending Payments: none

Recurring Payment Models: Pending payments (that are not yet in process or processed)

Pending Transfers: none

Recurring Transfer Models: Pending transfers (that are not yet in process or processed)

Cascade Delete in the Payment Service
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Each object defined above is represented in the hierarchy. Whenever an object is disabled/deactivated/deleted, all the
objects below that are also deleted if <CascadeDel> = True.

If related objects are deleted as part of a cascade delete, <xxxDelRs> and <xxxCanRs> messages must be placed in
appropriate Audits and Syncs to properly communicate what was removed as part of the cascade delete. The sole
exception to this is when an entire service is removed. If the service removal is successful, only the service Rs is
required in the Audit or Sync.

Cascade Delete should not apply to completed/processed payments or retired/withdrawn/undelivered bills. It is expected
that the service will denormalize the payment-payee-account data for a processed payment such that the record of the
payment (and all its related data) is self-contained. It is also expected that a service will denormalize the biller-billing
account-bill data for a retired/withdraw/undelivered bill such that a record of the bill is self-contained.

A <BillStatusModRg> should be issued when a payment related to a bill is deleted as a result of a cascade from a
higher-level object delete. The <BillStatusModRg> must include a <BillPmtStatus> aggregate with the
<BillPmtStatusCode> supplied with a value of Cancelled. The specification provides for supplying a bill identifier when
adding/modifying a payment to establish this relationship.

If a server is unable to remove the entire dependent object tree during a cascade delete, then all of them must remain
and the request must respond with a code of 1300.

3.4.3.4 — Inquiry Message

The inquiry IFX message has a name structure of <xxxInqgRg> / <xxxIngRs> . It is used to search for and/or gain
information about the current state of existing objects xxx (such as finding one or more existing payments using
<PmtIingRg> ). Inquiry messages limit the response set to records matching the selection criteria used in the request.
Selection criterion elements in the request are sometimes repeating elements; where more than one value is given for a
particular element (i.e., a repeating element), the query ORs those values. Where selection criteria across multiple
different elements are provided, the query ANDs those values. Where an element is absent, the query is not filtering on
that element.

Several <Status> codes are available to help the client understand the results of an Inquiry Message:

« 1120 indicates that all of the search criteria that the server was aware of were applied, and no records that
matched the search criteria were found.

« 1140 indicates that some, but not all, of the search criteria that the server was aware of were applied, and records
were found that matched the search criteria used.

« 1160 indicates that none of the search criteria that the server was aware of were applied, and an unfiltered set of
records were found for the implicit search criteria, e.g. <Custld> .

The phrase "that the server was aware of" is used to recognize the situation that a client is implemented using a more



recent level of the IFX spec than the server has implemented. If the later version added optional search criteria, the
server won't be aware of them. The client may test the <Version> value within the <SvcCore> aggregate to determine if
the server is implemented to an older version of IFX. The client may use this knowledge to better interpret the <Status>
code values.

Note: A server is not obligated to support filtering on all selection criterion elements. If a server chooses not to
support a particular element as a selection criterion, it must treat that element as if it were not present in the
request. That is, the server must return the appropriate record set for the elements on which it does support
filtering. As a result, clients should be prepared to receive records outside the scope of the selection criteria
submitted in the request.

3.4.3.5 — Audit and Synchronization Messages

This section introduces the concepts of message auditing and data synchronization as used in the IFX Specification. As
its name implies, message auditing is a server function that records all message activity (i.e., creates and stores records
for audit trail purposes) affecting the state of IFX defined objects. Examples of such objects are transfers, payees, and
payments. The specific audit messages provide a user (typically a customer service representative [CSR]) the capability
to retrieve a time-sequenced listing of message responses that added, modified or deleted a user's objects.
Informational messages like inquiries do not affect the state of the business objects, and therefore are not recorded in
the audit logs.

Data Synchronization is a server function providing clients that store their object data locally (e.g., personal finance
managers [PFMs]) a means to update the state of their local data by requesting and comparing data from the server.
This allows the client to learn about data resulting from actions that occurred at the server but are unknown to the client.
For example, a user may have multiple PFM clients or employ other channel devices, such as telephones or web
browsers, to submit requests to the server that changes the state of their business object data.

The IFX audit and synchronization messages are similar in that their responses contain a list of add, modify or delete
records. As described above, the difference between audit and synchronize is in their intended use, which is manifested
in their message requests as differences in the selection criteria.

The sync messages are specifically tailored for PFM-like clients (i.e., clients that keep local "state"). The only selection
criterion for the synchronization requests is the <Token> , which, by standard convention, is the value that determines
the starting point for the synchronization. The server assigns the <Token> value, except when the client sets the token
to zero to request the first synchronization or to request a refresh. In the synchronization response, the server must
return an updated <NewToken> that the client should save for use in its next synchronization request. A more detailed
description of the token is provided in Section 3.1.7.

Audit messages are used (typically by CSR's) to trace the sequence of messages that users may have issued during a
certain timeframe that affected the state of their objects. The audit requests contain optional selection criteria specifically
defined for flexible and effective tracing of user message activity. For example, a CSR may want to resolve a payment
dispute, by verifying that a change to a scheduled payment had been made prior to the payment being processed. Via
the payment audit message, the CSR can request from the server all modifications made to a scheduled payment that
occurred before it was processed.

As in the case of user or CSR initiated actions (i.e., adds, mods or deletes), server-initiated actions for spawning
instances from recurring models should also create and log audit records (i.e., "adds") for these instances. In addition,
whenever the server spawns a skipped instance, it should create and log an "add" audit record for the skipped instance,
and must create and log a "mod" audit record for the model to account for the skip count adjustment made to the model.
The "mod" audit record for the model is required because the user randomly may initiate the skip function any time after
the model has been created. However, normal model status changes (e.g., number of remaining instances) do not
require any model "mod" audit records, since these changes are predictable from the definition of the model.

3.4.3.5.1 — Audit Message

The IFX audit message has a name structure of <xxxAudRg> / <xxxAudRs> . Audit in the IFX Specification refers to
those messages that allow clients to receive specific message responses that change the state of an object, or class of
objects, stored on the server since some past point in time. This "past point in time" is either identified by customer-
specified audit selection criteria, including a DateTime range.

Clients initiate audits to find out what messages were executed that caused the server to get to the current state. Clients
initiate inquiry messages to view the current state of an object, or class of objects.

"Thin" (stateless) clients also use audit messages to allow a customer or CSR to receive a change history of an object,
such as a payment, typically to assist in problem resolution.

The server should return as many state changes as are practical in response to an audit request. The specific type of
object determines state changes. Most objects have a clear life cycle, from creation to deletion. Each status change
must be reported using the appropriate add, modify, delete/cancel message response.

The life cycle of some objects, e.g. a payment, is more complex. Information about a payment may change after it
moves from a pending state to a processed state. The state change from pending to processed, and any subsequent
changes must be included in the Audit response as modification response messages.

Audit must contain all messages where the <Severity> within <Status> is Info or Warn. Audit may contain messages
where the <Severity> is Error, at server discretion.



3.4.3.5.2 — Synchronization Message

The IFX synchronization message has a name structure of <xxxSyncRq> / <xxxSyncRs> . Synchronization in the IFX
Specification refers to those messages that allow clients to receive specific message responses that change the state of
an object, or class of objects, stored on the server since some past point in time. This "past point in time" is identified by
a server-assigned token. The server-assigned token is only meaningful to the server that assigned it.

"Thick" (stateful) clients send synchronization requests to find out what messages were executed that caused the server
to get to the current state, so as to synchronize their local data with the server (system of record). Clients send inquiry
requests to view the current state of an object, or class of objects.

The server should return state changes using the same rules as Audit. However, at server discretion, multiple messages
in a Sync may be "collapsed"” into a single message. The resultant collapsed message must provide information
sufficient to bring the client up to date. For example, if an object has been modified several times, then deleted, it is
sufficient for the server to return only the <xxxDelRs> response in a Sync.

The Sync response includes a playback of messages for a single customer. In it, the messages that affect a specific
object must be returned in the order that that server processed then, i.e. ascending by <EffDt> . Examples of objects
that the Sync refers to are a payment, in the case of <PmtSyncRg> . A client that maintains local data, sometimes
referred to as "thick" or "stateful" client, should apply the changes in the order received to synchronize its local data with
that maintained by the server (system of record).

The server may, at server discretion, not maintain sufficient history to reliably update the client to be consistent with the
current data at the server. The server must detect this condition by checking the <Token> supplied by the client in the
Sync request versus the oldest <Token> maintained by the server. When the <Token> supplied by the client is older
than the history maintained by the server, the server must return <Status> with <Severity> Error. The server must not
return any message records within the response. The typical client error recovery should be to issue an inquiry message
to receive the current status of the object class, e.g. payments, intrabank transfers, etc.; and use it to synchronize its
local database.

3.4.3.6 — Advise Message

The IFX advise message set has a name structure of <xxxAdviseRg> / <xxxAdviseRs> . Advise in the IFX specification
refers to those messages that allow an entity to advise another entity of an object or a property of an object. The Advise
message set does not imply any action to take such as add, or update. It is up to the receiving entity to decided what
action to take based on the contents of the Advise message. The <xxxAdviseRg> message contains the object record
information or object id and property. The <xxxAdviseRs> messages allow a status to be returned acknowledging
receipt of the request.

A likely scenario for this message type is an entity, who has the ability to receive <xxxAdviseRq> messages, wishes to
be advised on the status of an object, e.g. a payment previously added. This entity is interested in being updated as the
payment goes through its life cycle from pending to processed, and any other events related to the payment. In this
scenario, as the payment status gets updated, a <PmtStatusAdviseRg> would be sent to advise the entity of the
payment status change.

Advise messages may also be used to notify an interested party of an object that was created or modified on behalf of
the party. This use is intended to support business relationships where one party has the legal authority to stand in for or
operate on behalf of the other party. In this case the business relationship dictates the processing that the receiving
party must perform on receipt of the Advise message. In this context the Advise message is similar to an Add except
that the receiver is expected to accept the message. Unlike the Add, the Advise message does not imply the transfer of
the "owner of record". The sender continues to be the "owner of record" of the object. Although the Advise message
usually implies the existence of an IFX object (i.e., the Add method succeeded) there are situations where the Advise
message must be used to notify interested parties that a method failed. This is particularly true of attempts to create or
modify objects that represent financial transactions. In this case the status aggregate in the object status segment (i.e.,
DebitStatus) must indicate the error condition that prevented the method from succeeding. This along with the object
status code should provide the information required by the receiver to determine the current state of the object.

3.4.3.7 — Reversal Message

The Reversal IFX message has a name structure of <xxxRevRg> / <xxxRevRs> . It is used to reverse the effect of a
message. This may be on an existing instance of an object xxx (such as reversing an existing debit using
<DebitRevRg> ) or a message that is not based on any object (such as reversing a balance inquiry using <BalRevRg> ).
This is a message based reversal that is used when the original message was not based on an object (such as a
BallngRq) or the effect of the original message on its object is unknown by the application generating the reversal (such
as reversing a <DebitAddRg> when the <DebitAddRs> has not been received and its status is unknown). The Reversal
message should be used when the object identifier or the state of the object is not known.

The Reversal message can be useful in situations when an IFX client experiences unusual delays in receiving IFX
responses, or for situations where the Customer who initiated a transaction cancels or walks-away from an ATM/POS
terminal before their transaction completed.

In general, the Reversal message provides the capability to "undo" a previous request. For example, performing a
reversal on a modify request would place that object back to the state it was in prior to the modify. Unlike the use of a
Delete or Cancel message, if the IFX client uses a Reversal message not only would the prior request be reversed but



also any implications related to back-end processes or fees would also be reversed. If a DebitAddRq was sent and is
successful and a DebitRevRqg was sent, the system would be put back to the logical state before the object was added.

For a client to be able to send a reversal message request, it must be capable of saving or recreating the original
request message that is being reversed. Also, a reversal message cannot be reversed.

A request to reverse a message is not guaranteed to be successful. The reversal of the last operation on an object (O-1)
is most likely to be successful. The reversal of an operation prior to the most recent one on an object (O-2, O-3, etc.) is
not as likely to be successful. (Example 1 - If an object add was followed by an object modify, it is likely an object modify
reversal will cause the object to be back to the original object add state. Example 2 - If an object add was followed by an
object modify #1 then an object modify #2, an object modify #1 reversal would not likely be successful however an
object modify #2 reversal would have a good chance of being successful.).

3.4.4 — Service
A Service is a collection of related messages.

Service wrappers are aggregates containing one or more IFX messages of the same service. Except for Signon and
Signoff, all IFX messages have a service associated with them, and must be contained in a service wrapper.
<xxxSvcR@g> is used in requests, where xxx is the name of the service (e.g., Pay, Bank, Base). <xxxSvcRs> is used in
corresponding responses.

Within a service wrapper is an optional <SPName> element. The client must provide this value in cases where the
destination service provider is ambiguous. One example of such a scenario is where there are multiple service providers
for a given service, supporting the same messages.

The service response wrapper also contains an optional <Status> . If the associated service provider returns an error to
the CSP, or the CSP is unable to forward the messages to the associated service provider, the <Status> in the service
response wrapper is used to communicate this failure to the client.

A service wrapper for a particular service may repeat. One possible use for this is a case where one SP supports
different messages than another. In such a situation, the client may use one SP for some messages, and another SP for

others. This also makes it possible for a single SP to route internally using the service wrapper, simply by giving each
destination a different <SPName> in the Service Profile.

3.4.4.1 — Service Request Pattern <xxxSvcRqg>

See the matching response message xxxSvcRs

Datatype: Aggregate

Tag ||Type ||Usage ||Descnption/Conte><t notes
begin Aggregate
RqUID uuiD Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.
MsgRgHdr /Aggregate Optional Message Request Header aggregate.
AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a

response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

SPName Identifier Optional Service provider name. May be provided by the client to clearly
identify which service provider is the intended destination for this
collection of messages. It is required in instances where the
destination would otherwise be ambiguous.

begin-block Required Repeating
xxxRq Message Optional A collection of various requests associated with the service named in
the service wrapper.
end-block

end Aggregate

3.4.4.2 — Service Response Pattern <xxxSvcRs>

See the matching request message xxxSvcRq



Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes
begin Aggregate
begin-block Required

Status "Aggregate Optional Response status.

RqUID uuiD Required The Identifier of the Request that resulted in this response.

MsgRgHdr Aggregate || Optional Echoed Message Request Header aggregate.

MsgRsHdr /Aggregate | Optional Message Response Header aggregate.

AsyncRquID  ||UUID Optional Echoed Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.
end-block
begin-block Optional but see Description required if message is successful

SPName Identifier || Optional Echoed Service provider name. May be provided by the client to clearly
identify which service provider is the intended destination for this
collection of messages. It is required in instances where the
destination would otherwise be ambiguous.

begin-block Required Repeating

xxxRs Message Optional Repeating A collection of various responses associated with the service named
in the service wrapper.

end-block

end-block
end Aggregate

3.4.5 — Document

An IFX Document is a collection of services and messages sent as a single unit between client and server.

Note: both the request document and the response document share the <IFX> tag name.

3.4.6 — Order

IFX has the following rules related to order:

« Within an IFX document, the signon message must come before any service wrapper or signoff message.
« Within an IFX document, the signon message must be processed before any service wrappers or the signoff

message.

after any service wrappers.

Within an IFX document, the order of service wrappers is not defined.

Within an IFX document, the processing order of service wrappers is not defined.

Within an IFX document, the signoff message must come after the signon message and any service wrappers.
Within an IFX document and if present, the signoff message must be processed after the signon message and

Within a service wrapper, the order of messages is not defined.

« Within a service wrapper, the processing order of the messages is sequential based on the message order
submitted by the requestor.
« Within a message, the business message specifiction defines the element and aggregate order for that message.

3.4.7 — IFX Root Element <IFX>

Root of all IFX documents

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Conte><t notes
begin Aggregate
begin-xor Required
begin-block Required IFX Request
SignonRq "Aggregate Required Signon Request Message.
begin-block Optional Repeating
begin-xor Required




BaseSvcRq |{Aggregate|| Required Base Service Request
BankSvcRq |{Aggregate|| Required Banking Service Request
PaySvcRq [[Aggregate(| Required Payment Service Request
PresSvcRq |[Aggregate|| Required Bill Presentment Service Request
MediaSvcRq |[Aggregate|| Required Valuable Media Service Request
RootSvcRq  |{Aggregate|| Required Root Service Request
end-xor
end-block
SignoffRq "Aggregate" Optional " Signoff Request Message.
end-block
begin-block Required IFX Response
Status /Aggregate|| Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero). If this aggregate is absent,
<StatusCode> defaults to 0 (zero).
SignonRs /Aggregate|| Optional but see Signon Response Message. Must be provided in cases where the
Description IFX request document was valid.
begin-block Optional Repeating
begin-xor Required
BaseSvcRs |[Aggregate|| Required Base Service Response
BankSvcRs |[Aggregate|(| Required Banking Service Response
PaySvcRs |[Aggregate(| Required Payment Service Response
PresSvcRs |[Aggregate|| Required Bill Presentment Service Response
MediaSvcRs |[Aggregate|| Required Valuable Media Service Response
RootSvcRs  |{Aggregate|| Required Root Service Response
end-xor
end-block
SignoffRs /Aggregate|| Optional but see Signoff Response Message. Must be provided if <SignoffRg> was
Description provided in the request document.
end-block
end-xor

end Aggregate

3.5 — Naming Convention

Naming in the IFX Specification follows a convention based on a small set of rules and a set of standard abbreviations.
These rules and abbreviations apply to names of elements, aggregates, messages, messages, and services.

3.5.1 — Rules for Naming in the IFX Specification

Names should be designed for clarity of semantic meaning.

Names are case-sensitive.

Within an aggregate, the sequence of fields matters.

Names must follow standard abbreviations when possible.

The letters "Rq" and "Rs" must only appear as the final two letters of a name if it is a Request message, Response
message, Request Service Wrapper, or Response Service Wrapper.

Message names must follow Class, Object, Property, Method, Direction order; e.g., <PmtAddRg> .

o All custom values for Open Enum elements must be based on the established naming conventions and must use a

name to designate the organization that developed the extension.

All custom tags must have a prefix and a suffix. The delimiter between the prefix and the suffix may be specific to
the implementation. For example all extensions developed by ABC Corporation must use the syntax <
com.abccorp:Something > when ™" is specified as the delimiter. The governance process will support the
registration of prefixes.

3.6 — International Support

<section intentionally left blank>



3.6.1 — Country Codes

All representations of countries in the IFX Specification are the three-character codes for countries that are defined in
ISO-3166. These country codes are used in this specification for the following purposes:

¢ In postal addresses,
« With language codes to specify a dialect of a language used in multiple countries, and
« To identify country-specific tags that may be used to pass and store data relevant only in a single country.

3.6.2 — Character Sets
The IFX Specification defines two data types to represent character data.

The most general data type used for the representation of most character data is called Character. The IFX Specification
places no restrictions on the character sets used to represent elements based on the Character data type. The
Character data type is intended to allow data in either single or multi-byte character sets to be passed between client
and server and stored on the server to facilitate implementation in the broadest possible number of countries. It is
expected, but not required, that multi-byte implementations be based on the UTF representation of Unicode.

The other data type used for representation of character data is called Narrow Character. This data type is used in the
IFX Specification to restrict some elements to single-byte characters so that implementation may be simplified. These
elements tend to be related to system functions and should not interfere with the ability of an implementation to support
multiple-byte character sets for most character data.

3.6.3 — Reporting Foreign Exchange Transactions

Messages that allow a customer to execute or schedule a financial transaction allow the customer to optionally specify
the currency for the message. The SP may refuse to honor the message in the requested currency.

The client may use the Deposit Account Transaction Inquiry or similar messages for other services to retrieve financial
transaction detail. The detail available for a message that was executed with an amount in a foreign currency must
include the original financial transaction amount in the requested currency with the actual exchange rate applied against
the customer's account for the financial transaction and the rate indicator. The converted amount in the account
currency is also explicitly provided with the financial transaction detail.

The < EU.Cur > element in the Signon message supports the new laws governing the use of the euro in Europe. This
allows the client to specify whether they want to see financial amounts in euros or the currency of the local country.

3.6.4 — Languages and Dialects

Whenever languages are specified in the IFX Specification, they use the RFC-1766 standard, which uses the ISO-639
international standard for two-letter language codes. Languages also include an optional ISO-3166 two-letter country
code to account for differences in dialect when the same language is used in multiple countries.

Note: this is different from the use of country codes elsewhere in the specification, where three-letter codes are
used. Two-letter codes are used here because RFC-1766 did not have a provision for a standard use of three-
letter codes for language definitions.

The customer may, in the <SignonRg> , specify a preferred language and dialect from the list provided by the server in

<BaseSvcProflnfo> . If the client has not yet obtained a list of languages from the server, the customer may choose any
language, but the server may default to a particular language if the preferred language is not among those supported.

3.6.5 — Times and Time Zones

Whenever times are specified in the IFX Specification, they are specified with an offset from Coordinated Universal Time
(UTC). This specificity allows clients and servers in different time zones to communicate without ambiguity.

3.6.6 — Country Specific Tags

To accommodate differences in financial regulations and practices in different countries, the IFX Specification allows
extensions to be created that allow additional information to be passed between clients and servers that implement
messages under an individual country’s regulations. Elements, Aggregates, or Messages that are added to the IFX
Specification to support the needs of a single country should use custom tag names with a prefix that is the ISO-3166
three-letter country code. All three-letter tag name prefixes in the IFX Specification are reserved for country-specific tag
names.

In addition, the two-character prefix “EU” has been reserved for use by the European Union.

3.7 — Versioning and Specification Evolution

The IFX Specification has been designed to support two separate but related mechanisms for evolution. The



specification evolves formally through an open governance process that provides a mechanism for features that are
widely useful to be incorporated into the core specification, which is defined in this document, and the associated IFX
implementation specifications.

In addition, individual Financial Institutions or Service Providers may design their own custom extensions to the current
version of the specification to quickly add needed functionality. Through this process, new custom elements or custom
aggregates may be added to existing messages, custom messages and custom profile options may be added to existing
services, and entirely new custom services may be developed.

3.7.1 — Extension and Customization

Since all tag names in the IFX Specification follow the same naming conventions, it is relatively easy for a Financial
Institution or Service Provider to design customized extensions.

All custom tag names and custom values for Open Enum elements must be based on the established naming
conventions and must use a name to designate the organization that developed the extension. All custom names and
values have a prefix and a suffix. The delimiter between the prefix and the suffix may be specific to the implementation.
For example, all extensions developed by ABC Corporation must use the syntax com.abccorp:Something, where ":" is
specified as the delimiter.

To avoid clashes, all organizations using custom tags must either register their prefix with IFX Forum or follow the
convention described below to name their prefixes:

« Use the organization's fully qualified Internet domain name, reverse the order, with the top level domain first, e.g.
org.ifxforum for IFX Forum (with a domain name of ifxforum.org)

« If the organization wants to have multiple prefixes for different services or different versions of customization, it
may attach a sub-domain name, e.g. org.ifxforum.banking or org.ifxforum.v2

o The prefix must consist only of lower-case alphanumeric characters or dash (-')

Note: the maximum length of a custom value is 80 characters.

The governance process will support the registration of prefixes. All ISO country-specific values are reserved and
assigned country specific prefixes. Therefore, it is required to reserve three-letter prefixes for such use. Unreserved
values for private tags (i.e. ones that may be registered with the IFX Forum) are four or more positions in length.

3.7.2 — Mandatory and Optional Elements

The IFX Specification documentation conveys a number of rules for usage of elements and aggregates. This section
provides a general taxonomy of rules for mandatory and optional elements and aggregates. For documentation
conventions, see Section 2.2. These rules may be categorized as follows:

« Required messages within a service-Each chapter that defines messages contains a table (normally section x.2,
where x is the chapter number) that includes a column labeled "Req." "Yes" in this column indicates that a server
supporting the service that the chapter is part of must support this message if it supports the service. The server
indicates support for optional messages (i.e., those with blank in the "Req." column) using <MsgSupt> in the
section of the Service Profile that corresponds to that service. (The Service Profile section for each service is
typically documented at the end of each chapter.)

Message Level Required Element or Aggregate-Within each message, the elements and aggregates that appear
at the highest level (as opposed to within nested aggregates) and that are required are marked. The meaning of
required is slightly different for request and response messages.

o In a request message, an element or aggregate that is marked as required must be included.

o In a response message, an element or aggregate that is marked as required must be included in every
successful response, but need not be included in failed responses. In addition, whether the message
succeeds or fails, every response must contain a Request Unique ID <RqUID> , a Response Status
aggregate <Status> , and a Customer Identification aggregate <Custld> if it was provided in the request.

Elements and Aggregates Within a Higher Level Aggregate-Within an aggregate, elements and aggregates are
marked in the same way that they are at the message level. When an element or aggregate is marked required
within the context of a higher-level aggregate that is optional, there is an implied "required if the aggregate is
included."

« Or and Exclusive Or Conditions-There are places in the specification where one or more elements or aggregates
from a list must be included. Where exactly one item must be included it is marked as an "Exclusive Or" or XOR
condition. Where one or more items must be included it is marked as an OR condition.

Required by Service Profile-Some but not all Financial Institutions or Service Providers may require many
elements and aggregates. Each FI or SP must indicate to the client through the Service Profile for the service
whether or not these elements and aggregates are required.

Required by Biller Directory-Some but not all Billers may require some elements and aggregates. Each Biller must
indicate to the client through their entry in the Biller Directory whether or not these elements and aggregates are
required. Note that the Biller Service Provider (BSP) may actually create/maintain the directory entry for each Biller
that it supports.

Complex Usage Rules-Some elements and aggregates have usage rules that are more complex than the
conditions described above. Where this is the case, these conditions are described in text in the Description
column.

Definition of "optional"-A client or server may include optional fields within a message. There is no requirement that
the receiver process optional fields. In order to maintain upward compatibility, the receiver of a message must
ignore tags that it does not support. Note that it is not unusual for an optional field to be required based on the
context. This condition is documented by the words "but see Description" in the Usage column.



4 — Common Elements And Aggregates

<section intentionally left blank>

4.1 — Common Elements

A number of elements are used throughout the IFX Specification.

4.1.1 — Edit Masks

Edit masks are elements that provide a way for a user interface to determine and check what type or actual value must
be in each character position of a particular related element. For example, edit mask is used in <AcctMask> in the
<BillerAcctldinfo> Aggregate to provide a way to determine whether the number entered by the user for <BillingAcct> in
<PresAcctld> is a valid billing account number for that biller. Edit mask is used by <SecretMask> in <SecretPrompt> to
check the characters input by the user for <Secret> .

Multiple edit masks may exist for the customer accounts at each biller, as identified by a unique <BillerNum> . In this
case, the client may apply one rule at a time until one succeeds. If all edit masks fail for the account number given, the
client should consider the account number as invalid. Clients are not required to support this function; instead, they may
rely on the presentment service provider to do it for them. Clients may wish to support this checking for performance
reasons.

The table below identifies the characters that may be in the mask and what they mean.

Mask Position Position in Account Explanation
Contains Number Must Contain
a Alpha characters A A lowercase “a” means an alpha character A
through Z through Z must appear in that position.
b Space (blank) A space must appear in that position.
c Alphanumeric An alpha character, A through Z or a through z, or
characters, no space a number, 0 through 9, must appear in that
position.
i Ignore Ignore this position. Do not check for any
character’s presence or absence.
n Digits 0 through 9 A numeric character from 0 through 9 must appear
in that position
X Alphanumeric An alpha character, A through Z or a through z, a
characters, space number, 0 through 9, or a space must appear in
allowed that position.
A through Z That exact character An upper case letter means that that alpha
character must appear in that position.
0 through 9 That exact number A number means that that specific number must
appear in that position.
Special Characters—/ * | The specified character | A special character means that that exact special
$#, @ character must appear in that position in the
account number.

Note: <AcctMask> is only 32 characters long, while the <SecretMask> is 80 characters long. The length of the edit

mask element matches the length of the element being masked.

4.1.1.1 — Account Mask <AcctMask>

Account Mask.

String describing the edit mask for the account number. The client uses the account mask, defined by the Edit Mask
identifier, to assist the user in entering the account number. Actual calculation and verification of account check digits is
performed by the server.

Datatype: NC-32

4.1.1.2 — Secret Mask <SecretMask>

String describing the valid values to be checked against values input by the user.

Datatype: NC-80



4.1.2 — Customer Identifiers

The IFX Specification uses two different identifiers for customers. The first, Customer Login ID <CustLoginld> , is a
user-friendly name or number (such as tax id) that is used with a password for customer authentication. The second
identifier, Customer Permanent ID <CustPermld> , is a unique permanent id used by the SP as a database key and is
not typically known by the customer. The <CustPermld> is used by the CSP to identify the Customer in messages to
other service providers. When the <CustPermld> is used outside of the entity that assigned it, further qualification may
be required. See Section 3.2.1.1 for more information.

Clients do not typically need to use <CustPermld> . When <CustPermld> is used, it is returned as part of the Signon
Response and added to each subsequent message by an intermediate server prior to the message being delivered to
the SP. Both IDs may appear together in the <Custld> aggregate (See Section 3.2.1.1).

4.1.2.1 — Customer Login ID <CustLoginld>

Customer Login ID.

Used as a user-friendly name for the customer for authentication purposes. Maps directly to Customer Permanent ID.
Some implementations may allow a user to change his or her Login ID.

Datatype: NC-32

4.1.2.2 — Customer Permanent ID <CustPermid>

Customer Permanent ID. Used as a database key to uniquely identify an FI or CSP customer. Cannot be changed by
the customer.

Datatype: NC-32

4.1.3 — Request Identifier <RqUID>

Sent by a client as a universally unique identifier for the message. Used to correlate responses with requests.

A client uses <RqUID> to uniquely identify a request message. It is a universally unique ID (UUID) that is generated
according to an algorithm specified by the Open Software Foundation Distributed Computing Environment (OSF/DCE)
standards to produce a 36-character hexadecimal encoding of a 128-bit number.

A Request Identifier <RqUID> is included in request messages. A server must echo the received <RqUID> in the
response message it generates.

The server must store the <RqUID> for as long as the server stores the audit/sync log. The client may then correlate
the asynchronous response with the request when the response is not immediate.

Datatype: UUID

4.1.4 — Service Provider Reference Identifiers

Customer Service Provider Reference Identifier <CSPRefld> and Service Provider Reference Identifier <SPRefld> are
typically optional elements that allow both the CSP and SP to return message reference numbers for a message. These
identifiers provide permanent reference for the message and may be used by the customer in reporting problems to
Customer Service.

The reference identifiers may be different for different methods applied to a given object. For example, the reference
identifier in the <PmtAddRs> may be different from the reference identifier in a subsequent <PmtModRs> applied to the
same payment. Therefore, it is not safe to assume that the reference identifiers may be used to uniquely identify a
particular instance of an object (such as a payment).

4.1.4.1 — Customer Service Provider Reference Identifier <CSPRefld>

Customer Service Provider Reference Identifier <CSPRefld> and Service Provider Reference Identifier <SPRefld> are
typically optional elements that allow both the CSP and SP to return message reference numbers for a message.
These identifiers provide permanent reference for the message and may be used by the customer in reporting



problems to Customer Service.

The reference identifiers may be different for different methods applied to a given object. For example, the reference
identifier in the <PmtAddRs> may be different from the reference identifier in a subsequent <PmtModRs> applied to the
same payment. Therefore, it is not safe to assume that the reference identifiers may be used to uniquely identify a
particular instance of an object (such as a payment).

Datatype: Identifier

4.1.4.2 — Service Provider Reference Identifier <SPRefld>

Customer Service Provider Reference Identifier <CSPRefld> and Service Provider Reference Identifier <SPRefld> are
typically optional elements that allow both the CSP and SP to return message reference numbers for a message.
These identifiers provide permanent reference for the message and may be used by the customer in reporting
problems to Customer Service.

The reference identifiers may be different for different methods applied to a given object. For example, the reference
identifier in the <PmtAddRs> may be different from the reference identifier in a subsequent <PmtModRs> applied to the
same payment. Therefore, it is not safe to assume that the reference identifiers may be used to uniquely identify a
particular instance of an object (such as a payment).

Datatype: Identifier

4.1.5 — Service Provider Name <SPName>

The Service Provider Name element is a globally unique identifier for a service provider, e.g., the domain name of the
SP. <SPName> is used for 2 distinct purposes.

« To specify the destination of a message, when multiple service providers provide the same service, e.g. a CSP
interacts with multiple BSPs to implement Bill Presentment.

o To qualify the id of an object that it owns, e.g. <Billerld>, <Pmtld>, <Xferld>. There are cases where different
<SPName>s may be used in the same message, e.g. the BSPs <SPName> is used to qualify the <Billerld> in a
message that is sent to the CPP.

To ensure uniqueness, <SPName> must be an Internet domain name registered to the SP. For example, the Banker's
Roundtable would use "org.bankersround" as the value for <SPName>.

Datatype: Identifier

4.1.6 — Organization <Org>

The Organization <Org> element is used where information must be qualified by the organization that assigned it. For
example, a tax authority assigns the tax type in the <BankAcctTaxIngRg>, so <Org> is used to identify the state or
country tax authority. In general, <Org> is used to make identifiers globally unique in cases where there is no existing
real-world globally unique identifier. An organization may register a globally unique value of <Org> through the IFX
Governance Process to avoid conflicts with other organizations with similar names. The value of <Org>, like
<SPName>, may also be an Internet domain name registered to the Organization defining that name space.

Datatype: Identifier

4.1.7 — Token <Token>

The IFX Specification allows clients to perform synchronization of data with servers using a server-assigned <Token>.
This synchronization is performed using synchronization messages, where the client inserts a <Token> it has
previously received from the server as an indication of the point in history from which the synchronization should occur.
The server must return all messages that are relevant to the type of object being synchronized and have occurred since
the <Token> was originally sent to the client. A client may also include <Token>0 in a Sync request, which results in the
server returning all known messages of the relevant type.

The "assignor" determines the scope of uniqueness. The scope may either be globally across all customers known to
the assignor or specific to a customer.

The server must echo the <Token> in the response and also generate and return a new token <NewToken>, which



may be used by the client in the future to specify the current point in history. See the Audit and Synchronization
Messages Section for information regarding synchronization message definition.

Client should make no assumptions about the value of this token relative to others that it may have received. The token
is only significant to the server that originally assigned it. This is a token that has been previously sent by the server, or
zero for first-time requests.

Datatype: Identifier

4.1.8 — Reversal Reason Code <RevReasonCode>

Reversal reason code. The reason why the client is requesting a reversal.
(reference ISO 8583:1993 Annex A.11)

Datatype: Open Enum

Enumerated Values

Value Description Is defaulf]
CustomerCancellation Customer Cancellation. N
Unspecified-NoActionTaken Unspecified, No Action Taken. N
|[SuspectedMalfunction |[Suspected Malfunction. N
FormatError-NoActionTaken Format Error, NoActionTaken. N
CompletedPartially Completed Partially. N
OriginalAmountincorrect Original Amount Incorrect. N
ResponseReceivedTooLate Response Received Too Late. N
||CardAcceptorDeviceUnabIeToCompIeteTransaction ||Card Acceptor Device Unable To Complete Transaction. N
||Deposit0utOfBaIance ||Deposit Out Of Balance. N
|[NoCheckInEnvelope |[No Check In Envelope. N
|[PaymentOutOfBalance |[Payment Out Of Balance. N
||DepositOutOfBaIance—AppIied Content ||Deposit Out Of Balance, Applied Contents. N
||PaymentOutOfBaIance—AppIied Content ||Payment Out Of Balance, Applied Contents. N
UnableToDeliverMessageToPointOfService |[Unable To Deliver Message To Point Of Service. N
SuspectedMalfunction-CardRetained Suspected Malfunction, Card Retained. N
SuspectedMalfunction-Card Returned. Suspected Malfunction, Card Returned. N
SuspectedMalfunction-Track3NotUpdated Suspected Malfunction, Track3 Not Updated. N
SuspectedMalfunction-NoCashDispensed Suspected Malfunction, No Cash Dispensed. N
TimedOutAtTakingMoney-NoCashDispensed Timed Out At Taking Money, No Cash Dispensed. N
TimedOutAtTakingCard-CardRetainedAndNoCashDispensed||Timed Out At Taking Card, Card Retained And No Cash Dispensed. N
InvalidResponse-NoActionTaken ||Inva|id Response, No Action Taken. N
|[TimeoutWaitingForResponse |[Timeout Waiting For Response. N
|[MessageAuthenticationError |[Message Authentication Error. N

4.2 — Common Aggregates

<section intentionally left blank>

4.2.1 — Message Headers

<section intentionally left blank>

4.2.1.1 — Message Request Header <MsgRqHdr>
The message header request aggregate contains common information for all request messages.

Datatype: Aggregate

|Tag ||Type ||Usage ||Description/Context notes |
[ |




begin Aggregate

EMVRgData Aggregate Optional EMV Request Data Aggregate.
NetworkTrnInfo Aggregate Optional Network Transaction Information. Identification and location of the

terminal from which the message originates.

ClientTerminalSeqld Identifier Optional Client Terminal Sequence Identifier. A sequence identifier generated
by the client terminal in a Branch/CallCenter/ Teller environment.
Note: Required if transaction is initiated by a Branch/Call
Center/Teller application.

PointOfServiceData Aggregate Optional The Point of Service Data. This aggregate contains information about
the environment in which this message originated.

MsgAuthCode Aggregate Optional Message Authentication Code (MAC) aggregate, used by the
receiver of this message to verify the sender's identity and
authenticate the message contents.

end Aggregate

4.2.1.2 — Message Response Header <MsgRsHdr>
The message header response aggregate contains common information for all response messages.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
EMVRsData "Aggregate Optional EMV Response Data Aggregate.
ServerTerminalSeqld Identifier Optional Server Terminal Sequence Identifier. A terminal sequence identifier

generated by the server (CSP) in an ATM or POS environment.

MsgAuthCode Aggregate Optional Message Authentication Code (MAC) aggregate, used by the
receiver of this message to verify the sender's identity and
authenticate the message contents.

end Aggregate

4.2.1.3 — Message Authentication Code <MsgAuthCode>

Message Authentication Code (MAC) aggregate, used to verify the sender's identity and authenticate the message
contents.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes

begin Aggregate

MacValue HexBin-unbound Required The Message Authentication Code value. Calculated using an
encryption key shared by both endpoints according to a previously
agreed algorithm such as ANSI X9.9/FIPS113 or ANSI
X9.71/FIPS198.

MacVariant HexBin-8 Optional The Message Authentication Variant value. This field is used to
ensure that MAC values will not be repeatable. When used, this
value will be generated randomly before the MacValue is calculated.
Mac variants cannot be retransmitted.

SecObjld Identifier Optional The Security Object ID of the encryption key used to calculate the
MAC Value. Used in lieu of check digits to help identify key
synchronization errors.

end Aggregate

4.2.2 — Europay, MasterCard, Visa (EMV) Data

Europay, MasterCard, and Visa (EMV) have published jointly-developed specifications on how smart cards can be used
for improved fraud reduction for transactions that the service providers choose to be more secure. This joint effort is
handled by mutually agreed upon smart card standards organization, called EMV Co. EMV specifications allow the
clients and servers to utilize the Integrated Circuit Card (ICC) technology, which is also commonly called "smart card",
for better fraud risk management. The EMV specifications define a set of requirements that ensure interoperability for
credit and debit payment applications between smart cards and terminals on a global basis, regardless of where the




card is used.

This version is compatible with the EMV standard up to version 4.1. For more information about the EMV, refer to their
website at http://www.emvco.com.

4.2.2.1 — EMV Request Data <EMVRqData>

This aggregate contains the EMV request data that is sent by the device, which supports EMV functionality, to the
acquirer host in an EMV transaction authorization request message. The current EMV specification contains many
more elements (for EMV supported transaction requests) than those specified here. The EMV data elements that are
specified here are the common 'sub-set' of the current EMV implementation by the device vendors who have chosen to
support the EMV functionality.

The usage of all EMV data elements that are specified here is intentionally specified as 'Optional’, although some data
elements are required in order to verify the EMV support for a transaction request (and the usage column for these
elements have the 'but see Description' comments specified). The reasons for this is:

« The relationship between different device vendors and acquiring hosts might dictate different EMV data element
requirements, and

« If a'Required' EMV data element is not present in a transaction request, then the acquiring host might want to
‘fall-back’ on the alternate method of authorizing the transaction request. Therefore it is better that the decision to
either proceed with the transaction request processing, using the alternate method of verification/authorization, or
to decline the transaction request is left with the acquiring host.

With the introduction of the <EMVRgRawData> tag, all other tags in this aggregate can be removed, except for

<IssScriptResultData>, for which there is no equivalent in the native EMV format. However, to simplify host processing,
it is recommended that <Trk2EquivalentData> or <AppPan> are provided as well.

Datatype: Aggregate

Tag ||Type ||Usage ||Descr\ption/Context notes
begin Aggregate
EMVRgRawData HexBin- Optional Contains all EMV request data (including data also provided in other
unbound IFX elements below) in TLV format as specified by EMVCo.
Appld HexBin-16 || Optional Application Identifier (AID). It is also referred to as the Application

Definition File Name (ADF Name) and Dedicated File Name (DF
Name) in the context of the applications supported by an Integrated
Circuit Card (ICC). The data value contained by this element is in
hexadecimal characters, e.g., Hex "4F" value is specified in two
characters as "4" & "F".

The AID consists of two parts:

A Registered Application Provider Identifier (RID) of 5 bytes, unique
to an application provider and assigned according to ISO/IEC 7816-5.

An optional field assigned by the application provider of up to 11
bytes. This field is known as a Proprietary Application Identifier
Extension (PIX) and may contain any 0-11 byte value specified by
the provider. The meaning of this field is defined only for the specific
RID and need not be unique across different RIDs.

Note: This element is intended to be depricated in IFX 2.0

Trk2EquivData HexBin-20 || Optional Track 2 Equivalent Data. Indicates the Track 2 Data as read from the
Integrated Circuit Card (ICC). The format of this data is according to
ISO/IEC 7813 standards, excluding start sentinel, end sentinel, and
LRC. It includes the following data elements: Primary account
Number (PAN), a variable length numeric character string of up to 19
characters; Field Separator (hex "D" value); Expiration Date in YYMM
format, a 4-character numeric string; Service Code, a 3-character
string; Discretionary Data (define by individual payment systems), a
variable length character string of up to 12 characters; and the last
character is "padded" with hex. 'F', if needed to ensure whole bytes.

The data associated with this element is not needed if the Track 2
data already contains this information elsewhere in the transaction
message.

AppPan HexBin-20 || Optional Application Primary Account Number (PAN). Indicates the valid
cardholder account number, padded to the right with hex 'F' values.
The data value contained by this element is in hexadecimal
characters.

The data associated with this element is not needed if the
<Trk2EquivData> already contains this information and is equivalent.

AppPanSe HexBin-1 Optional
Appranseq P Application PAN Sequence Number. Sometimes, also referred to as

the Member Number. Identifies and differentiates cards with the
same PAN (e.g., cards with the same PAN for different family
members). The data value contained by this element is in
hexadecimal characters.




Note: This element is intended to be depricated in IFX 2.0

CryptolnfoData

HexBin-1

Optional but see
Description

Cryptogram Information Data. It indicates the type of cryptogram
returned (approved, online, or denied) by the card and the actions to
be performed by the terminal (advice or not, reason for advice). The
data value contained by this element is in hexadecimal characters.

For exact values based on the bit positions (the data is in hex), refer
to the EMV Integrated Circuit Card Specification for Payment
Systems Version 4.1 (Book 3, table 12).

Required if the online EMV support is needed for this transaction,
and the user does not intend to 'fall back' on the alternative method
of authorizing the transaction request and <EMVRgRawData> is not
supplied.

Note: This element is intended to be depricated in IFX 2.0

AuthRqCrypto

HexBin-8

Optional but see
Description

Authorization Request Cryptogram (ARQC). Cryptogram returned by
the ICC in response to the GENERATE AC command. The data
value contained by this element is in hexadecimal characters.

Required if the online EMV support is needed for this transaction,
and the user does not intend to 'fall back' on the alternative method
of authorizing the transaction request and <EMVRqgRawData> is not
supplied.

Note: This element is intended to be depricated in IFX 2.0

IssAppData

HexBin-32

Optional but see
Description

Issuer Application Data (IAD). Indicates the proprietary application
data for transmission to the issuer in an online transaction. It also
provides the data elements that the Issuer has elected to have in the
authorization message. For example, derivation key index and
algorithm version numbers.

Required if the online EMV support is needed for this transaction,
and the user does not intend to 'fall back' on the alternative method
of authorizing the transaction request and <EMVRgRawData> is not
supplied.

Note: This element is intended to be depricated in IFX 2.0.

ApplCProf

HexBin-4

Optional but see
Description

Application Interchange Profile (AIP). It contains the capabilities of
the card to support specific functions in the application, as defined in
the AIP table. The data value contained by this element is in
hexadecimal characters.

For exact values based on bit positions (the data is in hex), refer to
the EMV Integrated Circuit Card Specification for Payment Systems
Version 4.1 (Book 3, table 37).

Required if the online EMV support is needed for this transaction,
and the user does not intend to 'fall back' on the alternative method
of authorizing the transaction request and <EMVRqgRawData> is not
supplied.

Note: This element is intended to be depricated in IFX 2.0.

AppTrnCounter

HexBin-4

Optional but see
Description

Application Transaction Counter (ATC). A counter maintained by the
application in the Integrated Circuit Card (ICC). It indicates sequential
order of the transaction performed by the application. Incrementing of
the ATC is managed by the ICC. The data value contained by this
element is in hexadecimal characters.

Required if the online EMV support is needed for this transaction,
and the user does not intend to 'fall back' on the alternative method
of authorizing the transaction request and <EMVRgRawData> is not
supplied.

Note: This element is intended to be depricated in IFX 2.0.

AuthAmt

Aggregate

Optional but see
Description

Authorization Amount. It contains the transaction amount, excluding
any adjustments, that needs to be authorized.

Required if the online EMV support is needed for this transaction,
and the user does not intend to 'fall back' on the alternative method
of authorizing the transaction request and <EMVRgRawData> is not
supplied.

Note: This element is intended to be depricated in IFX 2.0.

SecAmt

Aggregate

Optional but see
Description

Secondary Amount. It contains the secondary (or other) amount of
the transaction. It contains any secondary amount that the
transaction might have. E.g., Cashback amount.

Required if the online EMV support is needed for this transaction,
and the user does not intend to 'fall back' on the alternative method
of authorizing the transaction request and <EMVRgRawData> is not
supplied.

Note: This element is intended to be depricated in IFX 2.0.




TerminalCountryCode

NC-3

Optional but see
Description

Terminal Country Code. Indicates the country code of the merchant
or terminal associated with the transaction. This is the ISO country
code based on ISO-3166.

Required if the online EMV support is needed for this transaction,
and the user does not intend to 'fall back' on the alternative method
of authorizing the transaction request and <EMVRgRawData> is not
supplied.

Note: This element is intended to be depricated in IFX 2.0.

TerminalVrfyRslt

HexBin-5

Optional but see
Description

Terminal Verification Results (TVR). It defines the status of different
functions as seen from the terminal. The data value contained by this
element is in hexadecimal characters.

For exact values based on the bit positions (the data is in hex), refer
to the EMV Integrated Circuit Card Specification for Payment
Systems Version 4.1 (Book 3, table 42).

Required if the online EMV support is needed for this transaction,
and the user does not intend to 'fall back' on the alternative method
of authorizing the transaction request and <EMVRgRawData> is not
supplied.

Note: This element is intended to be depricated in IFX 2.0.

CurCode

NC-3

Optional but see
Description

Currency Code. Indicates the currency code associated with the
transaction amount. This is the ISO currency code based on ISO-
4217.

Required if the online EMV support is needed for this transaction,
and the user does not intend to 'fall back' on the alternative method
of authorizing the transaction request and <EMVRgRawData> is not
supplied.

Note: This element is intended to be depricated in IFX 2.0..

TrnDt

Date

Optional but see
Description

Transaction Date. Indicates the local date the transaction was
authorized.

Required if the online EMV support is needed for this transaction,
and the user does not intend to 'fall back' on the alternative method
of authorizing the transaction request and <EMVRgRawData> is not
supplied.

Note: This element is intended to be depricated in IFX 2.0..

EMVTrnType

NC-2

Optional but see
Description

Transaction Type. Indicates the type (code) of the transaction,
represented by the first two digits the ISO 8583 (1987) Processing
Code.

Required if the online EMV support is needed for this transaction,
and the user does not intend to 'fall back' on the alternative method
of authorizing the transaction request and <EMVRgRawData> is not
supplied.

Note: This element is intended to be depricated in IFX 2.0.

UnpredictNum

HexBin-4

Optional but see
Description

Unpredictable Number. An unpredictable number, generated by the
terminal, which may be used for input to the application cryptogram
algorithm to ensure the unpredictability of data input to this
calculation or for random transaction selection for terminal risk
management. It contains the value to provide variability and
uniqueness to the generation of the application cryptogram in order
to reduce fraud risk. The data value contained by this element is in
hexadecimal characters.

An unpredictable number shall be generated in accordance with an
individual payment system's specifications.

One example of a method for generating the Unpredictable Number
is performing an exclusive-OR operation on all the previous
Authorization Request Cryptograms (ARQCs), Transaction
Certificates (TCs), Application Authentication Cryptograms (AACs),
and Application Authorization Referrals (AARs).

Required if the online EMV support is needed for this transaction,
and the user does not intend to 'fall back' on the alternative method
of authorizing the transaction request and <EMVRqgRawData> is not
supplied.

Note: This element is intended to be depricated in IFX 2.0.

TerminalCaps

HexBin-3

Optional

Terminal Capabilities. Indicates the card data input, cardholder
verification method (CVM), and security capabilities of the terminal.
The data value contained by this element is in hexadecimal
characters.

Note: This element is intended to be depricated in IFX 2.0.

CVMRsilts

HexBin-3

Optional

Cardholder Verification Method (CVM) Results. Indicates the results




of the last cardholder verification method (CVM) performed. The data
value contained by this element is in hexadecimal characters.

Note: This element is intended to be depricated in IFX 2.0.

TrnStatinfo

HexBin-2

Optional

Transaction Status Information. Indicates the functions performed in
a transaction. The data value contained by this element is in
hexadecimal characters.

Note: This element is intended to be depricated in IFX 2.0.

AppVersionNum

HexBin-2

Optional

Application Version Number. The version number of the application
assigned by the payment system.

Note: This element is intended to be depricated in IFX 2.0.

IssScriptResultData

Aggregate

Optional Repeating but
see Description

Issuer Script Result. Contains the results of executing Issuer Scripts
received in a previous EMVRsData aggregate.

Required if the previous <EMVRsData> aggregate contained
<IssScriptData>.

AppEffDt

Date

Optional

Application Effective Date. Date from which the application may be
used.

Note: This element is intended to be depricated in IFX 2.0.

AppExpDt

Date

Optional

Application Expiry Date. Date after which the application expires.

Note: This element is intended to be depricated in IFX 2.0.

IssCountryCode

NC-3

Optional

Issuer Country Code. Indicates the country of the issuer according to
1SO 3166.

Note: This element is intended to be depricated in IFX 2.0.

begin-xor

Optional

IssActionCodeDefault

HexBin-5

Optional XOR

Issuer Action Code - Default. Specifies the issuer's conditions that
cause a transaction to be rejected if it might have been approved
online, but the terminal is unable to process the transaction online.

Note: This element is intended to be depricated in IFX 2.0.

IssActionCodeDenial

HexBin-5

Optional XOR

Issuer Action Code - Denial. Specifies the issuer's conditions that
cause the denial of a transaction without attempt to go online.

Note: This element is intended to be depricated in IFX 2.0.

IssActionCodeOnline

HexBin-5

Optional XOR

Issuer Action Code - Online. Specifies the issuer's conditions that
cause a transaction to be transmitted online.

Note: This element is intended to be depricated in IFX 2.0.

end-xor

CDOL1

HexBin-252

Optional

Card Risk Management Data Object List 1. List of data objects (tag
and length) passed to the ICC in the first GENERATE AC command.

Note: This element is intended to be depricated in IFX 2.0.

CDOL2

HexBin-252

Optional

Card Risk Management Data Object List 2. List of data objects (tag
and length) passed to the ICC in the second GENERATE AC
command.

Note: This element is intended to be depricated in IFX 2.0.

HexBin-252

Optional

Transaction Certificate Data Object List. List of data objects (tag and
length) used by the terminal in generating the TC Hash Value.

Note: This element is intended to be depricated in IFX 2.0.

TCHash

HexBin-20

Optional

Transaction Certificate Hash Value. Result of a hash function
specified in EMV Integrated Circuit Card Specification for Payment
Systems Version 4.1 (Book 2, Annex B3.1).

Note: This element is intended to be depricated in IFX 2.0.

HexBin-252

Optional

Processing Options Data Object List. Contains a list of terminal
resident data objects (tags and lengths) used by the ICC in
processing the GET PROCESSING OPTIONS command.

Note: This element is intended to be depricated in IFX 2.0.

TrnSeqCntr

NC-8

Optional

Transaction Sequence Counter. Counter maintained by the terminal
that is incremented by one for each transaction.

Note: This element is intended to be depricated in IFX 2.0.

IssDiscData

HexBin-222

Optional

File Control Information (FCI) Issuer Discretionary Data. Issuer
discretionary part of the FCI.

Note: This element is intended to be depricated in IFX 2.0.




TrnCategory NC-1 Optional Transaction Category. Transaction Category Code as defined by
Mastercard.

Note: This element is intended to be depricated in IFX 2.0.

CVMList Aggregate Optional List of Cardholder Verification Methods. Contains the list of rules for
cardholder verification.

Note: This element is intended to be depricated in IFX 2.0.

end Aggregate

4.2.2.2 — EMV Response Data <EMVRsData>

This aggregate contains the EMV response data that is returned by the acquirer host to the device, which supports
EMV functionality, in an EMV transaction authorization response message. The EMV data elements that are specified
here are the common 'super set' of the current EMV implementation by the device vendors who have chosen to support
the EMV functionality.

With the introduction of the <EMVRsRawData> tag, all other tags in this aggregate can be removed, except for
<AuthRsCode>, which is manditory.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
EMVRsRawData |[HexBin-unbound || Optional EMV Response Raw Data
AuthRsCode C-2 Required Authorization Response Code. A code that defines the disposition of

an EMV response message.

As a minimum, the codes reflecting the following responses should
be defined in the response messages from the Issuer to the terminal:
Online Approval, Online Decline, Referral (initiated by Issuer), and
Capture Card.

In addition, the terminal shall be able to generate (and transmit to the
ICC) the codes reflecting the following new responses when
transactions are not authorized online: Unable to go Online, Offline
Approved; Unable to go Online, Offline Declined; Offline Approved;
Offline Declined; Approval (after card-initiated referral); and Decline
(after card-initiated referral).

The codes are to be set by the individual payment systems.

The terminal shall never modify the Authorization Response Code
returned in the response message. The card's final decision is
reflected in the Cryptogram Information Data and not in the
Authorization Response Code.

AuthCode HexBin-6 Optional Authorisation Code. Value generated by the authorisation authority
for an approved transaction. Details are Issuer specific.

Note: This element is intended to depricated in IFX 2.0.

IssAuthData HexBin-32 Optional but see Description || Issuer Authentication Data. Contains the data sent to the ICC for
online issuer authentication. If present, the value contained by this
element is at least 16 characters long, and it contains the Application
Response Cryptogram. The data value is in hexadecimal characters.

Required if the online EMV support is needed for this transaction,
and the original request contained the EMV support data (the user
did not ‘fall back' on the alternative method of authorizing the
transaction request) and <EMVRawData> is not supplied.

Note: This element is intended to depricated in IFX 2.0.

IssScriptData Aggregate Optional Issuer Script Data Aggregate.

If omitted, the issuer does not intend to send any Script Data
(commands) to the terminal for further passing on to the ICC (chip
card).

Note: This element is intended to depricated in IFX 2.0.

end Aggregate

4.2.2.3 — Issuer Script Data <IssScriptData>




The <IssScriptData> aggregate specifies the format for Issuer Script Commands for transmission to the card for
processing by the card application. These commands are issued by the terminal, in the order specified in this
aggregate, to the ICC (chip card) for processing. The issuer script commands include both types of commands that are

issued by the terminal before ( <IssPreScriptData>) and after ( <IssPostScriptData>) issuing the final EMV GENERATE
AC command.

Datatype: Aggregate

Tag [[Type |[Usage |[Description/Context notes
begin Aggregate
IssPreScriptData Aggregate Optional Repeating Issuer 'Pre' Script Data (commands issued by the terminal before the

final EMV GENERATE AC command).

IssPostScriptData Aggregate Optional Repeating Issuer 'Post' Script Data (commands issued by the terminal after the
final EMV GENERATE AC command).

end Aggregate

4.2.2.4 — Issuer Pre Script Data <IssPreScriptData>

Issuer 'Pre' Script Data (commands issued by the terminal before the final EMV GENERATE AC command).

Datatype: Aggregate

Tag [Type lusage |[Description/Context notes
begin Aggregate
IssScriptld HexBin-4 Optional but see Description Issuer Script Identification. Uniquely identifies the 'pre' script
command.

Required if the <IssPreScriptData> occurs more than once (multiple
'pre' script commands are present).

IssScriptCmd ~ ||HexBin-124 || Required Repeating Issuer Script Command. Contains an Issuer 'Pre' Script Command to
be processed by the ICC card at the terminal. If multiple Issuer 'Pre’
Script Commands are present here, then the terminal must process
them in the sequence they are listed here.

end Aggregate

4.2.2.5 — Issuer Post Script Data <IssPostScriptData>

Issuer 'Post’ Script Data (commands issued by the terminal after the final EMV GENERATE AC command).

Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes
begin Aggregate
IssScriptld HexBin-4 Optional but see Description Issuer Script Identification. Uniquely identifies the "post" script
command.

Required if the <IssPostScriptData> occurs more than once (multiple
"post" script commands are present).

IssScriptCmd ~ ||HexBin-124 || Required Repeating Issuer Script Command. Contains an Issuer "Post" Script Command
to be processed by the ICC card at the terminal. If multiple Issuer
"Post" Script Commands are present here, then the terminal must
process them in the sequence they are listed here.

end Aggregate

4.2.2.6 — Issuer Script Result Data <IssScriptResultData>

Contains the results of executing Issuer Scripts received in a previous EMVRsData aggregate.
Required if the previous <EMVRsData> aggregate contained <IssScriptData>.

Datatype: Aggregate




Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
IssScriptResult HexBin-1 || Required Issuer Script Result. The result of executing the Issuer Script. In the
event of an error, this includes the sequence number of the failed
Script Command in the order it appears in the issuer script.
Valid values are defined in EMV Integrated Circuit Card Specification
for Payment Systems Version 4.1 (Book 4, table 33).
IssScriptld HexBin-4 || Optional but see Description Issuer Script Identification. Uniquely identifies the script command for
which this is the response.
Required if multiple scripts send to the terminal were identified by
<IssScriptld>'s.

end Aggregate

4.2.2.7 — Cardholder Verification Methods List <CVMList>

List of Cardholder Verification Methods. Contains the list of rules for cardholder verification.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes

begin Aggregate
AmtX Aggregate Required Amount referred to as Amount X in the CVM Rule definition.
AmtY Aggregate Required Amount referred to as Amount Y in the CVM Rule definition.
CVMRule HexBin-2 Required Repeating Cardholder Verification Rule.

For exact values based on the bit positions (the data is in hex), refer
to the EMV Integrated Circuit Card Specification for Payment
Systems Version 4.1 (Book 3, tables 39 and 40).

end Aggregate

4.2.2.8 — Signon Integrated Chip Card <SignonICC>

Signon with an Integrated Circuit Card, where the card does not contain a magnetic stripe or where the primary account
number from the chip rather than the magnetic stripe is used for calculating the PINBlock or where the card verifies the

PINBlock.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate

AppPan HexBin-20 || Required Application Primary Account Number (PAN). Indicates the valid
cardholder account number, padded to the right with hex 'F' values.
The data value contained by this element is in hexadecimal
characters.

AppPanSeq HexBin-1 Optional Application PAN Sequence Number. Sometimes, also referred to as
the Member Number. Identifies and differentiates cards with the
same PAN (e.g., cards with the same PAN for different family
members). The data value contained by this element is in
hexadecimal characters.

Appld HexBin-16 || Optional Application Identifier (AID). It is also referred to as the Application

Definition File Name (ADF Name) and Dedicated File Name (DF
Name) in the context of the applications supported by an Integrated
Circuit Card (ICC). The data value contained by this element is in
hexadecimal characters, e.g., Hex "4F" value is specified in two
characters as "4" & "F".

The AID consists of two parts:

A Registered Application Provider Identifier (RID) of 5 bytes, unique
to an application provider and assigned according to ISO/IEC 7816-5.

An optional field assigned by the application provider of up to 11
bytes. This field is known as a Proprietary Application Identifier
Extension (PIX) and may contain any 0-11 byte value specified by
the provider. The meaning of this field is defined only for the specific
RID and need not be unique across different RIDs.




PINBlock

NC-32

Optional but see Description

PIN pad data.

The Pin pad data is required for on-line transactions, where the Pin is
verified by the server. For off-line Pin verification, where the IC Card
verifies the PIN and authorizes the transaction, the Pin pad data is
optional. Note that in both cases additional transaction and security
related data is contained in the <EMVRqgData> element of the
<MsgRqHdr>.

GenSessKey

Boolean

Optional

Session Key Requested Indicator. True indicates that the client is
requesting a Session Key in the response. False or absent indicates
that the client is not requesting a Session Key in the response.

end Aggregate

4.2.3 — Customer Data

<section intentionally left blank>

4.2.3.1 — Customer Identification <Custld>

The <Custld> aggregate is used to uniquely identify the customer who submits a request. This aggregate is typically
optional and would likely be included in each message in an interactive environment. In a batch-processing
environment, the customer submitting the batch may be specified, in which case, this information may not be required
for each message in the batch.

When the <Custld> is used in messages between a Customer and CSP, the <CustPermld> element is an optional
element and the <CustLoginld> is a required element. This is because the CSP server assigns the <CustPermld>, and
the client may not know this ID the first time it logs in. When <Custld> is used in messages between CSP and BSP or
other service provider, <CustPermld> may be required with <CustLoginld> optional. The <SPName> indicates the CSP
that issued the customer permanent id.

Because the <CustPermld> is used as a key field with many SPs, the <CustPermld> must not be changed once
assigned. Future versions of IFX may permit this identifier to be changed by providing messages to communicate these

changes to other SPs.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
SPName "Identiﬁer Required Service Provider Name. The SP that assigned the <CustPermld>.
begin-or Required

CustPermld NC-32 Required OR Customer Permanent ID. Used as a database key to uniquely identify
an Fl or CSP customer. Cannot be changed by the customer.
When <Custld> is used in messages between CSP and BSP or other
service provider, <CustPermld> may be required with <CustLoginld>
optional.

CustLoginld NC-32 Required OR Customer Login ID. Used as a user-friendly name for the customer
for authentication purposes. Maps directly to Customer Permanent
ID. Some implementations may allow a user to change his or her
Login ID.
When the <Custld> is used in messages between a Customer and
CSP, the <CustPermld> element is an optional element and the
<CustLoginld> is a required element.

CardMagData /Aggregate (| Required OR Card Magnetic Stripe Data

CardLogicalData Aggregate (| Required Repeating OR Logical Data That Represents the Card.

PassbkAcceptData Aggregate (| Required Repeating OR Data that represents the passbook

Personalldent Aggregate (| Required Repeating OR Personal identification. The identification presented by the customer.

end-or

end Aggregate

4.2.3.2 — Customer Name <CustName>




The <CustName> aggregate is used to specify a customer's name and, optionally, nickname. This aggregate will be
deprecated in IFX 2.0, replaced by <PersonName>.

Datatype: Aggregate

Tag |[Type J[usage |[Description/Context notes
begin Aggregate
LastName C-40 || Required Repeating Customer Last Name.
FirstName C-40 Required Repeating Customer First Name.
MiddleName C-40 || Optional Repeating Customer Middle Name.
TitlePrefix C-8 Optional Customer Title Prefix. For example, "Ms.", or "Dr."
NameSuffix C-40 | Optional Customer Name Suffix. For example, "MD" or "Jr."
Nickname C-40 Optional Customer Nickname. Assigned by customer if desired.
LegalName C-96 Optional Used by entities like trusts, or businesses in the case where an
individual is "doing business as" a company. Organizations and
companies will be supported more fully in future versions of IFX.

end Aggregate

4.2.3.3 — Customer Contact <CustContact>

The <CustContact> aggregate appears wherever the customer's contact information is needed. The customer provides
this information to the SP regarding how and when to contact him or her. This aggregate is most commonly used to
allow the customer to override the default customer contact information stored as part of the Customer Profile. This
aggregate will be deprecated in IFX 2.0, replaced by <Contactinfo>.

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Conte><t notes

begin Aggregate

CustContactPref (|Open Enum Optional Customer Contact Preference. This is a customer-provided
preference for contact by Fl and SP staff.

Defined values: DayPhone, EvePhone, DayFax, EveFax, Email,
Post.

PrefTimeStart Time Optional Preferred Customer Contact Start Time. This is a customer-provided
start time preference for contact by SP staff.

PrefTimeEnd Time Optional Preferred Customer Contact End Time. This is a customer-provided
end time preference for contact by SP staff.

DayPhone Phone Number || Optional but see Description || Customer Daytime Telephone Number.

Required if <CustContactPref> = DayPhone.

EvePhone Phone Number || Optional but see Description || Customer Evening Telephone Number.

Required if <CustContactPref> = EvePhone.

DayFax Phone Number || Optional but see Description || Customer Daytime Fax Number.

Required if <CustContactPref> = DayFax.

EveFax Phone Number || Optional but see Description || Customer Evening Fax Number.

Required if <CustContactPref> = EveFax.

EmailAddr NC-128 Optional but see Description || Customer Email Address.

Required if <CustContactPref> = Email.

end Aggregate

4.2.3.4 — Customer Name/Address <CustNameAddr>
This aggregate will be deprecated in IFX 2.0, to be replaced by <Personinfo>.

Datatype: Aggregate




Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
NameAddrType Open Enum || Required Name/Address type.
Defined values: Billing, Delivery, Customer
begin-xor Required
FullName C-96 Required XOR Repeating Concatenated customer name associated with the address.
CustName Aggregate Required XOR Customer name. The customer name associated with the address.
PersonName Aggregate Required XOR Person name.
end-xor
PostAddr "Aggregate Required Postal address.
begin-xor Optional
CustContact Aggregate Optional XOR Customer contact aggregate.
Contactinfo Aggregate Optional XOR Contact Information Aggregate.
end-xor
end Aggregate

4.2.3.5 — Customer Preference <CustPref>

The <CustPref> aggregate is used to specify a customer's preferences or for the service provider to store values that

are specific to a customer. Applications can use the values stored in this aggregate to tailor the customer's experience
during an interaction with a service.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
Language NC-17 Optional Language. This element contains the customer's preferred language
of communication.
See Language and Dialectics for more information on the format of
this element.
MktgInfo C-255 Optional Marketing Information.
CustBankSvcPref /Aggregate Optional Customer Banking Service Preferences
end Aggregate

4.2.3.6 — Customer Bank Service Preference <CustBankSvcPref>

Customer Banking Service Preferences

Datatype: Aggregate

Tag |[Type [Usage |[Description/Context notes

begin Aggregate

CustWithdrawalPref Aggregate Optional Customer Withdrawal Preferences. Used to store the customer's

preferred withdrawal parameters for "fast cash" ATM withdrawals.

end Aggregate

4.2.3.7 — Customer Withdrawal Preference <CustWithdrawalPref>

Customer Withdrawal Preferences. Used to store the customer’s preferred withdrawal parameters for “fast cash” ATM
withdrawals.

Datatype: Aggregate

||Tag ||Type ||Usage ||Description/Context notes ||




begin Aggregate

CurAmt Aggregate Required Currency Amount. |dentifies the customer's preferred amount to be
withdrawn.
DepAcctld Aggregate Optional Deposit Account Identifier. This is the customer's preferred deposit

account identifier. If absent, the value defaults to the primary account
for the customer (usually a checking account).

end Aggregate

4.2.3.8 — Composite Contact Information <CompositeContactinfo>

CPP Contact Information. Information on how the customer can contact the CPP regarding the transaction set
associated with the acknowledgement type.

CPP Remittance contact information. In the case that contact info is needed, may be used in the case the URL is
needed to link the customer back to the CPP site for additional information about the service or transaction. Remittance
is sent separately from the payment.

In the case that contact info is needed, may be used in the case the URL is needed
to link the customer back to the CPP site for additional information about the service or transaction.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate

ContactinfoType Open Enum Required Contact Information Type. The specific type of the contact referenced
in the <ContactInfo> aggregate.

Defined values: CustServ, LostCard, Generallnfo

Contactinfo Aggregate Required Contact Information.

end Aggregate

4.2.3.9 — Contact Information <Contactinfo>

The <Contactinfo> aggregate appears wherever a person's or organization's contact information is needed. It is used in
IFX 1.1 and later versions as a replacement for the <CustContact> and <OrgContact> aggregates that will be
deprecated in IFX 2.0.

Datatype: Aggregate

Tag [[Type lusage |[Description/Context notes
begin Aggregate
ContactPref gpe" Optional Contact Preference. This is the preferred method to reach the entity
num

to whom the <Contactinfo> refers.

Defined values: DayPhone, EvePhone, DayFax, EveFax, Email,

Post.

PrefTimeStart || Time Optional Preferred Contact Start Time. This is the beginning of the window of
time within which contact is preferred.

PrefTimeEnd (|Time Optional Preferred Contact End Time. This is the end of the window of time
within which contact is preferred.

PhoneNum [|Aggregate || Optional Repeating but see Phone number aggregate. Required if <ContactPref> = DayPhone,

Description EvePhone, DayFax, or EveFax.
ContactName ||C-40 Optional Name. Name of the person associated with the contact information.

Typically, this is the name of the person within the business that the
phone number, email address, and/or address is associated with.

EmailAddr  ||NC-128 Optional but see Description Email Address.

Required if <ContactPref> = Email.

URL URL Optional Web Site Address.
PostAddr Aggregate || Optional Repeating but see Postal Address. Required if <ContactPref> = Post
Description

end Aggregate




4.2.3.10 — Phone Number <PhoneNum>
Phone number aggregate.

Datatype: Aggregate

Tag |[Type [Usage |[Description/Context notes
begin Aggregate
PhoneType Open Enum Required Phone number type.
Defined values: DayPhone, EvePhone, DayFax, EveFax
Phone Phone Number Required Phone Number.
end Aggregate

4.2.3.10.1 — Postal Address <PostAddr>

The <PostAddr> aggregate is used wherever a postal address is needed. There are some cases where a synonym is
used to distinguish the aggregate from another of the same structure in the same aggregate (e.g., the Billing Address
<BillingAddr>, where more than one postal address is present).

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required
Addr1 ||C'64 Required Address Line 1.
begin-block Optional
Addr2 C-64 Optional Address Line 2.
Required if <Addr3> is present.
begin-block Optional
Addr3 C-64 Optional Address Line 3.
Required if <Addr4> is present.
begin-block Optional
Addr4 [[c-64 Optional Address Line 4.
end-block
end-block
end-block
end-block
City C-32 Optional City.
StateProv C-32 Optional State or Province.
PostalCode C-11 Optional Postal Code.
Country NC-3 Required Country. Values are defined by 1SO-3166 3-letter codes.
AddrType Open Enum Optional Address Type.
Defined values: Seasonal, Primary, Secondary, Business, Home
StartDt DateTime Optional Start Date. Effective start date for this address.
EndDt ||DateTime Optional End Date. Effective end date for this address. Address is current if
<EndDt> is not present.
end Aggregate

4.2.4 — Person Data

<section intentionally left blank>




4.2.4.1 — Person Information <Personinfo>

The <Personinfo> aggregate is used to specify the details about a person. It is used in IFX 1.1 and later versions as a
replacement for the <CustNameAddr> aggregate that will be deprecated in IFX 2.0.

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
NameAddrType "Open Enum || Required Name/Address type.
begin-xor Required
FullName C-96 Required XOR Concatenated person name.
PersonName Aggregate || Required XOR Person name.
end-xor
Contactinfo Aggregate || Optional Contact information aggregate.
TINInfo /Aggregate || Optional Customer Tax Identifier Number aggregate.
BirthDt Date Optional Date of Birth.
DriversLicense /Aggregate || Optional Driver's License aggregate. This will become a sub-aggregate of
Govlssueldent in IFX 2.0
MotherMaidenName C-40 Optional Mother's Maiden Name.
SpouseName C-40 Optional Spouse's Name.
begin-xor Optional
EmploymentHistory  [|Aggregate || Optional XOR Repeating || Employment History Aggregate. This will become a sub-aggregate of
Employment Data in IFX 2.0.
EmploymentData /Aggregate || Optional XOR Repeating || Employment Data Aggregate. Contains Employment History and
employee identification data.
end-xor
Gender Open Enum || Optional Gender.
Defined values: Male, Female
MaritalStatus Open Enum || Optional Marital Status.
Defined values: Married, Single, Divorced, Widow
USA .MilitaryRank C-32 Optional Military Rank. This element will be deprecated in IFX 2.0 and
replaced by <MiscGovlssueldent>.
Dependents Long Optional Number of Dependents
begin-xor Optional
Passport Aggregate || Optional XOR This passport provides further passport information. It will replace
<PassportNumber> and <PassportCountry> in IFX 2.0.
begin-block Optional
PassportNumber ||C-32 Optional XOR Passport Number. This element will be deprecated in IFX 2.0. and
replaced by <Passport>
PassportCountry |[NC-3 Optional XOR Passport Country. This element will be deprecated in IFX 2.0. and
replaced by <Passport>
end-block
end-xor
OEDCode Open Enum || Optional Officer, Employee, Director Code.
Defined values: Officer, Director, Employee
OEDInstitution Open Enum || Optional OED Institution.
Defined values:
Unknown, Affiliate Financial Institution, Holding Company, Other
Financial Institution, This Financial Institution
Govlssueldent /Aggregate || Optional

Government Issued Identification. Used if IdentVerify Type is
Govlssuedld. This would be used if the ID presented is

DriversLicense
BirthCertificate
HealthCard
Militaryldent




PermResldent
GovEmpldent
Retirementldent
VoterRegldent

OtherldentDoc Aggregate || Optional Other Identification Document.

end Aggregate

4.2.4.1.1 — Person Name <PersonName>

The <PersonName> aggregate is used to specify a person's name and, optionally, nickname. It is used in IFX 1.1 and
later versions as a replacement for the <CustName> aggregate that will be deprecated in IFX 2.0.

Datatype: Aggregate

Tag [[Type  J[Usage |[Description/Context notes
begin Aggregate
LastName C-40 Required Repeating Customer Last Name.
FirstName C-40 || Required Customer First Name.
MiddleName C-40 || Optional Repeating Customer Middle Name.
TitlePrefix C-8 Optional Customer Title Prefix. For example, "Ms.", or "Dr."
NameSuffix C-40 Optional Customer Name Suffix. For example, "MD" or "Jr."
Nickname C-40 || Optional Customer Nickname. Assigned by customer if desired.
LegalName C-96 Optional Used by entities like trusts, or businesses in the case where an
individual is "doing business as" a company. Organizations and
companies will be supported more fully in future versions of IFX.
end Aggregate

4.2.4.1.2 — Drivers License <DriversLicense>

Driver's license.

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes

begin Aggregate
LicenseNum C-32 Required Driver's License Number.
StateProv C-32 Optional Driver's License State/Province.
Country NC-3 Optional Driver's License Country.

end Aggregate

4.2.4.1.3 — Tax Identification Number <TINInfo>
Tax identification number aggregate.

Datatype: Aggregate

Tag |[Type |[Usage |[Description/Context notes

begin Aggregate

TINType Open Enum Optional TIN Code Type.
Defined values:

EIN (Business TIN), SSN (Personal TIN), NRA Business, NRA
Personal.

Taxld NC-12 Required Tax Identifier.

CertCode Open Enum Optional
Certification Code for the Tax ID.




Defined values:

Certification Not on File, Certification on File, Account Opened After
1987, Account Opened 1984-1987, Account Open Before 1984,
Certified, Uncertified, Notice 1, Notice 2, Cert Not Required

end Aggregate

4.2.4.1.4 — Employment History <EmploymentHistory>

Employment history aggregate.

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
EmploymentStatus Open Enum Optional Employment Status.
Defined values:
Current, Previous
Orginfo Aggregate Optional Employer Organization Information.
Occupation C-50 Required Occupation
Income Aggregate Optional Income Amount
JobTitle C-32 Optional Job Title.
StartDt DateTime Optional Employment Start Date.
EndDt "DateTime Optional Employment End Date.

end Aggregate

4.2.5 — Organization Data

<section intentionally left blank>

4.2.5.1 — Organization Record <OrgRec>

Datatype: Aggregate

Tag |[Type

||Usage

||Description/C0ntext notes

begin Aggregate

Orgld Aggregate Optional Repeating Organization Identifier
Orglnfo Aggregate Required Organization Information.

end Aggregate

4.2.5.1.1 — Organization Identifier <Orgld>

Organization Identifier.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
OrgldType Open Enum Required Organization Identifier Type.

Defined Values: DunAndBradstreet, USA.Taxld, OrgSpecific

Identifier




OrgldNum " " Required

" Organization Identifier Number

end Aggregate

4.2.5.1.2 — Organization Information <Orginfo>

Employer Organization information.

Organization funding-account holder information.

Legal reporting organization information. Information about the entity that is obligated to send the notification to central

bank about a payment to a foreign payee. This entity could be the invoice receiving organization or the paying
organization, depending on different foreign country regulation.

Datatype: Aggregate

Tag |[Type [Usage

||Description/Context notes

begin Aggregate

Industld Aggregate || Optional Industry Identifier. The identifier of the industry in which the
organization does business.

Name C-40 Optional Name. The name of the organization.

LegalName C-96 Optional Legal Name. The legal name of the organization.

CompositeContactinfo

Aggregate || Optional Repeating

Composite Contact Information Aggregate.

TINInfo Aggregate || Optional Tax Identifier Number Aggregate.
EstablishDt Date Optional Date Established.
NumEmployees Long Optional Number of Employees.

end Aggregate

4.2.5.2 — Organization Contact <OrgContact>

The <OrgContact> aggregate appears wherever contact information for an organization is needed. Contact type
indicates the function of the contact. This aggregate will be deprecated in IFX 2.0, replaced by <Contactinfo>.

Datatype: Aggregate

Tag |[Type [Usage |[Description/Context notes
begin Aggregate
ContactType Open Enum Required Contact Type.
Defined values: CustSvc, Enroll, Tech, Personal
Desc C-80 Optional Description. Text describing the purpose of the group providing
contact information is provided.
Phone Phone Number Optional Telephone Number.
Fax Phone Number Optional Fax Number.
EmailAddr NC-128 Optional Email Address.
URL URL Optional Web Site Address.
end Aggregate

4.2.6 — Biller Data

<section intentionally left blank>

4.2.6.1 — Biller Contact <BillerContact>

The <BillerContact> aggregate is used to provide complete information about a Biller. (e.g name, number, contact




phone numbers) required by the service provider.

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Context notes
begin Aggregate

LegalName C-96 Optional Biller Legal Name. Assigned by the service provider. Cannot be
changed by the client.

Name C-40 Optional Biller Business Name. Assigned by the service provider. Cannot be
changed by the client.

PostAddr Aggregate [ Optional Biller Address Aggregate.

Assigned by the service provider. Cannot be changed by the
customer.

BillRetAddr Aggregate [ Optional Bill Return Address Aggregate. Uses the same structure as
<PostAddr>.

Assigned by the service provider. Cannot be changed by the
customer.

RemitName C-40 Optional Remittance Name. Uses the same structure as <PostAddr>.
Assigned by the service provider. Cannot be changed by the
customer.

RemitAddr Aggregate [ Optional Remittance Address Aggregate. Uses the same structure as
<PostAddr>.

Assigned by the service provider. Cannot be changed by the
customer.

begin-xor Required

OrgContact Aggregate | Optional XOR Repeating Support Contact Detail Aggregate.
Contactinfo Aggregate || Optional XOR Repeating Contact Information Aggregate.
end-xor
end Aggregate

4.2.6.2 — Biller Pay Information <BillerPayinfo>

The <BillerPayInfo> identifies payment information associated with a Biller (e.g., acceptable payment instruments,

number of days to post a payment, etc.)

Datatype: Aggregate

Tag [[Type J[Usage

|[Description/Context notes

begin Aggregate

Pmtinst Aggregate | Optional Repeating Profiled values

Payment Instrument Aggregate. Types of payment that the biller
accepts via the Pay provider. This is used to restrict the methods by
which the customer may pay for the bill. The Service Provider
indicates which Payment Instruments are supported via profile. The
Biller may choose to override this list by including <Pmtlnst> in the
Bill Summary <BillRec>.

DaysToEPost ||Long Optional Days to post an electronic payment. The maximum days between
receipt of an electronic payment by the biller or BPP and posting to
the customer's account.

PrenoteReqd ||Boolean Optional Pre-Note Required. If set to True, the Biller requires pre-noting by the

Service Provider.

Note: Pre-noting is the transmission of a zero dollar message to
verify consumer information, usually the payee account information.

end Aggregate

4.2.7 — Account Data

<section intentionally left blank>




4.2.7.1 — Bank Account Record <BankAcctRec>
The <BankAcctRec> aggregate provides information about a customer banking account.

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Conte><t notes
begin Aggregate
begin-xor Required
DepAcctid /Aggregate Required XOR Deposit Account Identification Aggregate.
CardAcctld /Aggregate Required XOR Card Account Identification Aggregate.
LoanAcctld Aggregate Required XOR Loan Account Identification Aggregate.
end-xor
BankAcctinfo /Aggregate Required Bank Accont Information Aggregate
BankAcctStatus /Aggregate Optional Bank Account Status Aggregate
AcctTaxType Open Enum || Optional Account Tax Type.
Defined values: TaxDeferred, Standard.
XferFromSupt Aggregate Optional Transfer From Supported Aggregate. If present, indicates that this
account is a valid source account for a transfer.
This aggregate will be deprecated in IFX 2.0, to be replaced by
<BankAcctFeatSupt>.
XferToSupt /Aggregate Optional Transfer To Supported Aggregate. If present, indicates that this
account is a valid target account for a transfer.
This aggregate will be deprecated in IFX 2.0, to be replaced by
<BankAcctFeatSupt>.
PaySupt Aggregate Optional Payment Supported Aggregate. If present, indicates that this account
is a valid source account for payment.
This aggregate will be deprecated in IFX 2.0, to be replaced by
<BankAcctFeatSupt>.
BankAcctFeatSupt /Aggregate Optional Repeating Supported Bank Account Features Aggregate. If present, indicates
the various features supported for this Bank Account
AcctBal Aggregate Optional Repeating Account Balance Aggregate. Repeated for each balance to be
included for this account.
end Aggregate

4.2.7.2 — Transfer From Supported <XferFromSupt>

If present, indicates that this account is a valid source account for a transfer.

This aggregate will be deprecated in IFX 2.0, to be replaced by <BankAcctFeatSupt>.

Datatype: Aggregate of type PaySupt

Tag ||Type ||Usage ||Description/C0ntext notes
begin Aggregate
MinCurAmt Aggregate Optional Minimum amount that may be transferred from the account, if
applicable.
MaxCurAmt Aggregate Optional Maﬁ!mlé)rln amount that may be transferred from the account, if
applicable.

end Aggregate

4.2.7.2.1 — Bank Information <Bankinfo>

The Bank Information aggregate contains additional information used to identify a bank, typically when used for
payment transfers, payee requests, and wire transfers. It is required in CHE, DEU, and ITA to completely identify an
account. Sufficient information must be provided within this aggregate to uniquely identify the bank at which the account
is held. Failure to do so will result in an error being returned from the server.



Datatype: Aggregate

Tag [Type [[Usage |[Description/Context notes
begin Aggregate
BankldType gpe” Optional Bank Identifier Type. Type of bank identifier.
num
Defined Values: SWIFT, ABA, FedWire, CHIP, CHAP, SortCode.
Default value is ABA.

Bankld NC-34 Optional Bank Identifier. Qualifies account number if known by the
customer/client. Usage is expected to be routing and transit number
in the US or the equivalent in an international implementation. This is
required in USA.

Refinfo Aggregate || Optional Repeating Additional Reference information to uniquely identify the bank.
Defined values for contained <RefType>: CountrySpecific,
BankSpecific

Name C-40 Optional but see Description Bank name, required in CHE, DEU, and ITA.

Branchld NC-22 Optional Branch Identifier. Qualifies account number if known by the
customer/client. Used to indicate which branch the account is with.
Usage is expected to be primarily in countries where regulations
require an account to be assigned to a branch office, but a US-based
FI may also require this field for operational reasons.

BranchName C-40 Optional but see Description Bank branch name, required in ITA.

begin-xor Optional

PostAddr Aggregate || Optional XOR Bank Postal Address. Either <PostAddr> or broken-out <City>,
<StateProv>, <PostalCode>, and/or <Country> may be used, but not
both.

begin-block Optional

City C-32 Optional XOR but see Bank Branch City. Required in CHE. Either <PostAddr> or broken-out

Description <City>, <StateProv>, <PostalCode>, and/or <Country> may be used,
but not both.

StateProv ||C-32 Optional but see Description Bank Branch State or Province. Either <PostAddr> or broken-out
<City>, <StateProv>, <PostalCode>, and/or <Country> may be used,
but not both.

PostalCode [[C-11 Optional but see Description Bank Branch Postal Code. Required in CHE. Either <PostAddr> or
broken-out <City>, <StateProv>,<PostalCode>, and/or <Country>
may be used, but not both.

Country NC-3 Optional but see Description Country. Bank Branch Country Code. Either <PostAddr> or broken-
out <City>, <StateProv>, <PostalCode>, and/or <Country> may be
used, but not both.

end-block

end-xor
end Aggregate

4.2.7.2.2 — Deposit Account Identifier <DepAcctld>

The <DepAcctld> aggregate is used to uniquely identify a deposit-type account. When a single account is specified in a
message or aggregate, it is referred to as <DepAcctld>. When multiple accounts appear in a message or aggregate,
the <DepAcctldFrom> and <DepAcctldTo> aggregates are used for clarity. The <DepAcctldFrom> and <DepAcctldTo>
aggregates have the same structure as the <DepAcctld> aggregate.

Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes
begin Aggregate
Acctld NC-36 Required Account Identifier. Sometimes known as account number, but not
restricted to numeric characters.
Note: An International Bank Account Number (IBAN) can be used
here to replace the domestic account number.
AcctType Open Enum Required

Account Type.

Defined values:

DDA, SDA, CDA, MMA, CMA.




Note: An Open Enum data type permits the addition of account types
specific to an Fl, country, etc.

AcctKey NC-22 Optional Account Key. Checksum for international banks.

AcctCur NC-22 Optional Account Currency. Currency of the account. This may be necessary
to uniquely identify the account, as many countries allow for a single
account to contain multiple subaccounts, each in a different currency.

BankInfo Aggregate Required Bank Information aggregate.

end Aggregate

4.2.7.2.2.1 — Intermediary Deposit Account <IntermediaryDepAcct>

The Intermediary Bank Account aggregate is used to identify all intermediary bank accounts in a bank chain. This

aggregate is used within the payment instruction to identify all banks that route the payment from the originating bank
or <DepAcctldFrom> to the receiving bank or <DepAcctidTo>.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes

begin Aggregate
SegNum Long Required Sequence number of the Intermediary bank in a bank chain.
DepAcctld Aggregate Required Deposit Account Identification Aggregate for the intermediary bank.

end Aggregate

4.2.7.2.3 — Card Account Identifier <CardAcctld>

The <CardAcctld> aggregate is used to uniquely identify a card-type account, such as credit card or debit card. When a
single account is specified in a message or aggregate, it is referred to as <CardAcctld>. When multiple accounts
appear in a message or aggregate, the <CardAcctldFrom> and <CardAcctldTo> aggregates are used for clarity. The
<CardAcctldFrom> and <CardAcctldTo> aggregates have the same structure as the <CardAcctld> aggregate.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-xor Required
Acctld NC-36 Required XOR Account Identifier. Sometimes known as account number, but not
restricted to numeric characters.
CardMagData Aggregate Required XOR Card Magnetic Stripe Data
end-xor
AcctType Open Enum Required Account Selection Type.
Defined values: CCA, DDA, SDA, Default, Unknown,
DesignatedOther
CCMotoAcct Aggregate Optional Credit Mail Order/Telephone Order Account Aggregate. Used for
defining additional Credit Card data when required for "card not
present” transactions, such as when activating a Credit Card as a
funding account for payment.
end Aggregate

4.2.7.2.4 — Credit Card Mail Order/Telephone <CCMotoAcct>

Credit Mail Order/Telephone Order Account Aggregate. Used for defining additional Credit Card data when required for
“card not present” transactions, such as when activating a Credit Card as a funding account for payment.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate




ExpDt DateTime Required Expiration date for card. If the card has only month and year
expiration, the last day of the month must be specified here.
CardVrfyData C-16 Optional Card verification data. This field contains data printed on the card
that is manually entered. This is data that cannot be automatically
read from a card as it is used. This data is used to ensure the
physical presence of the actual card.
Name C-40 Optional Customer Name. Name on the front of this card (exactly as name
appears on the card).
begin-xor Optional
PostAddr Aggregate Optional XOR Customer Address Aggregate. Customer address associated with
this card.
PostalCode C-11 Optional XOR Customer Postal Code. The postal code associated with this card.
end-xor
Phone Phone Number Optional Customer phone number associated with this card.
Brand Open Enum Optional Type of credit card (VISA, AMEX, etc.). This is just a check against
the information provided by the account number.

end Aggregate

4.2.7.2.4.1 — Card Magnetic Stripe Data <CardMagData>

This is the card data identifier of the user for whom the request is being issued.
This element is required if the owner of the object(s) specified in the request is not the user specified in <SignonRg>.

For example, if an ATM issues the request on behalf of the user, then <CardMagData> is required, and must contain
the value of the user whose request is being issued.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-or Required
MagData1 ||NC'79 Required OR Track 1 data
MagData2 ||NC-40 Required OR Track 2 data
MagData3 "NC'107 Required OR Track 3 data
end-or

end Aggregate

4.2.7.2.5 — Loan Account Identifier <LoanAcctld>

The <LoanAcctld> aggregate is used to uniquely identify a loan-type account. When a single account is specified in a
message or aggregate, it is referred to as <LoanAcctld>. When multiple accounts appear in a message or aggregate,
the <LoanAcctldFrom> and <LoanAcctldTo> aggregates are used for clarity. The <LoanAcctldFrom> and
<LoanAcctldTo> aggregates have the same structure as the <LoanAcctld> aggregate.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
Acctld NC-36 Required Account Identifier. Sometimes known as account number, but not
restricted to numeric characters.
AcctType Open Enum Required Account Type.
Defined values: MLA, ILA, LOC, EQU, CLA.
Note: An Open Enum data type permits the addition of account types
specific to an Fl, country, etc.
Bankinfo Aggregate Required Bank Information aggregate.

end Aggregate




4.2.7.2.6 — Bank Account Information <BankAcctinfo>
Banking Account Information Aggregate

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
CurCode NC-3 Required Currency Code. As defined by 1SO-4217.
Desc C-80 Optional Account Description. Assigned by the Financial Institution. Typically
product name. Does not include account number.
begin-xor Optional
CustName Aggregate Optional XOR Customer Name in which this account is held.
PersonName Aggregate Optional XOR Person Name.
OrgContact Aggregate Optional XOR FI Customer Service Contact Information.
Contactinfo Aggregate Optional XOR Contact Information Aggregate.
end-xor
CustAcctUse Open Enum Optional Customer Account Use.
Defined values: Retail, Business.
PrimaryAcct Boolean Optional Primary Account Indicator. If True, used as default account for a
class of accounts (i.e., checking). Typically used in ATM networks.
May be used for other applications by some Fls.
Term Aggregate Optional Term Aggregate.
IntRatelnfo Aggregate Optional Interest Rate Information Aggregate.
BackupWithholding Boolean Optional Backup Withholding Indicator.
TaxCountry NC-3 Optional Tax Country.
TaxProvince C-32 Optional Tax Province.
Ownership C-42 Optional Ownership Identifier.
Productld C-42 Optional Product Identifier.
InitialDeposit Aggregate Optional Initial Deposit Amount.
end Aggregate

4.2.7.2.7 — Bank Account Status <BankAcctStatus>
Indicates whether a bank account is Open, Closed or Inactive.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes

begin Aggregate

BankAcctStatusCode Closed Enum Required Account Status.

Valid values: Open, Closed, Inactive, NotAvail

StatusDesc C-255 Optional Status Description. Explanatory text associated with this bank
account status.

EffDt DateTime Optional Effective Date/Time. The date/time the <BankAcctStatusCode> took
effect.

StatusModBy Open Enum Optional Status Modified By. If present, indicates who modified the Bank
Status Code.

Defined values: Customer, Fl, CSP, CSPSR, BSP, BSPSR, CPP,
CPPSR, BPP, and BPPSR.

end Aggregate

4.2.7.2.8 — Bank Account Feature Support <BankAcctFeatSupt>

If present, indicates the various features supported for this Bank Account



The <BankAcctFeatSupt> aggregate provides information about various features supported by a customer banking
account. This aggregate contains two <TrnSrc> elements. The first <TrnSrc> element (contained within
<BankAcctFeatLimit>) indicates features supported by the transaction source. The second <TrnSrc> indicates the
transaction source that has a limit.

Datatype: Aggregate

Tag

[[Type [[usage

|[Description/Context notes

begin Aggregate

BankAcctFeatType

Open Enum || Required

Bank Account Feature Type. Indicates the type of feature supported.
Defined Values:

XferFrom, XferTo, Pay, Debit, Credit,
ChkDeposit,ChkCashing,CashDeposit

TrnSrc Open Enum Optional Repeating Transaction Source. Indicates the transaction source for which this
feature is supported (absence indicates all sources). This is used to
indicate features supported by transaction source regardless of
specific limits.

Defined values: ATM, Teller, POS, VRU, HomeBank, ACH

BankAcctFeatLimit Aggregate Optional Repeating

Bank Account Feature Limit. Indicates any limits relating to the
feature described by <BankAcctFeatType>.

end Aggregate

4.2.7.2.9 — Bank Account Feature Limit <BankAcctFeatLimit>

Datatype: Aggregate

Tag

|[Type lusage

|[Description/Context notes

begin Aggregate

BankAcctFeatLimitType

Open Enum Optional

Bank Account Feature Limit Type. Indicates the type of limit.
Defined Values:

Min, Max, DailyMin, DailyMax, WeeklyMin, WeeklyMax, MonthlyMin,
MonthlyMax

TrnSrc Open Enum Optional Transaction Source. Indicates the transaction source for which this
limit applies (absence indicates that the limit applies to all sources).
This is used if the limits are different for different transaction
sources.Defined values: ATM, Teller, POS, VRU, HomeBank,
ACH

CurAmt Aggregate Required

Currency Amount. The amount of the limit.

end Aggregate

4.2.7.3 — Presentment Account Record <PresAcctRec>

The account information for a bill presentment account.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes

begin Aggregate
PresAcctld Aggregate Required Presentment Account Identification Aggregate
PresAcctinfo Aggregate Required Presentment Account Information Aggregate
PresAcctStatus Aggregate Optional Presentment Account Status Aggregate

end Aggregate

4.2.7.3.1 — Presentment Account Identification <PresAcctld>




The <PresAcctld> aggregate uniquely identifies a customer's account with a biller by the combination of BSP <Org>,
biller identifier <BillerNum>, and account number <BillingAcct>. <BillerNum>s must be unique within a BSP.

Upon account activation, the <CustNameAddr> (billing account information) has to be correlated to the <CustPermld>
from the CSP's records by either or both the CSP and the BSP to ensure that the Customer's identification as known to
the CSP is properly matched to the Customer's identification as known to the Biller. For account activation, this
aggregate also provides the CSP with the ability to send the BSP the <StdPayeeld> or the <CustPayeeld> that is
associated with this biller at the appropriate CPP. If the BSP stores these data, they must be returned in any inquiry
response that includes <PresAcctld> (e.g. <BilllngRs>).

Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes
begin Aggregate
BillingAcct C-32 Required Customer account with the Biller.
Billerld Aggregate Required gggr Identifier Aggregate. This is an identifier created by the Biller or

end Aggregate

4.2.7.3.2 — Presentment Account Information <PresAcctinfo>
Contains additional information about a presentment account beyond the identifier.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
begin-xor Required
StdPayeeld Aggregate Optional XOR Standard Payee Identifier. The identification for this biller at the CPP.
When sent in account activation, it is intended for storage on the BSP
database, such that it may be returned in subsequent inquiries
utilizing this aggregate. This may be used by the CSP to help match
the BSP's Biller ID to the Standard Payee ID as known to the CPP.
begin-block Required
CustPayeeld Identifier Optional XOR Customer Payee Identifier. The identification for this biller at the CPP.
When sent in account activation, it is intended for storage on the BSP
database, such that it may be returned in subsequent inquiries
utilizing this pair of elements. This may be used by the CSP to help
match the BSP's Biller ID to the Standard Payee ID as known to the
CPP.
SPName Identifier Required Service Provider Name. Used to scope <CustPayeeld>.
end-block
end-xor
end Aggregate

4.2.7.3.3 — Presentment Account Status <PresAcctStatus>
The <PresAcctStatus> aggregate describes the status of the customer's account with a biller.

Datatype: Aggregate

Tag |[Type [Usage |[Description/Context notes

begin Aggregate

PresAcctStatusCode Closed Enum Required Account Status.

Valid values: Open, Closed, Inactive, NotAvail

StatusDesc C-255 Optional Status Description. Explanatory text associated with this presentment
account status.

EffDt DateTime Optional Effective Date/Time. The date/time the <BankAcctStatusCode> took
effect.

StatusModBy Open Enum Optional

Status Modified By. If present, indicates who modified the status.




Defined values: Customer, FI, CSP, CSPSR, BSP, BSPSR, CPP,
CPPSR, BPP, and BPPSR.

end Aggregate

4.2.8 — Account Balances

The following tables identify the account balances applicable to a specific account type. The first table identifies the
association between the account type and the specific account classification <DepAcctld> , <CardAcctld> and
<LoanAcctld> . The second table identifies the relationship between account classification and balance types. All
account types use the balances associated with their account classification.

The <EffDt> associated with each balance indicates the time and date as of which the balance is current. The frequency
of changing this date depends on how often the FI/SP refreshes the balances for a specific account type. This time and
date might be updated by every update message in an on-line bank or be refreshed once a day by a strip file
implementation. Even within a single FI/SP, the Demand Deposit ("Checking") Account (DDA) might be online, while
Savings (SDA) or Certificates of Deposit (CDA) might be updated overnight.

4.2.8.1 — Account Balance <AcctBal>

The <AcctBal> aggregate is used to express an account balance. The balance being specified is identified in
<BalType>, which is an Open Enum. When <AcctBal> is used, it may repeat, to allow multiple balances to be specified
for the given account.

Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes

begin Aggregate

BalType Open Enum Required Balance Type.

Defined Values: Ledger, OpeningLedger, ClosingLedger, MinLedger, AvgLedger, Avail,
Current, Outstanding, OpeningOutstanding, ClosingOutstanding, AvailCredit, CreditLimit,
PayoffAmt, Principal, Escrow, CreditHeld, DebitHeld, TotalHeld,

BAl:xxx or TMA:xxx (Reference BAI Code List at
http://www.bai.org/operations/bai_codes.html, or TMA Code List at
http://www.AFPonline.org/Information_Center/Publications/Bookstore/afpbooks/afpbooks.html
as maintained by Association of Financial Professionals (AFP)) Example: BAI:010 (Beginning
Ledger Balance), BAI:140 (ACH Credits), etc.

CurAmt Aggregate Required Currency Amount. This currency amount references the Balance Amount.
EffDt DateTime Optional Effective DateTime.
ExpDt DateTime Optional Expiration DateTime. Expiration Date of the Balance. For example, a payoff amount

expiration date.

Desc C-80 Optional Description.

end Aggregate

4.2.8.1.1 — Balance Type and Classification Association

Account Classification
Balance Type Deposit Loan Card
(Asset) (Liability) (Asset or
Liability)
Ledger X X
OpeninglLedger X X
ClosingLedger X X
MinLedger X X
AvglLedger X X
Avail X X
Current X X
Outstanding X X
OpeningOutstanding X X
ClosingOutstanding X X




AvailCredit X X
CreditLimit X X
PayoffAmt X X
Principal X
Escrow X

4.2.8.2 — Extended Account Balance <ExtAcctBal>

The <ExtAcctBal> aggregate is used to express an extended account balance, for this statement end, such as Period
Fee, Cashline, Outstanding Cash Advance Total, Cash Available, and Over Limit Amount. The balance being specified
is identified in <ExtBalType>, which is an Open Enum. When <ExtAcctBal> is used, it may repeat, to allow multiple
balances to be specified for the given account.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes

begin Aggregate

ExtBalType Open Enum Required Balance Type. Defined Values: PrepayPenalty, Orig,
UnpaidAccruedint, Redemption, YTDWithhold, LastYrWithhold,
Overdraft, Overlimit, PastDue, CashLine, OutstandingCashAdv,
CashAvail, PendAuthAmt, LastStmtBal, YTDInterest, LastYrint,
YTDFees, PeriodFees, LastYrFees, CashDepositAvail.

CurAmt /Aggregate Required Balance Amount.
EffDt DateTime Required Balance DateTime.
ExpDt DateTime Optional Expiration Date of the Balance. For example, a payoff amount

expiration date.

Desc C-80 Optional Description.

end Aggregate

4.2.8.3 — Account Type and Classification Association

Account Classification

<AcctType> Deposit Loan Card
(Asset) (Liability) (Asset or
Liability)

CCA—Credit Card Account X

CDA—Certificate of Deposit X

CLA—Commercial Loan X
Account

CMA—Cash Management X
Account

DDA—Demand Deposit X X
Account

EQU—Home Equity Loan X

ILA—Installment Loan X
Account

LOC—Consumer Line of X
Credit

MLA—Mortgage Loan X
Account

MMA—Money Market X
Account

SDA—Savings Account X X

4.2.9 — Term Data

<section intentionally left blank>

4.2.9.1 — Deposit Term <Term>



The <Term> aggregate contains details of the term of a deposit or a loan.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
Count Long Required Count. In this context, <Count> is the number of <TermUnits> for
which a term deposit is effective. At the end of this period, the Term
Deposit ceases to exist.
Note: If <TermUnits>=Days, this is the number of calendar days, not
business days.
TermUnits  ||Closed Enum || Required Term Units. Units in which the Term Deposit is measured.
Defined values: Days, Weeks, Months, Years, Indefinite
Desc C-80 Optional Short Description.
DaysCall Long Optional but see Description Days Call. The number of business days' notice required for
withdrawal. Required if <TermUnits>=Indefinite.
end Aggregate

4.2.10 — Selection Criteria

<section intentionally left blank>

4.2.10.1 — Selection Range Date Aggregates <SelRangeDt>

This aggregate identifies the start date and/or the end date as a selection criterion. There are several Selection Range
Dates that have the same structure.

See Selection Range Dates for more details.

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Context notes
begin Aggregate
begin-or Required
StartDt DateTime Required OR Selection Start Date.
EndDt DateTime Required OR Selection End Date.
end-or

end Aggregate

4.2.10.2 — Selection Range Currency Amount <SelRangeCurAmt>

Used as selection criteria in inquiry messages to limit the results based on a currency range.

The <SelRangeCurAmt> aggregate contains two optional fields: <LowCurAmt> and <HighCurAmt>. The following rules

are established

for these fields:

equal to <LowCurAmt>.

equal to the <HighCurAmt>.
« If both amounts are supplied, then the search must match amounts that are between or equal to the two amounts

supplied.

« If a client wishes to search for a specific amount, then both <LowCurAmt> and <HighCurAmt> should be supplied

and set to the same value.
« Both amounts must be of the same currency.

Datatype: Aggregate

If <LowCurAmt> but not <HighCurAmt> is supplied, then the search must match amounts that are greater than or

If <HighCurAmt> is supplied but not <LowCurAmt>, then the search must match amounts that are smaller than or




Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
begin-or Required
LowCurAmt Aggregate Required OR Selection Low Amount.
HighCurAmt /Aggregate Required OR Selection End Amount.
end-or
end Aggregate

4.2.11 — Recurring Model Data

<section intentionally left blank>

4.2.11.1 — Recurring Model Information <RecModellnfo>

Complete information about a Recurring Model Record.

Datatype: Aggregate

Tag ||Type ||Usage

|[Description/Context notes

begin Aggregate

Freg Open Enum || Required

Recurring Model Frequency.

Defined values: Daily, Weekly, Biweekly, TwiceMonthly, Monthly,
EndOfMonth, FourWeeks, BiMonthly, Quarterly, SemiAnnually,
Annually, Manually.

begin-xor Optional

Numlnsts Long Optional XOR Profiled support

Recurring Model Total Instances.

If none of <Numinsts>, <FinalPrcDt>, or <FinalDueDt> is provided,
the model is open-ended.

FinalPrcDt |[Date Optional XOR Profiled support

Final Processing Date. Subject to server support for Processing Date
Model in profile.

Only payments allow the option of processing date. All transfers must
use due date.

If none of <Numinsts>, <FinalPrcDt>, or <FinalDueDt> is provided,
the model is open-ended.

FinalDueDt |[Date Optional XOR Profiled support

Final Due Date. Subject to server support for Due Date Model in
profile.

If none of <Numinsts>, <FinalPrcDt>, or <FinalDueDt> is provided,
the model is open-ended.

end-xor

InitialCurAmt Aggregate Optional Profiled support

Recurring Model Initial Amount. May be different from nominal
instance amount. If omitted, the default instance amount is used for
the initial transfer or payment.

EinalCurAmt Aggregate Optional Profiled support

Recurring Model Final Amount. May be different from nominal
instance amount. If omitted, the default instance amount is used for
the final transfer or payment.

Nickname C-40 Optional Profiled support

Nickname. Optionally assigned by the customer. Pay provider may
indicate support for longer-term storage of nicknames in the Service
Profile. May be modified by the client.

SkipNextN Long Optional Profiled support

Skip Next N Instances. A non-zero value indicates that the next N
transaction instances are to be skipped. Subject to server support in
Service Profile.

Note: The server must decrement the Skip Next N count and
generate the instance with a processing status code of Skipped,
based on the timing of the recurring model. The server must handle
the skipped instance like any other instance, except that the server
does not execute the instance for fulfillment purposes, including
creating audit and sync records for the instance addition, and for the
recurring model status changes. Therefore, each decrement must be
reflected as a separate <RecXferModRs> within audits and syncs,
and each status change to the specific instances of the transfers
must be reflected as a separate <XferModRs>.




The same behavior applies to <RecChkOrdModRs> and
<ChkOrdModRs>

end Aggregate

4.2.12 — System Message Data

<section intentionally left blank>

4.2.12.1 — Response Status <Status>

The Status aggregate is used in each response to indicate the status of the message. If absent, StatusCode defaults to
0 (zero).

Info severity means that this status did not prevent the server from accepting message, service, or document. The
status provided additional information related to the message, service, or document.

Warn severity means that this status did not prevent the server from accepting the message, service, or document;
however, not all information may have been returned to the client. For example, too many records requested.

Error severity means that the server declined the message, service, or document. The server may return a SPRefld
and/or a CSPRefld, where present, for tracking purposes; however, the return of these elements are not guaranteed.

See Status Responses for a complete discussion of Status handling.

See Response Code List for a complete list of Response Status Codes.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes

begin Aggregate

StatusCode Long Required Response Status Code. Valid values depend on context. See
Response Code List for a complete list of Response Status Codes.

ServerStatusCode C-20 Optional Server Status Code. The value placed here is used to allow the client
to display the status code to the user. This allows the user to read the
code to a customer service representative for debugging purposes.

Severity Closed Enum || Required Severity.

Valid values: Error, Warn, Info

StatusDesc C-255 Optional Status Description. Explanatory text associated with the status code.
The Status Description may be default text or Service Provider
specific.

AdditionalStatus Aggregate Optional Repeating Additional statuses. The <StatusCode> above must contain the

primary response code. This aggregate may appear once for each
additional status that the server intends to provide. For example, if
both an account number and a date are invalid, the <StatusCode>
above may contain one of the two errors, and this aggregate may
contain the other.

AsyncRsInfo Aggregate Optional Asynchronous Response Information.

end Aggregate

4.2.12.2 — Additional Status <AdditionalStatus>

Additional statuses. The <StatusCode> above must contain the primary response code. This aggregate may appear
once for each additional status that the server intends to provide. For example, if both an account number and a date
are invalid, the <StatusCode> above may contain one of the two errors, and this aggregate may contain the other.

Datatype: Aggregate

Tag [[Type J[Usage |[Description/Context notes

begin Aggregate

StatusCode Long Optional Response Status Code. Valid values depend on context. See

Appendix A.




ServerStatusCode C-20 Optional Server Status Code. The value placed here is used to allow the client
to display the status code to the user. This allows the user to read the
code to a customer service representative for debugging purposes.

Severity Closed Enum Required Severity.
Valid values: Error, Warn, Info

StatusDesc C-255 Optional Status Description. Explanatory text associated with the status code.
The Status Description may be default text or Service Provider
specific.

end Aggregate

4.2.12.3 — Asynchronous Response Information <AsyncRsInfo>

Asynchronous Response Information.

Datatype: Aggregate

Tag ||Type ||Usage ||Descr\ption/Context notes
begin Aggregate
AvailDt DateTime Optional Available DateTime. The projected time at which the response will be
available.
ExpDt DateTime Optional Expiration DateTime. The time at which the cached response will be
purged at the server.

end Aggregate

4.2.12.4 — Records Control

Some response messages, typically associated with the inquiry/audit/sync request messages, may be quite large. The
size of the response message may create problems for both the client and server. The problems are specific to the
implementation. Some examples of these problems are:

« The client may not be able to allocate enough storage for the entire response.
« A network timeout may occur due to the time to return the complete HTTP response.

« Mixing very large with small messages within the message manager (OLTP) middleware may create serious
performance problems for the small messages.

In order to address these potential problems, IFX allows either the client or server to constrain the size of a response
message. The client initiates all IFX messages, so the server cannot "push"” the additional information to the client. A

mechanism is provided for the server to indicate that additional information is available and for the client to request the
additional information

The Record Control value within <OptSupt> in the Service Profile indicates whether a server supports this capability.

4.2.12.4.1 — Records Control Input <RecCtrlin>

The <RecCtrlin> aggregate is used in inquiry/audit/sync request messages to allow the client to specify a maximum

number of records that it is capable of processing within a single response. The initial request omits the <Cursor>
element.

Subsequent requests set the <Cursor> to the value returned by the server in the previous response (Rs) message. The
<Cursor> value is meaningful to the server and opaque to the client. The <Cursor> is intended to be a pointer to a
position within the answer set for the inquiry/audit/sync request.

The client should send the same selection criteria in the initial and subsequent requests. The server may verify that the
cursor returned is valid by comparing the search criteria on subsequent requests with the search criteria on the initial
request. If they differ, the cursor may be considered invalid and an error returned.

Similarly, if the time between the initial and subsequent requests is too long, the cursor may be rejected on the
subsequent request. In this situation, the client may reinitiate the initial request.

Datatype: Aggregate

Tag [[Type lusage |[Description/Context notes
begin Aggregate

MaxRec "Long " Required " Maximum Records Requested.




Cursor Aggregate Optional but see Description Cursor Handle. Must be omitted in initial request. May be included in
subsequent requests if server provided as a pointer to more records
in previous <RecCtrlOut> in response.

end Aggregate

4.2.12.4.2 — Records Control Output <RecCtrlOut>

The <RecCtrlOut> aggregate is used in inquiry/audit/sync responses to provide a client that used the <RecCtrlin>
aggregate in the request with information it needs to retrieve the rest of the records that matched the specified selection
criteria.

The <RecCtrlOut> aggregate must be sent as part of the Rs if the server indicated support for Records Control in the
Service Profile by setting <OptSupt> = RecCtrl and one or both of the following are true:

« The Rq contains an <RecCtrlin> aggregate or
o The server is returning a subset of the available output records in an Rs.

Datatype: Aggregate

Tag |[Type [Usage |[Description/Context notes
begin Aggregate
MatchedRec Long Required Matched Records. Total number of records matching the selection
criteria.
SentRec Long Required Sent Records. Number of records matching the selection criteria that
are included in this message.
Cursor /Aggregate || Optional but see Description Cursor. Included in the response only if additional records are

available. When <Cursor> is present in the response, the Status
code 1110 must be sent.

Assume server retains cursor of matching records for some time in
case client requests more.

Used to allow the client to issue another request to fetch more
matching records.

end Aggregate

4.2.12.4.3 — Record Control Example
Assume:

The server sets <OptSupt> =RecCtrl in Banking section of Service Profile.

The client issues an Account History message.

The client is capable of processing only process 10 records (history messages) within a single Rs.
There are 25 messages in the answer set.

Initial request from client:

<MaxRec> =10
Note that the <Cursor> element is omitted.

Initial response:
<MatchedRec> =25
<SentRec> =10
<Cursor> =binary_value_1

Second request:

<MaxRec> =10
<Cursor> =binary_value_1

Second response:
<MatchedRec> =25
<SentRec> =10

<Cursor> =binary_value_2

Third request:




<MaxRec> =10
<Cursor> =binary_value_2

Third response:

<MatchedRec> =25
<SentRec> =5
<Cursor> element is omitted

4.2.12.5 — Client Application <ClientApp>

The primary use of the <ClientApp> aggregate is to inform a customer service representative about what software was
used to create or change an object. <ClientApp> conveys the application that is acting as the client endpoint of the IFX
message. This may be an application on the customer's PC if it is aware of Interactive Financial Exchange, or it may be

an intermediate server that is composing IFX requests on behalf of a client that has connected to it using some other
protocol (e.g., HTTP).

Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes

begin Aggregate
Org Identifier Required Organization. This identifies the client application manufacturer.
Name C-40 Required Client Application Name.
Version NC-12 Required Client Application Version.

end Aggregate

4.2.13 — Industry Identifier <Industid>

The <Industld> aggregate provides standard codes by which industries are classified. <Industld> is used in payments
and other messages as information for reporting and accounting by industry code.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
Org Identifier Required Organization. Identifies the organization assigning numbers to
different industries.
"SIC" identifies Standard Industrial Codes
"NAICS" identifies North American Industrial Code System.
IndustNum ||NC'6 Required Number identifying the industry.

end Aggregate

4.2.14 — Secrets Aggregates

<section intentionally left blank>

4.2.14.1 — Secret Prompt <SecretPrompt>

The <SecretPrompt> aggregate is used to provide enough information to prompt a user for secrets used for initial
authentication. For example, the server may request the user's tax ID, mother's maiden name or some other secret
already shared between the user and the service provider operating the server.

The <SecretPrompt> may be used by CSPs during enroliment of customers for a specific service such as Bill
Presentment. For example, a customer new to a specific biller may be authenticated against existing customer records
at the biller. If omitted, the biller does not require the customer to enter any secrets for client enrollment.

Another use is to prompt for a security token or password that has been provided to the customer by some other
means, possibly during an interactive identity verification session with the customer.

If omitted, the FI, SP or biller does not require the customer to enter any secrets for client enrollment or subscription.



Datatype: Aggregate

Tag

|[Type |[usage

|[Description/Context notes

begin Aggregate

Secretld

Identifier Required

The ID of this secret. The client must return the ID along with the
secret itself in <SecretList>.

Prompt

C-20 Required

Prompt. The short prompt to be displayed to the user, explaining the
value to be returned in <SecretList> for this secret.

Memo

C-255 Optional

Memo. This is a longer description of the meaning of <Prompt>
above. This may be displayed to the user if the user requests more
information regarding the intended meaning of <Prompt>.

SecretOptional

Boolean Optional

If True, the secret does not need to be provided in the <SecretList>
sent to the server in order for the server to process the requested
message. If False or omitted, the secret does need to be provided in
the <SecretList> sent to the server in order for the server to process
the requested message.

SecretFormat

NC-1024 Optional

Secret Format.

Regular expression describing the secret format. The definition and
behavior of "Regular Expression" is per IEEE Std 1003.2-1992
(POSIX.2). General definition may be found at
http://www.ciser.cornell.edu/info/regex.html

SecretMask

NC-80 Optional

Secret Mask. Edit Mask for the user input for <Secret> in
<SecretlList>. EditMask, in Section 3.1.1,specifies the format for
<SecretMask>.

end Aggregate

4.2.14.2 — Secret List <SecretList>

The <SecretList> aggregate provides a way for users to input shared secrets in response to a <SecretPrompt>.

Datatype: Aggregate

Tag |[Type [Usage |[Description/Context notes
begin Aggregate

Secretld Identifier || Required ID of Secret. The client must use the value of <Secretld> sent by the
server in <SecretPrompt>.

CryptType (E)Pen Required Profiled values Encryption Type.

num

Defined values: None, PKCS#1 , PKCS#7, PKCS#10, ECB, CBC,
CFB, OFB, TECB, TCBC, TCBC-I, TCFB, TCFB-P, TOFB, TOFB-I,
AECB, ACBC, ACFB, AOFB, ACM
Must be supported in list of encryption types in the SP's Service
Profile.

SecObild Identifier || Optional Repeating but see Identifier of Security Object on which the <CryptSecret> Note: If

Description security objects are managed in band, this element should be

included in order to know how to decrypt <CryptSecret>

begin-xor Required

Secret C-80 Required XOR Customer-entered information in response to a SecretPrompt.
Typical uses are mother’'s maiden name, tax id, etc.
Cleartext values when <CryptType> = NONE, otherwise use
<CryptSecret>.
CryptSecret [|Aggregate || Required XOR Positional list of customer-entered data corresponding to each secret

prompt provided through the <BillerRec> aggregate. Typical uses are
mother’s maiden name, tax id, etc.

<CryptSecret>is used when <CryptType># None.>

end-xor

end Aggregate

4.2.15 — Payment Instrument <Pmtinst>

The <Pmtinst> aggregate is used to communicate the types of payment that the biller is capable of accepting via the




Pay provider. This is used to restrict the methods by which the customer may pay for the bill. The Service Provider
indicates which Payment Instruments are supported via the Biller profile in <BillerPayInfo>. The Biller may use the

<Pmtinst> in <BillRec> to provide a subset of the types of payments the Biller accepts for a particular bill. Note that
errors may occur if this aggregate contains types of payments different from those communicated through the Biller
Profile.

Datatype: Aggregate

Tag [Type |[Usage |[Description/Context notes
begin Aggregate
PmtinstType Closed Enum Required Payment type. Specifies the type of payment instruments that the

biller is capable of accepting for electronic payment.

Valid values: CheckAcct, CreditCard, ElectronicCash

Brand Open Enum Optional Accepted brand for a given payment type. If not specified, the client
assumes that all brands of the given <PmtinstType> are acceptable.

Defined values: AmEXx, CarteBlanche, DinersClub, Discover,
Europay, JCB, MasterCard.

Settlementinfo Aggregate Optional Repeating Settlement Information. May contain complete or partial information
for use by the CPP in transferring funds to the Biller or BPP. One or
more options may be supported for each Payment instrument and
brand.

end Aggregate

4.2.15.1 — Settlement Information <Settlementinfo>

The <Settlementinfo> aggregate is used to communicate the settlement instruction of payment to the CPP. This
aggregate may contain complete or partial information for use by the CPP in transferring funds to the Biller or BPP.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
SettlementMethod Open Enum Required Settlement Method. Either the method accepted by the Biller or BPP
for settling payments, or the payment/settlement method, provided as
the general method for settling payment.
Defined values: RPS, EPay, ACH, Concentrator, FedNet, SWIFT,
CHIPS, CHAPS, BookEntry, Draft, OutsourcedCheck, DirDebACH
begin-or Required

DepAcctld Aggregate Required OR Deposit Account Identification Aggregate.

Settlementld C-20 Required OR Settlement Identification. May contain the RPS or Epay ID as
applicable, depending on the Settlement Type.

OrgContact Aggregate Required OR Organization Contact. The Biller's Concentrator's contact name and
telephone number for the CPP to find out additional information
needed to complete payments or for clarification.

Contactinfo Aggregate Required OR Contact Information Aggregate.

end-or

Memo C-255 Required Additional human-readable information that may be needed to
complete payments or for clarification.

Pmtinstruction Aggregate Optional Detail payment and settlement instruction.

end Aggregate

4.2.15.2 — Payment and Settlement Instruction <Pmtinstruction>

Detail payment and settlement instruction. This specifies specific instruction about the payment format and how the
payment should be routed.

Datatype: Aggregate

Tag [Type [lusage |[Description/Context notes

begin Aggregate




Country NC-3 Optional Country. Country of the payment system in which the payment is
processed.

PmtFormat Open Enum || Optional Payment format. Payment format for the specified payment method
above. For example, in ACH electronic transfer, the format can be
CTX, CCD, CCDPIlus, PPD, etc.

Reflnfo Aggregate Optional Repeating Reference information associated with payment information.
IntermediaryDepAcct Aggregate Optional Repeating Intermediary deposit account. Used to identify deposit accounts for

intermediary banks that route the payment.

FeeChargeAlloc Aggregate Optional Bank Fee Charge Allocation. Used to communicate the fee charges
on the payment by the CPP. This specifies who and how the fee is
being distributed between the Payer and the Payee.

end Aggregate

4.2.15.3 — Fee Charge Allocation <FeeChargeAlloc>
Bank Fee allocation information. Used to specify Who pays for the fee and how it is being distributed.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
ChargeRegulation Open Enum Required Specify how the fee is distributed.
Fee /Aggregate Required Fee Charge info and amount.
DepAcctld /Aggregate Optional Account from which the bank fee is drawn.

end Aggregate

4.2.16 — Fees and Amounts

Up to and including IFX 1.1, a fee was only allowed to be a currency amount. This is adequate for fees that are a fixed
amount (e.g. surcharge fee of $1.50). For some transactions the associated fee is based on a percentage of the
transaction amount or a combination of a fixed amount and a percentage. The following are some fee scenarios:

« fee is a fixed currency amount (e.g. surcharge fee of $1.50)

« fee is a percentage of the transaction amount (e.g. check cashing fee of 1% of the check amount)

« fee is a percentage of the transaction amount with a minimum (e.g. check cashing fee of 1% of the check amount,
with a minimum fee of $2.00)

« fee is a percentage of the transaction amount with a maximum (e.g. check cashing fee of 1% of the check amount,
with a maximum fee of $5.00)

« fee is a percentage of the transaction amount with a minimum and maximum (e.g. check cashing fee of 1% of the

check amount, with a minimum fee of $2.00 and maximum fee of $5.00)

fee is a fixed currency amount plus a percentage of the transaction amount (e.g. a $1.00 fee to cash a check plus

2% of the check amount)

IFX 1.1 and earlier only allowed the first scenario. Starting with IFX 1.2, fees are permitted to be any of the five.
Following are descriptions of which fields are necessary to describe each of those scenarios:

« fee is a fixed currency amount (e.g. surcharge fee of $1.50)
<CurAmt> =1.50

« fee is a percentage of the transaction amount (e.g. check cashing fee of 1% of the check amount)
<Rate>=1.00

« fee is a percentage of the transaction amount with a minimum (e.g. check cashing fee of 1% of the check amount,
with a minimum fee of $2.00)

<Rate> = 1.00
<MinCurAmt> = 2.00

« fee is a percentage of the transaction amount with a maximum (e.g. check cashing fee of 1% of the check amount,
with a maximum fee of $5.00)

<Rate> = 1.00




<MaxCurAmt> = 5.00

« fee is a percentage of the transaction amount with a minimum and maximum (e.g. check cashing fee of 1% of the
check amount, with a minimum fee of $2.00 and maximum fee of $5.00)

<Rate> = 1.00
<MinCurAmt> = 2.00
<MaxCurAmt> = 5.00

« fee is a fixed currency amount plus a percentage of the transaction amount (e.g. a $1.00 fee to cash a check plus
2% of the check amount)

<CurAmt> = 1.00

<Rate> = 2.00

4.2.16.1 — Composite Currency Amount <CompositeCurAmt>

A Composite Currency Amount aggregate (either <CompositeCurAmt> or <TotalCompositeCurAmt) contains
information about the amount and timing of float availability of funds for a single transaction. This aggregate is also
used (usually repeating) where a currency amount identified in a message consists of multiple composites, e.g. a debit
message which identifies both the customer requested debit amount plus one or more fees to be debited. The
composite currency amount aggregate can also be used within a <DebitAdd> or <ChkAcceptAdd> to charge a fee (e.g.
for a printed statement). The <CompositeCurAmtld> is used to identify a specific component of a currency amount in
communications between client and server (e.g. to override a specific Fee component). The <TotalCompositeCurAmt>
aggregate has the same structure as the <CompositeCurAmt> aggregate, and is used for clarity when the amount
specified is a total amount in a transaction where either total amounts or partial amounts may both be used.

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Conte><t notes
begin Aggregate
CompositeCurAmtld  |{ldentifier |l Optional but see Composite Currency Amount Id. Required if the aggregate is
Description repeating within a debit or credit message.
CompositeCurAmtType [[Open Required Composite Currency Amount Type. Description of Float Category or
Enum Currency Amount Type. Defined Values: Immediate, 1DayFloat,

2DayFloat, 3DayFloat, 4DayFloat, 5DayFloat, 6DayFloat,
OnePlusDay, TwoPlusDay, ThreePlusDay, Standard, Debit, Credit,
ForExFee, StopChkFee, LateFee, TransactionFee, InterchangeFee,
Surcharge, StatementFee, Tax, MerchandisePurchase,
MerchandiseReturn, CheckFee, PmtEnclosed, CashBack,
CreditHeld, Bonus, Freight, PurchaseltemTotal.

begin-or Required

CurAmt Aggregate || Required OR Currency Amount. When used for float, the fractional amount of the
transaction amount assigned to this float category. When used for a
fixed amount fee, this is the fixed amount that will be charged. For
fees that are calculated as a fixed amount plus a percentage of the
transaction, this is the fixed amount and the percentage is in Rate.
Rate Decimal Required OR 1.2+ Fee Rate. Usage is a percentage (e.g. a value of 2.5 = 2.5%).

end-or

MinCurAmt Aggregate | Optional Minimum Currency Amount. The minimum amount to charge for this
fee.

MaxCurAmt Aggregate || Optional Maximum Currency Amount. The maximum amount to charge for this
fee.

SpecialHandlin Open Optional Special Handling requests.

Enum

Defined Values: ClientOverride

Memo C-255 Optional Memo. Additional information about the transaction (e.g. reason for
modifying the fees)

end Aggregate

4.2.16.2 — Fee <Fee>

The <Fee> aggregate identifies the type and amount of fee being charged.

The fee(s) required to execute the exchange may be provided to the customer for informational purposes.



Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
FeeType Open Enum Required Fee Type.
Defined values: ForEx, StopChk, Late, Transaction, Interchange,
Surcharge
begin-or Required
CurAmt Aggregate Required OR Currency Amount. When used for a fixed amount fee, this is the fixed
amount that will be charged. For fees that are calculated as a fixed
amount plus a percentage of the transaction, this is the fixed amount
and the percentage is in Rate.
Rate Decimal Required OR Fee rate. Used as a percentage (e.g. a value of 5.2 equals 5.2%).
end-or
MinCurAmt Aggregate Optional Minimum Currency Amount. The minimum amount to charge for this
fee.
MaxCurAmt Aggregate Optional Maximum Currency Amount. The maximum amount to charge for this
fee.
end Aggregate

4.2.16.3 — Tax Information <TaxInfo>

The <TaxInfo> aggregate identifies a levied tax.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
Org Identifier Required Organization. Organization defining this name space. Usage is Tax
Authority (e.g., state or country).
TaxType Open Enum Required Tax Type. Qualified by <Org>.
Defined values: WithHoldingTax, DebitsTax, FIDuty
begin-or Required
CurAmt "Aggregate Required OR Tax Amount (+ paid by customer, - earned by customer).
Rate Decimal Required OR Tax Rate. Usage is a percentage (e.g., a value of 5.2 = 5.2%). (+
paid by customer, - earned by customer)
end-or
end Aggregate

4.2.17 — Reference Information <Reflnfo>

The <Reflnfo> aggregate provides information typically related to an IFX object. It is generally expected that the

reference information is to be used by the message recipient to relate information within the associated IFX object with
other data obtained via a different channel.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
RefType Open Enum Required Reference Type. Description of the type of Reference Id. Defined
Values depend on the specific usage.
Refld Identifier Required Reference Identifier.

end Aggregate

4.2.18 — Network Transaction Information <NetworkTrninfo>




The Network Transaction Information aggregate <NetworkTrninfo> contains information regarding the network
processing the transaction, i.e., owner, location, bank ID and reference number assigned by the network when
processing the transaction. Information in this aggregate is also used for providing the physical location of an
automated terminal at which a customer conducts a transaction. The physical location information may be required to
be printed on statements and receipts for regulatory purposes.

Note: This aggregate is used in IFX 1.1 and later versions as a replacement for the <ATMTrninfo> and

<USA.ACHTrninfo> aggregates within the <DepAcctTrnRec> aggregate. The <ATMTrninfo> and
<USA.ACHTrnInfo> aggregates will be deprecated in IFX 2.0.

Datatype: Aggregate

Tag [Type lusage |[Description/Context notes

begin Aggregate

NetworkOwner ||Open Enum || Required Network Owner. The name of the individual or organization that owns
the source network.

Defined Values: ATM, POS, ACH, FedNet, SWIFT, Branch,
CallCenter, Other

OriginatorName  [[C-40 Optional Name. Name of originator of the Message.
OriginatorType  |[Long Optional The type of organization that the originator represents. This is usually

a coded value representing the industry that the organization
operates in. It contains the SIC code or other nationally defined
industry value.

Terminalld Identifier Optional but see Description Terminal Identifier. Identification of terminal, such as terminal code or
terminal number of ATM. Required if <NetworkOwner> is ATM.

TerminalType Open Enum || Optional Defined values: AdminTerm, ATM, POS, CustomerDevice, ECR,
DialCash, TravelerCheckDispenser, FuelPump, ScripTerm,
CouponTerm, TicketTerm, POBTerm, Teller, Utility, Vending,
Payment, VRU

begin-or Optional

PostAddr Aggregate || Optional OR but see Description || Postal Address. Physical Address of the terminal. At least one of
<PostAddr>, <Desc> and <Name> is required if <NetworkOwner> is
ATM.

Desc C-80 Optional OR but see Description || Description. A generally accepted name for the location of the
terminal. At least one of <PostAddr>, <Desc> and <Name> is
required if <NetworkOwner> is ATM.

Name C-40 Optional OR but see Description || Name. Name of the owner or operator of the terminal. At least one of
<PostAddr>, <Desc> and <Name> is required if <NetworkOwner> is
ATM.
end-or
BankldType Open Enum || Optional Bank Identifier Type. Type of bank identifier.

Default value is ABA.

Bankld NC-34 Optional but see Description Bank Identifier. Qualifies account number if known by the
customer/client. Usage is expected to be routing and transit number
in the US or the equivalent in an international implementation. This is
required in USA when <NetworkOwner> is ACH.

NetworkRefld Identifier Optional Network Reference Identifier. Reference number assigned by
network due to the processing of a message at the respective
network. Example: Federal Reserve wire network assigns a Fed
Reference Number or ACH trace number, or an ISO retrieval
reference number.

end Aggregate

4.2.19 — Identifier Characteristics Data <IldentCharacterData>

The Identifier Characteristics Data aggregate describes the identification device that the customer presented to the
transaction acquirer. The identification device typically will be a card or similar device that represents one or more of
the customer's accounts.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes

begin Aggregate

IdentType Open Enum || Required The type of identification presented or inferred by the customer.

Unknown, MagStripeCard, ICCCard

DateTime




ExpDt

Optional

The date/time that the identification device will expire or otherwise
become ineffective. Use of the identification device after this
date/time will normally not be allowed.

StartDt

DateTime

Optional

The date/time that the identification device became or will become
effective. Use of the identification device before this date/time will
normally not be allowed.

OriglssueDt

DateTime

Optional

The date/time that identification was first issued to the customer that
is presenting this device. This will normally represent a "customer
since" or similar concept.

IdentProgramlid

Identifier

Optional

The identifier of the program that the identification device belongs to.
This is a detailed classification of the identification by line of
business. It is intended to support special processing of specific
customer classes. Servers should ignore this field unless they have a
specific agreement with the identification device acceptor that
specifies special processing.

IdentReadMethod

Open Enum

Optional Repeating

The actual method used to read the customer's identification device.

Valid values: Manual, BarCode, MagStripe, OCR, ICC, Customer.

IdentPrevReadMethod

Open Enum

Optional Repeating

The actual method used by the device to read the previously used
customer's identification device (card).

The IFX client should be able to keep track of the previous "read
method" in order to support this functionality.

Valid values: Manual, BarCode, MagStripe, OCR, ICC, Customer.

IdentServiceCode

C-3

Optional

The Service Code read from the customer's identification device, as
defined by ISO 7813.

This Service Code comes from the "chip" (Integrated Circuit - IC) on
the card, if the chip is present on the card and it could be
successfully read; otherwise, this Service Code will come from the
magnetic stripe present on the card.

IdentPrevServiceCode

C-3

Optional

The Service Code read from the previously used customer's
identification device, as defined by ISO 7813.

The IFX client should be able to keep track of the previous "service
code" in order to support this functionality.

This Service Code comes from the "chip" (Integrated Circuit - IC) on
the card, if the chip is present on the card and it could be
successfully read; otherwise, this Service Code will come from the
magnetic stripe present on the card.

IdentVerifyMethod

Open Enum

Optional Repeating

The actual method used to verify the customer's authority to use the
presented identification device.

Valid values: Unknown, None, Signature, PicturelD, OnlinePIN,
OfflinePIN, DigitizedSignature, Biometrics, ICCSignature, Certificate,
AddressVerification, TelephoneNumberVerification,
PersonallnfoVerification.

IdentVerifyEntity

Open Enum

Optional Repeating

The entity that verified the customer's authority to use the presented
identification device.

Valid values: Unknown, NotAuthenticated, Acceptor, Intermediary,
Authorizer, ICC, CAD

IdentConditions

Open Enum

Optional Repeating

Any identified conditions detected by the transaction acquirer related
to the customer's presentation of the identification device.

Valid values: None, CustomerNotPresent, CardNotPresent,
PreauthorizedTransaction, Telephone, MailOrder,
IdentVerifyUnavailable, SecurityAlert, MerchantSuspicious,
SuspectedFraud

IdentVerifyResults

Open Enum

Optional Repeating

The results of the application of the identity verify method(s).

Valid values: CVVValid, CVVInvalid, PINValid, PINInvalid,
SignatureValid, Signaturelnvalid

end Aggregate

4.2.20 — Point of Service Security <POSSecurity>

The Point of Service Security aggregate provides information about the security policies imposed by the transaction
acquirer. An account owner or intermediary can use the security policies to judge the likelihood that a transaction has

been compromised.

Datatype: Aggregate




Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
PSSNetworkType Open Enum Optional The type of network that the document passed through between the
transaction initiator and the account owner. When a document
passes through several networks this field should reflect the most
exposed (least private) communication segment.
Valid values: Unknown, Private, VirtualPrivate, SemiPublic, Public
Default value: Private
PSSMsgMAC Open Enum Optional Repeating The type of MAC processing performed on the document.
Valid values: None, Channel, PassThrough
PSSMsgEncryption Open Enum Optional Repeating The type of encryption performed on the document.
Valid values: None, Channel, EndToEnd
PSSCATSecLevel Open Enum Optional The CAT security level defines the security level of a CAT
(cardholder activated terminal) device.
Valid values: PIN, SST, LMT, IFC
end Aggregate

4.2.21 — Point of Service Capabilities <POSCapabilities>

The Point of Service Capabilities aggregate provides information about the transaction processing capabilities of the

transaction acquirer.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
POSAttended Boolean Optional An agent of the card acceptor attends the service device. Default is
false.
POSOperation Open Enum || Optional Repeating Valid values: CustomerOperated, AcceptorOperated,
AdministratorOperated, ScheduleOperated
POSEntryCapability Open Enum || Optional Repeating Valid values: Unknown, Manual, MagStripe, BarCode, OCR, ICC,
Customer.
POSCaptureCapability Boolean Optional The service provider can capture the identification device. Default is
false.
POSVerifyCapability Open Enum || Optional Repeating Valid values: Unknown, None, Signature, PicturelD, OnlinePIN,
OfflinePIN, DigitizedSignature, Biometrics, ICCSignature, Certificate,
AddressVerification, TelephoneNumberVerification,
PersonallnfoVerification.
POSOutCapabilities Open Enum || Optional Repeating Valid values: None, TrackRewrite, ICCUpdate
end Aggregate

4.2.22 — Point of Service Agent <POSAgent>

The Point of Service Agent aggregate provides information about the agent or employee of the transaction acquirer that
assisted the customer in processing the transaction. This aggregate is used for acceptor operated devices.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
AgentType Open Enum Optional The type of agent that assisted the customer creating this message.
Valid values: Unknown, Clerk, Manager, IndependentAgent,
AuthorizedAgent
Default value: Clerk
Agentld Identifier Optional The identification of the agent of the card acceptor that attended the
service device while this message was created. This will usually be
the Id of a clerk or similar employee of the card acceptor.




" end Aggregate

4.2.23 — Point of Service Data <PointOfServiceData>

The Point of Service Data aggregate provides information about the environment, capabilities and policies of the
transaction acquirer. An account owner or intermediary can use the information in this aggregate to determine the type
of transaction the customer is trying to perform and the environment it is being performed under. It also contains
conditions that the transaction acquirer detected concerning the customer's use of its facilities.

Datatype: Aggregate

Tag [Type [[Usage |[Description/Context notes
begin Aggregate
Environment Open Enum Required The environment that this customer interaction occurred under.
Valid values: Unknown, Mail, Telephone, ECommerce, MCommerce,
Recurring, StoredData, POS, CAT, ATM, Deferred, Installment
POSCapabilities Aggregate Optional Transaction acceptor point of service capabilities.
POSSecurity Aggregate Optional Transaction acceptor point of service security features.
POSAgent Aggregate Optional Transaction acceptor agent (clerk) information.
IdentCharacterData Aggregate Optional Customer identification device characteristics.
POSLocation Open Enum Optional Valid values: Unknown, OnPremise, OffPremise, Retail, Customer,
Agent, Branch, CallCenter
PostingSessionld Identifier Optional Posting Session Identifier. Unique identifier on the server indicating
which posting session parameters should be used for this transaction
and where any server-maintained session totals should be updated.

end Aggregate

4.2.24 — Card Logical Data <CardLogicalData>

The logical data associated with a card. This is data usually associated with manually reading the face of the card.

Datatype: Aggregate

Tag [[rype

||Usage

||Descripti0n/Context notes

begin Aggregate

CardEmbossNum ||NC-64

Required

The primary card number or PAN number. The account or card
number embossed on the card.

CardSegNum NC-16

Optional

The sequence (plastic) number of this card. The number further
qualifies the embossed number to distinguish cards with a common
account relationship.

Brand Open Enum

Optional

The name that identifies the type of card presented. It will typically be
the name of the association or company that authorized the issuance
of the card.

Defined Values:

AmEXx - The American Express Company,
CarteBlanche - Carte Blanche,

CarteBancaire - Carte Bancaire,

DinersClub - Diners Club International,
Discover - Dean Witter, Discover & Co,
Europay - (formerly Eurocheque International),
JCB - JCB International,

MasterCard - MasterCard International,

VISA - VISA USA or VISA International

IssuerName C-80

Optional

Description. The name of the card. eg., Sears, Hudson's, Bay Co.




Technology Open Enum Optional The type of card presented or inferred by the customer.
Valid values: MagStripeCard, ICCCard

IssDt DateTime Optional Card Issue Date for non Fl issued cards only. If it is an Fl issued
card, this information should be included in the
<ldentCharacterData>.

ExpDt DateTime Optional Expiration date for card. If the card has only month and year
expiration, the last day of the month must be specified here.

CardVrfyData C-16 Optional Card verification data. This field contains data printed on the card
that is manually entered. This is data that cannot be automatically
read from a card as it is used. This data is used to ensure the
physical presence of the actual card.

Name C-40 Optional Customer Name. Name on the front of this card (exactly as it appears
on the card).

CSPhoneNum Phone Number Optional Card (customer) service phone number

end Aggregate

4.2.25 — Passport <Passport>

Provides further passport information. It will replace <PassportNumber> and <PassportCountry> in IFX 2.0.

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Context notes
begin Aggregate
PassportNumber C-32 Required The serial number of the identification provided by the customer.
PassportCountry NC-3 Required The 3 character ISO code for the country where the passport was
issued.
IssueLoc C-80 Optional Passport issue location. This may be a foreign embassy.
IssDt DateTime Optional Passport issue date.
ExpDt DateTime Optional Passport expiry date.
end Aggregate

4.2.26 — Passbook Acceptance Data <PassbkAcceptData>

Data that represents the passbook. Used for customer verification.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-xor Required
Passbkld Identifier Required XOR Passbook Identifier
PassbkInfo Aggregate Required XOR Passbook Information Aggregate
end-xor
end Aggregate

4.2.27 — Personal Identification <Personalldent>
The identification presented by the customer.

Datatype: Aggregate

Tag ||Type ||Usage

||Description/Conte><t notes

begin Aggregate

AccountHolder Boolean Required

True - customer has one or more accounts with this FI.




|| False - customer does not have any accounts with this FI.
begin-xor Required
PersonVerifyType Open Enum Required XOR Personal Verify Type. This element will contain the type of
information that was used to authenticate the customer. It will be
used if the customer was verified, by the teller, through private
information that is stored on the database or if the identification
presented to the teller was viewed but not recorded.
Valid values: Privatelnfo, TINInfo, EmploymentData, Passport,
GovlssueData, Otherldent
Personlinfo Aggregate Required XOR Person Information Aggregate. This element will be used if the details
of the piece of identification, used to authenticate the customer, need
to be recorded.
end-xor
end Aggregate

4.2.28 — Government Issued Identification <Govlssueldent>

Datatype: Aggregate

Tag [[Type J[Usage |[Description/Context notes
begin Aggregate
GovlssueldentType Open Enum Required Government Issued Identification.Valid Values:
e DriversLicense
o BirthCertificate
e HealthCard
o Militaryldent
e PermResldent
e GovEmpldent
o Retirementldent
e VoterRegldent
e Other
IdentSerialNum NC-32 Required Identification serial number
GovOrg Open Enum Required The level of government that issued the identification.
Valid values: Country, State, Province, Municipal, County
GovOrgName C-80 Optional The name of the government organization that issued the
identification, e.g., Air Force, Army, Health Ministry, Motor Vehicle.
GovRank C-32 Optional Government Rank. Used if type is Military.
StateProv C-32 Optional State/Province. The State or Province the Id was issued.
Country NC-3 Optional Country. The Country the Id was issued.
Desc C-80 Optional A description of the identification if it is not clear by the
IdentVerifyType.
IssDt DateTime Optional Identification issue date.
ExpDt "DateTime Optional Identification expiry date.
end Aggregate

4.2.29 — Employment Data <EmploymentData>

Employment Data . Contains Employment History and Employee Identification data.

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Context notes
begin Aggregate
Employeeldent Aggregate Optional Employer Identification. This aggregate includes the Employer Name
and the Employee Id. It is used for identifciation purposes.
EmploymentHistory Aggregate Optional Repeating Employment History Aggregate. This will become a sub-aggregate of
Employment Data in IFX 2.0.

end Aggregate




4.2.30 — Employee Identification <Employeeldent>

Employer Identification. This aggregate includes the Employer Name and the Employee Id. It is used for identifciation
purposes.

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Conte><t notes
begin Aggregate
EmployerName C-80 Optional Employer Name.
Desc C-80 Optional A dgscription of the type of identification. eg. Picture ID employee
card.
EmployeeldentiNum NC-32 Required Employee identification number
IssueLoc C-80 Optional The location where the identification was issued.
IssDt DateTime Optional Identification issue date
ExpDt DateTime Optional Identification expiry date
end Aggregate

4.2.31 — Other Identification Document <OtherldentDoc>

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes

begin Aggregate
Desc ||C-80 Required A description of the identification
IdentSerialNum ||NC'32 Required Identification serial number
Issuer NC-32 Required The name of the identification issuer
IssueLoc C-80 Optional The location where the identification was issued.
IssDt DateTime Optional Identification issue date
ExpDt "DateTime Optional Identification expiry date

end Aggregate

5 — Security

<section intentionally left blank>

5.1 — Channel Level Security vs. Application Level Security

The IFX Specification is designed to provide messages and data elements necessary to provide Application Level
Security on top of an existing secure communications channel between the client and server. This Channel Level
Security is not specified in this document, which is intentionally transport-independent. The mechanism used to provide
this secure communications channel will be specified in each of the IFX Implementation Specifications associated with
this document.

5.2 — Application Level Security in the IFX Specification

The IFX Specification supports a Customer Login ID and Password for each Signon Realm that the customer must
access for their services. Each Signon Realm may have different rules regarding Customer Password length and
composition; the rules may be found in the <Signoninfo> aggregate returned to the client in the <xxxSvcProfinfo> . Each
CSP may also independently set its requirements for Customer Password Encryption.

Note: At present, The IFX Specification supports several values for encryption of passwords and other
authentication information. The first defined value is NONE, which relies entirely on channel level security and



sends passwords as clear text. The other defined values enable a password or similar authentication information
(up to 117 bytes) to be encrypted by the client or server and passed as a 128-byte binary element that may be
decrypted by the receiver. Encryption keys can be generated with a 1024-bit modulus and distributed in an "out of

band" process. Alternatively, with the use of the Security Object, encryption keys can be generated and distributed
in an "in-band" process.

Once a client authenticates with a CSP, the client may perform messages for any of the Services enabled by the CSP. If
the client wishes to perform a message from a Service that has not been enabled for the current CSP, the client must
authenticate with the CSP for which the desired Service has been enabled.

5.3 — Security Common Elements And Aggregates

<section intentionally left blank>

5.3.1 — Customer Password <CustPswd>

Datatype: Aggregate

Tag [[Type |[Usage |[Description/Context notes
begin Aggregate
CryptType gpe” Required Profiled values Encryption Type.
num

Must be supported in list of encryption types in <Signonlinfo> in the
CSP's Service Profile.

SecObjld Identifier || Optional Repeating but see Identifier of Security Object on which the <CryptPswd> is encrypted
Description

Note: If security objects are managed in band, this element should be
included in order to know how to decrypt <CryptPswd>

begin-xor Required
Pswd C-32 Required XOR Clear text Password. Used only when <CryptType> = None
CryptPswd ||Aggregate (| Required XOR Encrypted Password. Used when <CryptType> # None.
end-xor
end Aggregate

5.3.2 — Signon Password <SignonPswd>
for Signon with <Custld>/<CustPswd> authentication method

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
SignonRole Open Enum Optional Signon role.

Defined values: Customer, CSR, Agent, Teller

Default value is Customer

Custld Aggregate Required Customer Identification Aggregate. This is the identifier of the user
signing on.

CustPswd Aggregate Required Customer Password Aggregate.

GenSessKey Boolean Optional Session Key Requested Indicator. True indicates that the client is

requesting a Session Key in the response. False or absent indicates
that the client is not requesting a Session Key in the response.

end Aggregate

5.3.3 — Signon Certificate <SignonCert>

for Signon with Embedded Certificate



Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate

SignonRole Open Enum Optional Signon role.

Defined values: Customer, CSR, Agent, Teller
Default value is Customer

Custld Aggregate Required Customer Identification Aggregate. This is the identifier of the user
signing on.

Certificate Aggregate Required Certificate used for authentication.

GenSessKey Boolean Optional Session Key Requested Indicator. True indicates that the client is
requesting a Session Key in the response. False or absent indicates
that the client is not requesting a Session Key in the response.

end Aggregate

5.3.4 — Signon Transport <SignonTransport>

for Signon with transport certificate (i.e., SSL) authentication method.

Datatype: Aggregate

Tag |[Type [Usage |[Description/Context notes
begin Aggregate
SignonRole Open Enum Optional Signon role.
Defined values: Customer, CSR, Agent, Teller
Default value is Customer
Custld Aggregate Required Customer Identification Aggregate. This is the identifier of the user
signing on.
GenSessKey Boolean Optional Session Key Requested Indicator. True indicates that the client is
requesting a Session Key in the response. False or absent indicates
that the client is not requesting a Session Key in the response.

end Aggregate

5.3.5 — Signon Magnetic Stripe/PIN <SignonMagPIN>

for Signon with a magnetic stripe card and a PIN pad

Datatype: Aggregate

Tag [[Type [[lUsage |[Description/Context notes
begin Aggregate
SignonRole gpen Optional Signon role.
num

Defined values: Customer, CSR, Agent, Teller

Default value is Customer

CardMagData |[Aggregate || Required

Card Magnetic Stripe Data

CryptType gpe” Optional but see Description Encryption Type. <CryptType> will be required in IFX 2.0.
num

Must be supported in list of encryption types in <SignonInfo> in the
CSP's Service Profile.
Note: If security objects are managed in band, this element should be
included in order to know how to decrypt <PINBlock>

PINBlock NC-32 Required PIN pad data

SecObjld Identifier || Optional Repeating but see Identifier of Security Object on which the <PINBlock> is encrypted.

Description <SecObjld> will be required in IFX 2.0

Note: If security objects are managed in band, this element should be

included in order to know how to decrypt <PINBlock>




Boolean Optional Session Key Requested Indicator. True indicates that the client is
requesting a Session Key in the response. False or absent indicates

that the client is not requesting a Session Key in the response.

GenSessKey

end Aggregate

5.3.6 — Session Key <SessKey>

As an option, a client may request that the server generate and return a Session Key <SessKey> during a <SignonRg>.
A Session Key may have an associated Expiration DateTime, after which it may not be used. If a client has a Session
Key that has not expired, it may use the <SessKey> in subsequent <SignonRg>s.

This mechanism addresses several requirements:

« It allows a server to efficiently process multiple <SignonRg>s from the same client over a relatively short time
period. A batch-oriented client may group messages into a number of batches so that the results of the preceding
batch are known when the next is submitted. The <SignonRg> in the first batch must contain a <Custld> and/or
any other required authentication information. The <SignonRg> within subsequent batches may then contain the
<SessKey> returned by the first <SignonRs>, in lieu of other authentication mechanisms.

It allows a server to efficiently process multiple <SignonRg>s for the same user, but not necessarily the same

client, over a short period of time. For example, a PFM client may invoke a web browser to support a CSP

function that is not directly supported by the PFM client. The PFM client may use the <SessKey> obtained from
the <SignonRs> to issue a <SignonRg> for the web browser session.

« A batch or interactive client may process multiple Services with different Service Providers; e.g., VRU sends Pay
messages to a different SP than Banking. The CSP and other SPs have a shared authentication mechanism. The
client may use the <SessKey> obtained from the <SignonRs> from the CSP as part of the <SignonRg> to the
other SPs, rather than having to either store the user password or prompt the user to enter his/her password a
second time.

A Session Key does not include the credentials of the entity specified in the <SignonOverride> aggregate.

Datatype: NC-64

5.4 — Authentication

<section intentionally left blank>

5.4.1 — Description
Customer Authentication Messages are used to authenticate customers and address security at the application level.

The Authentication messages are the only IFX messages without <RqUID> s, as there may be only one per IFX
document.

5.4.2 — Signon

The Signon message is used to authenticate an IFX client. Unlike other IFX messages, the <SignonRs> does not echo
all elements of the request, for security reasons. Also, because there must be only one <SignonRqg> per IFX block, there
is no <RqUID> in either the request or the response.

If none of the optional signon methods are provided, the signon is anonymous.

Customer authentication is between the IFX client and the IFX server. Other providers behind the IFX server are
expected to rely on the authentication performed by the initial IFX server (note this does not apply if the client is
redirected, or handed off, to another CSP). Intermediate elements, such as HTTP proxies, do not participate in the
customer authentication exchange. The IFX server may rely on a different server to actually verify the customer
password, but this is a local matter.

Note: Signon and Signoff are the only two messages to occur at the top level of IFX, rather than being contained
within a service wrapper.
5.4.2.1 — Signon Request <SignonRqg>

The Signon request message is used to authenticate an IFX client. Because there must be only one <SignonRg> per
IFX block, there is no <RqUID> in either the request or the response. Note: Signon and Signoff are the only two



messages to occur at the top level of IFX, rather than being contained within a service wrapper.

See the matching response message SignonRs

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
begin-xor Optional
SignonPswd Aggregate Optional XOR Signon with <Custld>/<CustPswd> authentication method.
SignonCert Aggregate Optional XOR Signon with embedded certificate.
SignonTransport ~ ||Aggregate Optional XOR Signon with transport certificate (i.e., SSL) authentication method.
SignonMagPIN Aggregate Optional XOR Signon with a magnetic stripe card and a PIN pad
SignonICC Aggregate Optional XOR Signon with an Integrated Circuit Card, where the card does not
contain a magnetic stripe or where the primary account number from
the chip rather than the magnetic stripe is used for calculating the
PINBlock or where the card verifies the PINBlock.
SessKey NC-64 Optional XOR Authentication Key. Issued previously based on Password. Valid only
for a fixed interval, as set by the server.

end-xor

SignonOverride Aggregate Optional Authentication used for overriding functions that could not normally
be performed by the signed on user.

ClientDt DateTime Required Client DateTime. Time according to the client.

Note: This is typically used by customer service to resolve problems
regarding cut-off time or timeliness of customer messages. It may be
compared with the server time to determine whether there is a
discrepancy.

CustLangPref NC-17 Required Profiled values The Client Language Preference has the same valid values as all
other language elements.

Must be one of those supported in the Service Profile.

ClientApp Aggregate Required Client Application Aggregate. Manufacture, name, and version of the
client endpoint of the IFX message.

ProxyClient Aggregate Optional Proxy Client Aggregate. In the case where the IFX client is
composing requests for some other application that the user is
running (e.g., @ Web browser), the details of the customer’s interface
application should be included here. It has the same structure as the
<ClientApp> aggregate

EU.Cur Closed Enum || Optional Euro currency selection. Used only in countries supporting the euro
currency.

Valid Values: Local, Euro.

SuppressEcho Boolean Optional Profiled support || If True, the client requests echoed fields to not appear in responses.
If False or absent, the client requests echoed fields to appear in
responses.

The SP may choose to not honor the request and therefore send
echoed fields in responses.
end Aggregate

5.4.2.1.1 — Signon Override <SignonOverride>

Signon override. Authentication used for overriding functions that could not normally be performed by the signed on
user. Typically used in a teller environment where the document requires a supervisor override.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
OverrideType Open Enum Required Type of override being performed.
Defined values: Clerk, Agent, Teller, Supervisor, Manager
begin-xor Required
SignonPswd Aggregate Required XOR Signon with <Custld>/<CustPswd> authentication method.
SignonCert Aggregate Required XOR Signon with embedded certificate.
Aggregate




SignonMagPIN " " Required XOR " Signon with a magnetic stripe card and a PIN block.

end-xor

end Aggregate

5.4.2.2 — Signon Response <SignonRs>
Must be provided in cases where the IFX request document was valid.

The Signon response message is used to authenticate an IFX client. Unlike other IFX messages, the <SignonRs> does
not echo all elements of the request, for security reasons. Note: Signon and Signoff are the only two messages to occur
at the top level of IFX, rather than being contained within a service wrapper.

See the matching request message SignonRq

Datatype: Aggregate

Tag [Type |[Usage |[Description/Context notes
begin Aggregate
Status Aggregate Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).
begin-block Optional but see Description || required if message is successful
SignonRole Open Enum || Optional Echoed Signon role.
Custld Aggregate Optional Echoed Customer Identification Aggregate. This is the identifier of the user for

whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

Note: In cases where <Status> <Severity> is Error, echoing <Custld>

is optional.
GenSessKey Boolean Optional Echoed User Key Requested Indicator.
ClientDt "DateTime Required Echoed Client DateTime.
CustLangPref NC-17 Required Echoed Customer Language Preference Aggregate.
ClientApp Aggregate Required Echoed Client Application Aggregate.
ProxyClient Aggregate Optional Echoed Proxy Client Aggregate.
EU.Cur Closed Enum|| Optional Echoed Euro Currency Selection.
ServerDt DateTime Required Server DateTime. System time according to the server.
SessKey NC-64 Optional Session Key.

Included only at client request in <SignonRg>.

ExpDt DateTime Optional Session Key Expiration DateTime. Included only if <SessKey> is
returned.
Language NC-17 Required Language.
UpdatedMagData [|Aggregate Optional Updated Magnetic Data
end-block

end Aggregate

5.4.3 — Signoff
A client that has no further messages to perform should send a <SignoffRg> to indicate to the CSP that no more
messages will be sent in this session and server resources may be freed and reallocated to other customers. The client
may begin another session whenever it has new messages to perform by using the <SignonRg> . Because there may
be only one <SignoffRg> per IFX block, there is no <RqUID> in either the request or the response.
Note: Signon and Signoff are the only two messages to occur at the top level of IFX, rather than being contained
within a service wrapper.

5.4.3.1 — Signoff Request <SignoffRq>

Signoff Message.



See the matching response message SignoffRs

Datatype: Aggregate

Tag |[Type [Usage |[Description/Context notes
begin Aggregate

Custld /Aggregate Optional Customer ID. Provided only in the case where a CSR is forcing a
Signoff of a customer.

end Aggregate

5.4.3.2 — Signoff Response <SignoffRs>
Must be provided if <SignoffRq> was provided in the request document.

See the matching request message SignoffRq

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Context notes
begin Aggregate
Status Aggregate Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).
begin-block Optional but see Description required if message is successful
Custld "Aggregate Optional Echoed Customer ID.
end-block

end Aggregate

6 — The Base Service

The Base Service in IFX includes messages that perform basic communication functions that must take place between
parties (client and server or between different service providers). These messages are grouped into functions including
Service Profile, Customer Authentication, Customer Profile, General Email, and Customer Service.

IFX uses Service Profile messages to communicate information about a Service Provider's services and configuration to
a client.

Customer Profile Messages provide for the registration of Customers with Service Providers, and the maintenance of
that information.

Customer Service messages provide administrative functions to assist Customer Service Representatives in serving
customers.

6.1 — Base Service Message Summary

<section intentionally left blank>

6.1.1 — Base Service Request <BaseSvcRqg>

The Base Service in IFX includes messages that perform basic communication functions that must take place between
parties (client and server or between different service providers). These messages are grouped into functions including
Service Profile, Customer Authentication, Customer Profile, General Email, and Customer Service.

IFX uses Service Profile messages to communicate information about a Service Provider’s services and configuration
to a client.

Customer Profile Messages provide for the registration of Customers with Service Providers, and the maintenance of
that information.

Customer Service messages provide administrative functions to assist Customer Service Representatives in serving
customers.

See the matching response message BaseSvcRs




Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes
begin Aggregate

RqUID uuiD Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRgHdr Aggregate|| Optional Message Request Header aggregate.

AsyncRqUID UuID Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

SPName Identifier || Optional Service provider name. May be provided by the client to clearly
identify which service provider is the intended destination for this
collection of messages. It is required in instances where the
destination would otherwise be ambiguous.

begin-xor Required XOR

9 Repeating

SvcProfingRgq /Aggregate|| Required XOR Allows the client to retrieve a current view of the services supported
by the SP, the Authentication Realms that must be used for
authentication, and basic information about the SP.

HollngRg /Aggregate|| Required XOR Allows a client to retrieve a list of Bank Holidays observed by the
Service Provider.

CustAddRq /Aggregate|| Required XOR Allows client to provide customer personal details and indicate desire
to use IFX Specification to communicate with a Financial Institution.
SP may respond with Customer Login ID and Password or may
provide these to the customer through another channel.

CustModRg /Aggregate|| Required XOR Allows client to modify previously provided customer name, address,
and contact information.

CustPswdModRq /Aggregate|| Required XOR Allows a client to modify a Customer Password. Note: this message
will be deprecated in IFX 2.0, replaced by the Customer
Authentication Modify message.

CustAuthModRq /Aggregate|| Required XOR Allows a client to modify a customer’s authentication credentials.
Note: this message replaces the Customer Password Modify
message, which will be deprecated in IFX 2.0

CustAuthRevRq /Aggregate|| Required XOR Allows a client to reverse a previous customer authentication
modification

CustStatusModRq /Aggregate|| Required XOR The Customer Status Modify Message is used primarily by CSRs to
reset the status and counters that were set when a user exceeded
the invalid password threshold.

CustDelRq /Aggregate|| Required XOR Allows client to unenroll, deleting previously provided customer
name, address, and contact information.

CustingRg /Aggregate|| Required XOR Allows client to retrieve current customer profile, including customer
name, address, and contact information.

CustldingRgq /Aggregate|| Required XOR Allows client to retrieve either the login id corresponding to a
permanent id, or the permanent id corresponding to a login id.

CustAudRq /Aggregate|| Required XOR Allows client to audit Customer messages associated with the current
customer.

CustSyncRq /Aggregate|| Required XOR Allows client to synchronize Customer messages associated with the
current customer.

CustSvcAddRg /Aggregate|| Required XOR Allows client to request the enabling of a service for a customer.
Optionally allows an SP to return terms and conditions to the
customer for acceptance.

CustSvcModRq /Aggregate|| Required XOR Allows the client to modify the fee account for a service.

CustSvcStatusModRq /Aggregate|| Required XOR Allows the client to modify the customer/service link status.

CustSvcDelRq /Aggregate|| Required XOR Allows client to request the disabling of a service for the customer.

CustSvcAudRq /Aggregate|| Required XOR Allows client to audit Service Enable and Disable messages
associated with the current customer.

CustSveSyncRq /Aggregate|| Required XOR Allows client to synchronize Service Enable and Disable messages
associated with the current customer.

SvcAcctAddRq /Aggregate|| Required XOR Allows client to request activation of an account for one of the
customer?s services. Optionally allows an SP to return terms and
conditions to the customer for acceptance.

SvcAcctModRq /Aggregate|| Required XOR Allows client to request modification of an account for one of the
customer?s services. Optionally allows an SP to return terms and
conditions to the customer for acceptance.

/Aggregate i
q . I
SvohcctSiatushodR gares Required XOR Allows client to request modification of the status of an account for




one of the customer?s services.

SvcAcctRevRg /Aggregate|| Required XOR Allows a client to reverse a previous service account request
message.

SvcAcctldModRq /Aggregate|| Required XOR Allows client to request replacement of one account for another
within one of the customer?s services.

SvcAcctDelRg /Aggregate|| Required XOR Allows client to request deactivation of an account for one of the

customer?s services.

SvcAcctingR

/Aggregate

Required XOR

Allows client to retrieve account and service current state, and
account balances.

SvcAcctAudRg

/Aggregate

Required XOR

Allows client to audit Account Activation and Deactivation messages
associated with the current customer.

SvcAcctSyncRq /Aggregate|| Required XOR Allows client to synchronize Account Activation and Deactivation
messages associated with the current customer.

DisclngRq /Aggregate|| Required XOR Allows client to retrieve disclosures.

CustDiscStatusModRq /Aggregate|| Required XOR Allows client to accept a disclosure received as part of the service

enable/disable/modification and account
activation/deactivation/modification process.

CustDisclngRgq

/Aggregate

Required XOR

Allows a customer to inquire about his/her associated disclosures for
accounts or services.

SecObjAddRq /Aggregate|| Required XOR Allows a client to create a security object. A security object is used
for distributing encryption keys with IFX business messages using an
"in-band" process.

SecObjModRg /Aggregate|| Required XOR Allows a client to modify a security object.

SecObjingRq /Aggregate|| Required XOR Allows a client to inquiry on a security object.

SecObjDelRq /Aggregate|| Required XOR Allows a client to delete an instance of a security object.

SecObjAdviseRq /Aggregate|| Required XOR This message is sent to a terminal (e.g. ATM or POS) to trigger a

remote key load process. This message can also be sent by a
terminal to provide information on a security object that was loaded
using an "out-of-band" process (e.g. manually loaded, injected from
another system, etc.).

SecObjSyncRq

/Aggregate

Required XOR

Allows a client a means to synchronize the security objects known by
both the client and server.

PartyAcctRelAddR

/Aggregate

Required XOR

The Party Account Relationship Add function relates parties to
accounts with relationship types. This function will also be used to
add parties, owners and non-owners, to existing accounts that
already have at least one party to account relationship.

PartyAcctRelDelRq

/Aggregate

Required XOR

The Party Account Relationship Delete Function will delete related
parties from a specific account.

PartyAcctRellngRg

/Aggregate

Required XOR

The Party Account Relationship Inquiry function returns parties
related to a specific account, and can also be used to return the
account associated with a particular party. This function will return
base account ownership information such as Relationship Type,
Primary Contact, and Tax Responsible Indicators. In addition, limited
high level account information such as Account Status and Product
will be returned.

PartyAcctRelModRq

/Aggregate

Required XOR

The Party Account Relationship Modify function is used to modify the
relationship a party has with an account.

EMVCardAdviseRq /Aggregate|| Required XOR EMV Card Advice Request

CardAdviseRq /Aggregate|| Required XOR Card Advise Message

CardPrefAddRq /Aggregate|| Required XOR Used to add a card preference. This is not used if a card preference
relationship has already been established between a card and a
business function.

CardPrefModRq /Aggregate|| Required XOR Used to modify a card preference object ? to alter the preferred

account type, amount, or receipt printing option.

CardPreflngRq /Aggregate|| Required XOR Used to inquire on a card preference object.
CardPrefDelRq /Aggregate|| Required XOR Used to delete a card preference object.

CardPrefAudRq /Aggregate|| Required XOR Used to audit changes to a card preference object.
CardPrefSyncRq /Aggregate|| Required XOR Used to synchronize changes to a card preference object.
CardPrefRevRq /Aggregate|| Required XOR Used to reverse an operation on a card preference object.
CardPrefStatusModRq /Aggregate|| Required XOR Used to update the status of a card preference object.

PostingSessionAddRq

/Aggregate

Required XOR

Allows an individual (eg. teller, CSR, or operator) or a device (eg.
kiosk) to start a session with the server and establish session
parameters.

PostingSessionModRq

/Aggregate

Required XOR

Allows an individual (eg. teller, CSR, or operator) or a device (eg.
kiosk) to modify a previously established session with the server
without having to undergo full session verification.

PostingSessionIngR

/Aggregate

Required XOR

Allows an individual (eg. teller, CSR, or operator) or a device (eg.
kiosk) to inquire on session parameters.




PostingSessionAudRq /Aggregate|| Required XOR Allows a client to audit Posting Session Add/Modify/StatusMod

messages.
PostingSessionStatusModRq |[Aggregate|| Required XOR Allows a teller, CSR or operator to modify a Posting Session status
SessionTotalsIngRg /Aggregate|| Required XOR Allows for inquiry of an indicated session or for all sessions for a

teller, CSR, customer or POS device.

end-xor

end Aggregate

6.1.2 — Base Service Response <BaseSvcRs>

The Base Service in IFX includes messages that perform basic communication functions that must take place between
parties (client and server or between different service providers). These messages are grouped into functions including
Service Profile, Customer Authentication, Customer Profile, General Email, and Customer Service.

IFX uses Service Profile messages to communicate information about a Service Provider’s services and configuration
to a client.

Customer Profile Messages provide for the registration of Customers with Service Providers, and the maintenance of
that information.

Customer Service messages provide administrative functions to assist Customer Service Representatives in serving
customers.

See the matching request message BaseSvcRq

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes

begin Aggregate

begin-block Required

Status "Aggregate Optional Response status.

RquID uuiD Required The Identifier of the Request that resulted in this response.

MsgRgHdr Aggregate|| Optional Echoed || Message Request Header aggregate.

MsgRsHdr Aggregate|| Optional Message Response Header aggregate.

AsyncRqUID uuiD Optional Echoed || Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.
end-block

begin-block Optional but see || required if message is successful

Description
SPName Identifier || Optional Echoed || Service provider name. May be provided by the client to clearly
identify which service provider is the intended destination for this
collection of messages. It is required in instances where the
destination would otherwise be ambiguous.
begin-xor Require_d XOR
Repeating

SvcProfingRs Aggregate|| Required XOR Service Profile Inquiry Response

HollngRs Aggregate(| Required XOR Holiday Inquiry Response

CustAddRs Aggregate|| Required XOR || Customer Add Response

CustModRs Aggregate|| Required XOR Customer Modify Response

CustPswdModRs Aggregate|| Required XOR Customer Password Modify Response

CustAuthModRs Aggregate(| Required XOR Customer Authentication Modify Response

CustAuthRevRs Aggregate|| Required XOR Customer Authentication Reversal Response

CustStatusModRs Aggregate|| Required XOR Customer Status Modify Response

CustDelRs Aggregate(| Required XOR Customer Delete Response

CustingRs Aggregate|| Required XOR Customer Inquiry Response

CustldIngRs Aggregate|| Required XOR Customer Identifier Inquiry Response

CustAudRs Aggregate|| Required XOR Customer Audit Response

CustSyncRs Aggregate|| Required XOR Customer Sync Response




CustSvcAddRs Aggregate|| Required XOR Customer/Service Link Add Response
CustSvcModRs Aggregate|| Required XOR Customer/Service Link Modify Response
CustSvcStatusModRs Aggregate|| Required XOR Customer/Service Link Status Response
CustSvcDelRs Aggregate|| Required XOR Customer/Service Link Delete Response
CustSvcAudRs Aggregate|| Required XOR Customer/Service Link Audit Response
CustSvcSyncRs Aggregate{| Required XOR Customer/Service Link Sync Resposne
SvcAcctAddRs Aggregate|| Required XOR Service Account Inquiry Response
SvcAcctModRs Aggregate(| Required XOR Service Account Link Modify Request
SvcAcctStatusModRs Aggregate|| Required XOR Service Account Status Modify Response
SvcAcctRevRs Aggregate|| Required XOR Service Account Reversal Response
SvcAcctldModRs Aggregate|| Required XOR Service / Account Link Identifier Modify Response
SvcAcctDelRs Aggregate|| Required XOR Service / Account Link Identifier Delete Response
SvcAcctingRs Aggregate|| Required XOR Service/Account Link Inquiry Response
SvcAcctAudRs Aggregate|| Required XOR Service/Account Link Audit Response
SvcAcctSyncRs Aggregate|| Required XOR Service/Account Link Sync Response
DiscIngRs Aggregate|| Required XOR Disclosure Inquiry Response
CustDiscStatusModRs Aggregate|| Required XOR || Customer/Disclosure Link Response
CustDisclngRs Aggregate|| Required XOR Customer/Disclosure Link Inquiry Response
SecObjAddRs Aggregate(| Required XOR Security Object Add Response
SecObjModRs Aggregate|| Required XOR || Security Object Modify Response
SecObjlngRs Aggregate|| Required XOR Security Object Inquiry Response
SecObjDelRs Aggregate|| Required XOR Security Object Delete Response
SecObjAdviseRs Aggregate(| Required XOR Security Object Advise Response
SecObjSyncRs Aggregate|| Required XOR Security Object Sync Response
PartyAcctRelAddRs Aggregate|| Required XOR Party to Account Relationship Add Response
PartyAcctRelDelRs Aggregate(| Required XOR Party to Account Relationship Delete Response
PartyAcctRellngRs Aggregate| Required XOR Party to Account Relationship Inquiry Response
PartyAcctRelModRs Aggregate|| Required XOR Party to Account Relationship Modify Response
EMVCardAdviseRs Aggregate|| Required XOR EMV Card Advise Response
CardAdviseRs Aggregate|| Required OR Card Advise Response
CardPrefAddRs Aggregate|| Required XOR Card Preference Add Response
CardPrefModRs Aggregate|| Required XOR Card Preference Modify Response
CardPreflngRs Aggregate(| Required XOR Card Preference Inquiry Response
CardPrefDelRs Aggregate(| Required XOR Card Preference Delete Response
CardPrefAudRs Aggregate|| Required XOR Card Preference Audit Response
CardPrefSyncRs Aggregate{| Required XOR Card Preference Synchronization Response
CardPrefRevRs Aggregate|| Required XOR Card Preference Reversal Response
CardPrefStatusModRs Aggregate| Required XOR Card Preference Status Modify Response
PostingSessionAddRs Aggregate|| Required XOR Posting Session Add Response
PostingSessionModRs Aggregate|| Required XOR Posting Session Modify Response
PostingSessionIngRs Aggregate|| Required XOR Posting Session Inquiry Response
PostingSessionAudRs Aggregate|| Required XOR Posting Session Audit Response
PostingSessionStatusModRs ||Adgregate(| Required XOR Posting Session Status Modify Response
SessionTotalsIngRs Aggregate|| Required XOR Session Totals Inquiry Response
end-xor
end-block
end Aggregate

6.2 — Base Service Common Elements And Aggregates

<section intentionally left blank>



6.2.1 — Service Profile Common Elements

<section intentionally left blank>

6.2.1.1 — Messages Supported Element <MsgSupt>

The <MsgSupt> element is included in the Service Profile for each service. It provides the client with a list of supported
messages for that service.

The convention is to use the name of the message without the Rq or Rs so that each message is only listed once.

Datatype: Open Enum

Enumerated Values

Value Description||ls defaulf]
SvcProflng N
Hollng

CustAdd

CustMod
CustPswdMod
CustAuthMod
CustAuthRev
CustStatusMod
CustDel

Custing

Custlding

CustAud

CustSync
CustSvcAdd
CustSvcMod
CustSvcStatusMod
CustSvcDel
CustSvcAud
CustSvcSync
SvcAcctAdd
SvcAcctMod
SvcAcctStatusMod
SvcAcctRev
SvcAcctldMod
SvcAcctDel
SvcAccting
SvcAcctAud
SvcAcctSync

Disclnq
CustDiscStatusMod
CustDiscIng
SecObjAdd
SecObjMod
SecObjing
SecObjDel
SecObjAdvise
SecObjSync
PartyAcctRelAdd
|[PartyAcctRelDel
|[PartyAcctReling
|[PartyAcctRelMod
EMVCardAdvise
CardPrefAdd
CardPrefMod
CardPreflng
CardPrefDel
CardPrefAud
CardPrefSync

Z\Zz||1Z||Zz||z|Zz||Zz||z||Zz||Zz{|Zz||Z||Z||Z||Z||Zz{|Zz||Z||Z||Z|[|Z||Z{|Z||Z||Z|[Z||Z||Z||Z|Z||Z|[|Z||Z{|Z|Z||Z||Z||Z||Z|Z|Z||Z|[Z]||Z]|Z||Z|=Z




CardPrefRev

CardPrefStatusMod

PostingSessionAdd

|[PostingSessionMod

||PostingSessionInq

||PostingSessionAud

|[PostingSessionStatusMod

|[SessionTotalsIing

||Ba||nq

BalRev

Accting

AcctRev

DepAcctStmting

|[DepAcctstmtRev

DepAcctStmtAdvise

CCAcctStmting

CCAcctStmtRev

DepAcctTrning

|[DepAcctTrnAdvise

DepAcctTrnRev

CCAcctTrning

CCAcctTrnRev

BankAcctTrnimging

|[BankAcctTmimgRev

|[IntRatelng

||IntRateRev

|[BankAcctTaxing

|[ForExRatelng

|[ForExRateRev

|[ForExDealAdd

|[ForExDealMod

|[ForExDeallng

|[ForExDealCan

||ForExDeaIAud

|[ForExDealSync

|[ForExDealRev

|[ForExDealStatusing

||ForExDeaIStatusMod

ForExDealAdvise

StopChkAdd

StopChkCan

StopChking

StopChkAud

StopChkSync

StopChkAdvise

StopChkRev

XferAdd

XferMod

XferStatusMod

XferCan

Xfering

XferAud

XferAdvise

XferRev

XferSync

RecXferAdd

|[RecXferMod

|[RecXferCan

|[RecXfering

|[RecXferAud

|[RecXferSync

RecXferRev

ChkOrdAdd

ChkOrdMod

ChkOrdCan

ChkOrding

ChkOrdAud

Z\IZz(|1Zzl|Z|[Zz|[Zz||Z||Zz[|Z||Z||Z||Z||Zz{|Z||Z||Z||Z||Z||Z{|Z|Z||Z||[Z||Z||Z{|Z|Z||Z||Z||Z{|Z|Z||Z||Z||Z||Z{|Z|Z||Z||Z||Z||Z{|Z|Z||Z|[Z||Z||Z|Z|Z||Z||Z||Z|Z||Z|Z|Z||Z||Z|Z|[Z||Z|[ZZ]|Z||Z|[Z

C.hkOrdSvne




ChkOrdAdvise

ChkOrdRev

RecChkOrdAdd

|[RecChkOrdMod

||RecChkOrdCan

|[RecChkOrding

|[RecChkOrdAud

|[RecChkOrdSync

|[RecChkOrdinstAdd

|[DepBKOrdAdd

|[DepBkOrdAdvise

|[DepBkOrdRev

|[DebitAuthAdd

|[DebitAuthMod

|[DebitAuthStatusMod

|[DebitAuthCan

|[DebitAuthing

|[DebitAuthAud

|[DebitAuthAdvise

|[DebitAuthRev

||DebitAuthSync

|[DebitAdd

|[DebitRev

|[DebitMod

|[DebitCan

|[Debiting

|[DebitAud

|[DebitSync

|[DebitAdvise

DebitStatusMod

CreditAuthAdd

CreditAuthMod

CreditAuthCan

CreditAuthlng

CreditAuthAud

CreditAuthSync

CreditAuthAdvise

CreditAuthRev

CreditAuthStatusMod

CreditAdd

CreditMod

CreditCan

Crediting

CreditAud

CreditSync

CreditStatusMod

CreditAdvise

CreditRev

DepAppAdd

|[DepAppMod

|[DepAppCan

[DepApping

||DepAppAud

[[DepAPPSYNC

|[BankAcctStmtimging

|[BankAcctStmtimgRev

|[PmtEnclAdd

|[PmtEnciMod

|[PmtEncling

|[PmtEnclAud

|[PmtEnciCan

||PmtEncIAdvise

|[PmtEnciRev

PmtEncIStatusMod

ChklIssueAdd

ChklssueMod
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C.hklecnaStatiisMod




ChklssueDel

Chklssuelng

ChklssueAud

ChklssueSync

BankSvcChkSumAdd

|[BankSvcChkSumMod

|[BankSvcChkSumsStatusMod|

|[BankSvcChkSumDel

|[BankSvcChkSuming

|[BankSvcChkSumAud

BankSvcChkSumSync

ChkAcceptAdd

ChkAcceptMod

ChkAccepting

ChkAcceptCan

ChkAcceptAud

ChkAcceptSync

ChkAcceptRev

ChkAcceptStatusMod

PassbkAdd

|[PassbkMod

|[Passbking

|[PassbkDel

|[PassbkAud

|[PassbkSync

|[PassbkRev

|[PassbkStatusMod

|[PassbkStatusing

|[PassbkltemAdd

|[PassbkltemMod

|[Passbkiteming

|[PassbkltemDel

||PassbkltemAud

|[PassbkltemSync

|[PassbkltemRev

|[PassbkltemStatusMod

PassbkltemStatusing

StdPayeelng

StdPayeeRev

CustPayeeAdd

CustPayeeMod

CustPayeeTypeMod

CustPayeeDel

CustPayeelng

CustPayeeAud

CustPayeeSync

PmtBatchAdd

|[PmtBatchCan

|[PmtBatchStatusing

|[PmtBatchStatusAdvise

|[PmtAdd

|[PmtMod

||PmtStatusMod

||PmtStatusAdvise

|[PmtCan

||Pmt|nq

||PmtRev

|[PmtStatusing

|[PmtAud

|[PmtSync

[PmtAuthAdd

|[PmtAuthMod

|[PmtAuthCan

|[PmtAuthing

[PmtAuthAud

|[PmtAuthSync

Z\IZz(|1Zzl|Z|[Zz|[Zz||Z||Zz[|Z||Z||Z||Z||Zz{|Z||Z||Z||Z||Z||Z{|Z|Z||Z||[Z||Z||Z{|Z|Z||Z||Z||Z{|Z|Z||Z||Z||Z||Z{|Z|Z||Z||Z||Z||Z{|Z|Z||Z|[Z||Z||Z|Z|Z||Z||Z||Z|Z||Z|Z|Z||Z||Z|Z|[Z||Z|[ZZ]|Z||Z|[Z

|[PmtAIthRev




|[RemitAdd

|[RemitMod

|[RemitStatusMod

|[RemitDel

||Remit|nq

|[RemitAud

|[RemitSync

||RemitRev

|[RecPmtAdd

|[RecPmtinstAdd

|[RecPmtMod

|[RecPmtCan

||RechtInq

|[RecPmtAud

|[RecPmtSync

||RechtRev

|[PmtAcking

|[PmtAckRev

PmtAckAdvise

ChksumAdd

ChksumMod

ChksumStatusMod

ChksumbDel

Chksuming

ChksumAud

ChksumSync

ChksumAdvise

CompRemitStmtAdd

CompRemitStmting

CompRemitStmtAud

CompRemitStmtSync

Billering

[BillerRev

[Billing

[BillRev

|[BillStatusMod

|[MediaAcctAdjAdd

|[MediaAcctAdjMod

|[MediaAcctAdjing

|[MediaAcctAdjAud

|[MediaAcctAdjSync

|[MediaAcctAdjRev

|[MediaAcctinventorylng

MediaAcctinventoryRev

TerminalObjAdd

TerminalObjMod

TerminalObjing

TerminalObjStatusMod

TerminalObjAud

TerminalObjAdvise

TerminalObjDel

TerminalSPObjAdd

TerminalSPObjMod

TerminalSPObjing

TerminalSPObjAud

TerminalSPObjAdvise

TerminalSPObjDel

Deving

|[DevAdvise

|[PurchitemAdd

||Purch|temMod

||Purch|temRev

|[PurchitemDel

|[Purchiteming

|[cardAdvise
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6.2.1.2 — Options Supported <OptSupt>

The <OptSupt> element is included in each Service Profile where there are options that the client should know are
supported or not supported by the server.

Datatype: Open Enum

Enumerated Values

Value

Description

Is default]

AcctNickname

/Account Nickname. If included, the service provider stores user-assigned account nicknames. The nicknames
are defined out of band or via the Account Activate message, and may be modified via the Account Modify
message. If not included, account nicknames are not stored.

N

BillerPayee

Biller Payee. If included, the Pay provider supports electronic payments to payees that are billers. The
remittance and settlement information may be copied from the biller directory entry returned by the Biller
Inquiry message. If not included, payments to biller payees are not supported.

BillStatus

Bill Status. If included, the BSP maintains the Bill Status information that flows from the Biller and from the
CSP via <BillStatusModRg>.

CustPayeeNickname

Customer Payee Nickname. If included, the Pay provider stores user-assigned payee nicknames. If not
included, payee nicknames are not stored.

ForEx

Foreign Exchange. If included, client may specify a transfer or payment amount in a currency other than that
of the funding account. If not included, transfer or payment amount must be in currency of funding account.

ForExCommit

Foreign Exchange Commitment. If included, client may request an exchange rate commitment via the
ForExIng messages and specify a previously committed exchange rate in a foreign exchange transfer by
including the <ForExCommit> aggregate. If not included, Foreign Exchange Commitments are not supported.

FSPayee

Fully Specified Payee. If included, the Pay provider supports payments to payees based on name, address,
and, optionally, phone number provided by the customer. If not included, payments to payees with customer-
provided address information are not supported.

ImmediateXfer

Immediate Transfers. If included, the provider must execute transfers that set the element to True in real time.
If not included, all transfers are assumed to be executed through end of day processing.

Lineltem

Line Item. If included, the Pay provider supports use of the aggregate within the aggregate. If not included,
invoice line items are not supported.

RecCtrl

Records Control. If included, the server reserves the right to return an incomplete result set for an Inquiry,
/Audit or Sync message and indicate that more matching records are available using the the <RecCtrlOut>
aggregate. In this case, the client must perform one or more additional requests to retrieve the rest of the

result set. If not included, the server must always send the complete set of records that match the criteria

specified in the request message.

RecFinalCurAmt

Recurring Model Final Currency Amount. If included the provider supports use of the <FinalCurAmt> element
in the <RecModellnfo> aggregate to allow customers to specify a final transfer or payment generated from a
recurring model for an amount different from the nominal amount of the model. If not included, the final
transfer or payment generated from a recurring transfer or payment model must be for the nominal amount.

ReclnitialCurAmt

Recurring Model Initial Currency Amount. If included, the provider supports use of the <InitialCurAmt>
element in the <RecModellnfo> aggregate to allow customers to specify an initial transfer or payment
generated from a recurring model for an amount different from the nominal amount of the model. If not
included, the first transfer or payment generated from a recurring transfer or payment model must be for the
nominal amount.

RecPend

Recurring Pending. If included, the server generates pending payments/transfers prior to the date required to
process them. If not included, no pending payments/transfers are generated.

SchedXfer

Scheduled Transfers. If included, the provider supports scheduled future transfers. If not included, but
transfers are supported, they must be pay today (end of day processing) or immediate.

Skiplnst

Skip Instances. If included, the service provider supports use of the <SkipNextN> element in the Modify
Recurring Payment/Transfer/Interbank Transfer Model Messages. If not included, the service provider does
not support skipping payments/transfers generated from a recurring payment/transfer model.

SuppressEcho

Indicates that the server supports Echo Suppression.

StopChkRangeSC

Stop Check Range Selection Criteria. If included, the server supports using the aggregate in Stop Check Add
and Cancel messages. If not included, may not be used in request messages for Stop Check functions.

XferPayee

Transfer Payee. If included, the Pay provider supports payments to payees based on customer-provided
bank and account information (i.e., the customer provides the bank account number of the payee). If not
included, payments to payees with customer-provided bank and account information are not supported.

AddReadOnlyAllowed

Server allows read only data on add. If included, this option notifies the client that it is allowed to include the
server controlled (i.e., read only) data on an add message. This option is used when the client and server
share responsibility for the creation of an object (i.e., where the client is operating as a server on behalf of the
server).

6.2.2 — Service Profile Common Aggregates

<section intentionally left blank>

6.2.2.1 — Service Core <SvcCore>



The <SvcCore> aggregate provides information about the service that is critical for the correct processing of that
service.

Datatype: Aggregate

Tag [[Type lusage |[Description/Context notes
begin Aggregate
Version NC-12 Required The version of IFX that the server supports. May be used by the
server to infer that any tags added beyond this level are not
supported.
SPName Identifier Required Service Provider Name.
LegalName C-96 Required SP Legal Name.
Nickname C-40 Optional SP Nickname.
HoldCold Identifier Optional SP Holding Company Identifier. A unique identifier assigned by a

service provider to identify the holding company that owns the SP
branding company.

USA.RTN NC-9 Optional Routing and Transit Number. This is the default RTN for a customer
account associated with the SPName above.
begin-xor Required
OrgContact Aggregate || Required XOR Repeating Service Provider Contact Aggregate.
Usage is contact information for reaching relevant organizations at
the SP (for example, the customer services area).
Contactinfo Aggregate || Required XOR Repeating Contact Information Aggregate.
end-xor
Language NC-17 Required Repeating Language.
See section 2.6.4 for more information on the format of this element.
If the server supports more than one language for this service,
multiple Language aggregates may be listed.
URL URL Optional URL. <URL> identifies where the client should send the request for

that service.

end Aggregate

6.2.2.2 — Service Profile Information Aggregate (xxxSvcProfinfo)

The Service Profile Information aggregate is used to express profile options for particular services. A list of these
aggregates comprises part of the Service Profile Inquiry Response message <SvcProflngRs> that is used to
communicate server capabilities to a client.

Tag Type Usage Context notes
SvcCore Aggregate Required Service Core Aggregate. Information specified for every service.
Service specific elements and aggregates Other elements and aggregates as appropriate for profiling options for

the specific service.

6.2.2.3 — Processing Schedule <PrcSched>

The <PrcSched> aggregate appears wherever information about a Service Provider's processing schedule is needed.
Note that this aggregate does not take holidays into account.

Datatype: Aggregate

Tag [[Type [lusage |[Description/Context notes
begin Aggregate
PrcDaysOff Closed Enum Optional Repeating Processing Days Off. Days of the week on which no processing
occurs.

Valid values: Monday, Tuesday, Wednesday, Thursday, Friday,
Saturday, Sunday, Holiday

CutoffTm Time Required Cutoff Time for Daily Processing. This is the latest time a customer
may submit a request for processing today.

PrcDtAd Open Enum Required
Processing Date Adjustment. Algorithm used for adjustment of
processing for requests that fall on non-processing days or holidays.




" " " Defined values: Earlier, Later.

end Aggregate

6.2.3 — Customer Profile Common Aggregates

<section intentionally left blank>

6.2.3.1 — Customer Record <CustRec>
Customer Record Aggregate. Provided if the server modified <Custinfo>.

Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes

begin Aggregate

Custld Aggregate Required Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

Custlnfo Aggregate Optional Customer Information Aggregate.
CustStatus Aggregate Required Customer Status Aggregate.
UpDt Timestamp Optional Customer Record Update DateTime. The value is for the last update

to <CustInfo> on the server.

end Aggregate

6.2.3.1.1 — Customer Information <Custinfo>

The Customer Information aggregate <Custinfo> contains information about the customer, such as name, address, and
contact information.

Datatype: Aggregate

Tag [[rype lusage |[Description/Context notes

begin Aggregate

begin-xor Required
CustName "Aggregate Required XOR Customer Name Aggregate.
begin-block Optional

PostAddr Aggregate || Optional Profiled requirement || Customer Postal Address Aggregate.

CustContact [[Aggregate || Optional Profiled requirement || Customer Contact Aggregate.

Contactinfo ||{Aggregate || Optional Contact Information Aggregate.

CustPref Aggregate || Optional Customer Preference Aggregate. An aggregate used to store
preferences the customer has selected or for the service provider to
store values to be used specifically for this customer.

CustType Open Enum || Optional Customer Type. The type of relationship established between the
CSP and the customer.

Valid values: Retail, Business.

end-block

Personinfo Aggregate || Required XOR 1.1+ Person Information Aggregate

Orglnfo Aggregate || Required XOR 1.1+ Organization Information Aggregate
end-xor

end Aggregate




6.2.3.1.2 — Customer Status <CustStatus>

Customer Status

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Conte><t notes
begin Aggregate
CustStatusCode Open Enum Required Customer Status Code.
Defined values: Enrolled, EnrollPend, Suspended, UnenrollPend,
Unenrolled
StatusDesc C-255 Optional Status Description. Explanatory text associated with this service
status.
EffDt DateTime Optional Effective Date/Time. The date/time the <CustStatusCode> took
effect.
StatusModBy Open Enum Optional Status Modified By. If present, indicates who modified the Customer
Status Code.
Defined values: Customer, CSP, CSPSR, BSP, BSPSR, CPP,
CPPSR, BPP, and BPPSR.
ResolvePendingDt Date Optional Resolve Pending Date. The date that the xxxPend status in

<CustStatusCode> is expected to change to a final status; e.g.,
Enrolled, Unenrolled. This date should be returned when the
<CustStatusCode> is set to xxxPend.

end Aggregate

6.2.3.2 — Disclosure Record <DiscRec>

The <DiscRec> aggregate allows the CSP/SP to send Terms and Conditions, related to the IFX Service, to the

customer. The CSP/SP may optionally require acceptance of these terms and conditions prior to enabling a service or
activating/modifying an account for a service.

Note: Customer acceptance of a disclosure is associated with the Disclosure Identifier <Discld> for that
disclosure. If it is necessary to track the version of a disclosure that a customer has accepted, it is recommended
that a service provider use a new <Discld> any time that they modify their disclosure. The <Discld> itself is the
versioning mechanism for disclosures within IFX (see Section 5.4.1.2 for additional information on Disclosures).

Datatype: Aggregate

Tag [Type [[Usage |[Description/Context notes
begin Aggregate
Discld uuib Required Disclosure Identifier
Disclnfo Aggregate Required Disclosure Information

end Aggregate

6.2.3.2.1 — Disclosure Information <Discinfo>

Disclosure Information

Datatype: Aggregate

Tag [[Type |[Usage |[Description/Context notes
begin Aggregate
begin-xor Required
LongText "C-unbound Required XOR Disclosure Text.
DiscURL ||UR|— Required XOR Disclosure URL. The address for obtaining human-readable
disclosure information.
end-xor
AccepiRead Boolean Optional Disclosure Accept Required -- The server indicates whether the
acceptance of this disclosure is required to proceed. If set to True,




" " " acceptance is required.

end Aggregate

6.2.3.3 — Customer/Disclosure Link Record <CustDiscRec>

Customer/Disclosure Record . Used by the CSP/SP to send terms and conditions to the customer.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
Custld "Aggregate Required Customer Identifier
Discld uuib Required Disclosure Identifier
DisclInfo Aggregate Optional Disclosure Information. Provided if requested by the client.
CustDiscStatus Aggregate Required Customer/Disclosure Link Status

end Aggregate

6.2.3.3.1 — Customer/Disclosure Link Status <CustDiscStatus>

Customer/Disclosure Link Status . Provides information as to the state of the customer's action taken relative to
viewing, accepting or rejecting the disclosure.

Datatype: Aggregate

Tag |[Type [[Usage |[Description/Context notes
begin Aggregate
CustDiscStatusCode Closed Enum Required Customer/Disclosure Link Status Code
Valid values: None, Accepted, Rejected, Viewed.
StatusDesc C-255 Optional Status Description. Explanatory text associated with this
customer/disclosure link status.
EffDt DateTime Optional Effective Date/Time. The date/time the <CustDiscStatusCode> took
effect.
StatusModBy Open Enum Optional Status Modified By. If present, indicates who modified the Status
Code.
Defined values: Customer, FI, CSP, CSPSR, BSP, BSPSR, CPP,
CPPSR, BPP, and BPPSR.
end Aggregate

6.2.3.4 — Customer/Service Link Record <CustSvcRec>

Customer/Service Link Record . This aggregate contains the status of a specific service and, if applicable, fee account
information associated with the service.

Customer/Service Link Record . This aggregate contains the status of a specific service and, if applicable, fee account
information associated with the service.

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes

begin Aggregate
CustSvcld /Aggregate Required Customer/Service Link Identification Aggregate.
CustSvcinfo /Aggregate Required Customer/Service Link Information Aggregate.
CustSvcStatus /Aggregate Required Customer/Service Status Aggregate.

end Aggregate




6.2.3.4.1 — Customer/Service Link Identification <CustSvcld>

Customer/Service Identification

Datatype: Aggregate

Tag |[Type [[Usage |[Description/Context notes
begin Aggregate
SvcName Open Enum Required Service Name.
Defined values: Bank, Pay, Pres
SPName Identifier Required Service Provider Name.

end Aggregate

6.2.3.4.2 — Customer/Service Link Information <CustSvcinfo>

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Context notes
begin Aggregate
begin-xor Optional
DepAcctid Aggregate Optional XOR Deposit Account Aggregate. Used to specify a deposit account to be
used for charging fees for the service.
CardAcctld Aggregate Optional XOR Card Account Identifier Aggregate. Used to specify a card account to
be used for charging fees for the service.
end-xor

end Aggregate

6.2.3.4.3 — Customer/Service Link Status <CustSvcStatus>

Customer/Service Link Status

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
CustSvcStatusCode ||Closed Enum (| Required Customer/Service Status Code.
Valid values: Enabled, EnablePend, Disabled, DisablePend,
Rejected
StatusDesc C-255 Optional but see Description || Status Description. Explanatory text associated with this
customer/service link status.
Required if service change is rejected.
EffDt DateTime Optional Effective Date/Time. The date/time the <CustSvcStatusCode> took
effect.
StatusModBy Open Enum | Optional Status Modified By. If present, indicates who modified the Status
Code.
Defined values: Customer, FI, CSP, CSPSR, BSP, BSPSR, CPP,
CPPSR, BPP, and BPPSR.
ResolvePendingDt ||Date Optional Resolve Pending Date. The date that the xxxPend status in
<CustSvcStatusCode> is expected to change to a final status; e.g.,
Enabled, Rejected. This date should be returned when the
<CustSvcStatusCode> is set to xxxPend.

end Aggregate




6.2.3.5 — Service/Account Link Record <SvcAcctRec>

Service/Account Link . This aggregate identifies an account and its status with respect to a specific service.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
SvcAcctld Aggregate Required Service/Account Link Identifier Aggregate.
SvcAcctinfo Aggregate Required Service/Account Link Information Aggregate.
SvcAcctStatus Aggregate Required Service/Account Status Aggregate.
EffDt DateTime Optional Effective Date. The date that the first account information (i.e.

statement, bill, etc.) is expected to be available. This date should be
returned when the <SvcAcctStatusCode> for an account is set to

Activated. For billing accounts, this is the date of the first available
bill.

If absent, the semantic meaning is that information is available
immediately.

end Aggregate

6.2.3.5.1 — Service/Account Link Identification <SvcAcctid>

Service/Account Link Identifier

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
CustSvcld "Aggregate Required Customer/Service Link Identifier Aggregate.
begin-xor Required
DepAcctld /Aggregate Required XOR Deposit Account Identifier Aggregate.
CardAcctld /Aggregate Required XOR Card Account Identifier Aggregate.
LoanAcctld /Aggregate Required XOR Loan Account Identifier Aggregate.
begin-block Required XOR
PresAcctld /Aggregate Required XOR Presentment Account Identifier Aggregate.
PresAcctinfo /Aggregate Required Presentment Account Information Aggregate.
end-block
end-xor
end Aggregate

6.2.3.5.2 — Service/Account Link Information <SvcAcctinfo>

Service/Account Link Information . Used to provide additional optional information about the service/account link such
as account nickname that is provided by the user and held by the service provider.

Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes
begin Aggregate

Nickname ||C'40 " Optional " Account Nickname, as held by the Service Provider.

end Aggregate

6.2.3.5.3 — Service/Account Link Status <SvcAcctStatus>

Service/Account Status .




The service provider uses this aggregate to provide status of the account that is specified for the service. It minimally
contains a service account status code and optionally may also contain a status description, effective date-time of the
last status change, which service provider made the status change, and the expected resolution of a pending status

state.

Datatype: Aggregate

Tag |[Type [Usage |[Description/Context notes
begin Aggregate
SvcAcctStatusCode |[Closed Enum || Required Service/Account Status Code.
Valid values: Activated, ActivatePend, Deactivated, DeactivatePend,
Rejected, Suspended
StatusDesc C-255 Optional but see Description || Status Description. Explanatory text associated with this
customer/service link status.
Required if service change is rejected.
EffDt DateTime Optional Effective Date/Time. The date/time the <SvcAcctStatusCode> took
effect.
StatusModBy Open Enum | Optional Status Modified By.
Defined values: CSP, CPP, BSP, BPP, FI
ResolvePendingDt  |[Date Optional Resolve Pending Date. The date that the xxxPend value in
<SvcAcctStatusCode> is expected to change to a final status; e.g.,
Activated, Rejected. This date should be returned when the
<SvcAcctStatusCode> is set to xxxPend.
end Aggregate

6.2.3.6 — Security Object Record <SecObjRec>

Note: For security reasons, <SecObjValue> is not to be included in the Security Object Record Aggregate unless the

object is not of sensitive nature.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
SecObjld Identifier Required Security Object Identifier used to reference this security object in
future request
SecObjKeyChkValue ||HexBin- Optional Key Check value for those protocols that can generate a key Check
unbound value (i.e. DEA, AES)
SecObjName C-64 Optional but see Human readable object description. If there are two or more Security
Description Objects of with the same <SecObjType>/<SecObjPurpose>, then this
field is required in order to differentiate between the usages of the
key.
SecObjType Open Enum Optional Security Object Type
Valid values include: 128BitAES, 192BitAES, 1KeyDES, 256BitAES,
2KeyDES, 3KeyDES, DigitalCertificate, ModulelD, PublicKey,
RandomNumber, TR31, TR34, WOSAAuthData
SecObjPurpose Open Enum Optional Purpose (use) of the Security Object
Note: The Algorithm that employs this key is agreed to out of band.
Valid Values: PINEncryptingKey, KeyEncryptingKey,
PasswordEncryptingKey, DataEncryptingKey, Identification, MAC,
Uniqueness, VISAPINVerification
CryptType Open Enum Optional Type of encryption used to encrypt <SecObjValue>. Depending on
the Security Object, this represents how the <SecObjValue> data is
formatted. Note, must be present is <SecObjValue> is present.
The only <CryptType> values that make logical sense for use within
the <SecObjRec> are the following:
Valid Values: PKCS#1, PKCS#7, PKCS#10, None
SecObjValue Het))(Bin-d Optional For an Inquiry message, the security object is returned in the case of
unboun a digital signature or public key since there are not security concerns
associated with transporting this key
For an add message in which the KeyEncryptingKey is loaded via
asymmetric cryptography, this is the ATM verification of the key load




(Host Random Number, ATM Random Number signed by ATM
Identification Key

SecObjStatus Aggregate Required Security Object Status
SecObjSigner Aggregate Optional Repeating The signers supported by the EPP for an Authenticate WOSA

command.

end Aggregate

6.2.3.6.1 — Security Object Information <SecObjInfo>

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Context notes
begin Aggregate

SecObjName C-64 Optional but see Description || Human readable object description. If there are two or more Security
Objects of with the same <SecObjType>/<SecObjPurpose>, then this
field is required in order to differentiate between the usages of the
key.

SecObjType Open Enum Required Security Object Type
Valid values include: 128BitAES, 192BIitAES, 1KeyDES, 256BitAES,
2KeyDES, 3KeyDES, DigitalCertificate, ModulelD, PublicKey,
RandomNumber, TR31, TR34, WOSAAuthData

SecObjPurpose ||Open Enum Required Purpose (use) of the Security Object
Note: The Algorithm that employs this key is agreed to out of band.
Valid Values: PINEncryptingKey, KeyEncryptingKey,
PasswordEncryptingKey, DataEncryptingKey, Identification, MAC,
Uniqueness, VISAPINVerification

CryptType Open Enum Required Type of encryption used to encrypt <SecObjValue>. Depending on
the Security Object, this represents how the <SecObjValue> data is
formatted
Valid Values: PKCS#1, PKCS#7, PKCS#10, RSA#1, ECB, CBC,
CFB, OFB, TECB, TCBC, TCBC-I, TCFB, TCFB-P, TOFB, TOFB-I,
AECB, ACBC, ACFB, AOFB, ACM, None

SecEncryptld  ||!dentifier Optional but see Description || Identifier of Security Object on which the <SecObjValue> is
encrypted. <SecEncryptld> is required if <SecObjValue> is
encrypted.

SecSianld Identifier Optional but see Description || Identifier of Security Object on which the <SecObjValue> is Signed.
<SecSignld> is required if <SecObjValue> is cryptographically
signed.

SecObjValue HexBin-unbound | Required Actual Security Object being transported (encryption key, digital
certificate, etc.)

end Aggregate

6.2.3.6.2 — Security Object Status <SecObjStatus>

Datatype: Aggregate

Tag [[Type [Usage |[Description/Context notes
begin Aggregate
SecObjStatusCode Closed Enum Required Security Object Status Code. This identifies the security object
status.
Valid Values: Active, Inactive, Expired, OutOfSync,
SuspectedResults, Rolloverlnitiated
StatusDesc C-255 Optional Status Description. Explanatory text associated with this status
EffDt DateTime Optional Security Object Status date. The date associated with the state
change to the current status
StatusModBy Open Enum Optional Indicates the entity to last modify the object status
Valid Values: Host, Terminal, Maintenance




" end Aggregate

6.2.4 — Party Account Relationship Info <PartyAcctRellnfo>

Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes
begin Aggregate
Custld "Aggregate Optional Customer Identification Aggregate.
begin-xor Required
DepAcctid /Aggregate Required XOR Deposit Account Identification Aggregate.
CardAcctld /Aggregate Required XOR Card Account Identification Aggregate.
LoanAcctld Aggregate Required XOR Loan Account Identification Aggregate.
end-xor
PartyAcctRel "Aggregate Required Repeating Party to account relationship aggregate.
OwnerPercent Decimal Optional Percentage of account ownership. Used primarily for Loan Accounts.
Usage is a percentage. (e.g. - a value of 5.2 = 5.2%)
end Aggregate

6.2.4.1 — Party Account Relationship Record <PartyAcctRelRec>

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
PartyAcctRelld Identifier Required Party Account Relationship Identifier.
PartyAcctRellnfo Aggregate Required Party Account Relationship Info Aggregate.
FullName C-96 Optional Full name of the person or business.
TINInfo Aggregate Optional Tax Identifier Number aggregate.
Ownerlnd Boolean Optional Indicates if the relationship is of the owner or non-owner type.
BankAcctStatus Aggregate Optional Bank Account Status Aggregate. Intended use within the
PartyAcctRelRec is when the accounts associated with a customer
are being returned for the PartyAcctRellngRs.
OpenDt Date Optional Indicates the date the account opened.
ClosedDt "Date Optional Indicates the date the account closed
PrimaryAcct Boolean Optional Primary Account Indicator. If True, used as default account for a
class of accounts (i.e., checking). Typically used in ATM networks.
May be used for other applications by some Fls.
Nickname C-40 Optional 'L:Jlsed to represent an account nickname applied by the customer of
AcctBal Aggregate Optional Repeating Account balance aggregate.
PartyAcctRelStatus Aggregate Optional Party Account Relationship Status.

end Aggregate

6.2.4.2 — Party Account Relationship Status <PartyAcctRelStatus>

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes

begin Aggregate

Required

PartyAcctRelStatusCode ||Closed
Enum

Party/Account Status Code.




Valid values: Active, InActive, PendDelete
StatusDesc C-255 Optional but see Status Description. Explanatory text associated with this
Description party/account link status.
Required if service change is rejected.
EffDt DateTime || Optional Effective Date/Time. The date/time the <PartyAcctStatusCode> took
effect.
StatusModBy Open Enum || Optional Status Modified By.
Defined values: CSP, CPP, BSP, BPP, FI

end Aggregate

6.2.4.3 — Party Account Relationship <PartyAcctRel>

Datatype: Aggregate

Tag [Type [Usage

|[Description/Context notes

begin Aggregate

Open Enum

PartyAcctRelType Required Repeating

Party Account Relationship Type. Defined values are:
Tax Responsible

Primary Contact

Doing Business As
Individual

Individual with Rights
Joint Tenancy

Joint Tenants in Common
Joint with Rights

Multiple Signer
Custodian

Guardian

Executor

Administrator

Guarantor

Comaker

Trustee

Payee

Power of Attorney

Pay On Death

PartyAcctRelDesc C-80 Optional

Party Account Relationship Description.

end Aggregate

6.2.5 — Card Preference Record <CardPrefRec>

Datatype: Aggregate

Tag ||Type ||Usage

|[Description/Context notes

begin Aggregate




CardPrefld Identifier Required Card Preference Identifier
CardPreflnfo Aggregate Required Card Preferences Information Aggregate
CardPrefStatus Aggregate Required Card Preference Status Aggregate

end Aggregate

6.2.6 — Card Preference Status <CardPrefStatus>

Card Preference Status

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
CardPrefStatusCode Open Enum Required The current status of the Card Preference object.
Defined Values: Active, Inactive
StatusDesc C-255 Optional Status Description. Explanatory text associated with the current state
of the object.
EffDt DateTime Optional Effective Date/Time. The date the <CardPrefStatusCode> took effect.
Approvalld Identifier Optional Approval Identifier. This is an identifier that refers to an approval
event that occurred at the authorizing server.
StatusModBy Open Enum Optional Status Modified By.
Defined values: BPP, BPPSR, BSP, BSPSR, CPP, CSP, CSPSR,
Customer, FI

end Aggregate

6.2.7 — Card Preference Information <CardPreflnfo>

Card Preferences Information

Datatype: Aggregate

Tag ||Type ||Usage ||Description/C0ntext notes
begin Aggregate
CardLogicalData Aggregate Required Logical Data That Represents the Card.
CardPref /Aggregate Required Card Preferences Aggregate. This contains an individual preference
for the cardholder.
BaseEnvr Aggregate Optional Base Environment aggregate
end Aggregate
6.2.8 — Card Preference <CardPref>
Datatype: Aggregate
Tag |[Type [[Usage |[Description/Context notes
begin Aggregate
begin-xor Required
CardPrefMisc Aggregate Required XOR Miscellaneous preferences related to this card
CardPrefWithdrawal Aggregate Required XOR Card Preferences for Withdrawal Business Function
CardPrefDeposit Aggregate Required XOR Card Preferences for Deposit Business Function

end-xor

end Aggregate




6.2.9 — Card Preference Withdrawal <CardPrefMisc>

Datatype: Aggregate

Tag [[Type [[usage |[Description/Context notes
begin Aggregate
Language NC-17 Optional Language. This element contains the customer's preferred language

of communication.

See section Error! Reference source not found. for more information
on the format of this element.

end Aggregate

6.2.10 — Card Preference Withdrawal <CardPrefWithdrawal>

Preferences for Cash Withdrawal and Cash Advances.

Note that existing values for AcctType may include "Other" based on outstanding proposals.

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
CurAmt /Aggregate Optional Currency Amount. Identifies the customer's preferred withdrawal
amount.
AcctType Open Enum Optional XOR Account Type. The card-based account this cardholder has pre-
selected for this transaction based on the current card.
Defined values: DDA, SDA, CDA, MMA, CMA.
Note: An Open Enum data type permits the addition of account types
specific to an Fl, country, etc.
begin-xor Optional
DepAcctld /Aggregate Optional XOR Deposit Account Identification Aggregate.
CardAcctld Aggregate Optional XOR Card Account Identification Aggregate.
LoanAcctld Aggregate Optional XOR Loan Account Identifier Aggregate.
end-xor
PrintReceipt Boolean Optional Identifies the cardholder's preference for printing receipts. If this
value is not specified, the cardholder should be prompted for the
end Aggregate

6.2.11 — Card Preference Deposit <CardPrefDeposit>

Card Preferences for deposit business function. Note that existing values for AcctType may include "Other" based on

outstanding proposals.

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Context notes
begin Aggregate
CurAmt Aggregate Optional Currency Amount. Identifies the customer's preferred deposit
amount.
AcctType Open Enum Optional XOR Account Type. The card-based account this cardholder has pre-

selected for this transaction based on the current card.
Defined values: DDA, SDA, CDA, MMA, CMA.

Note: An Open Enum data type permits the addition of account types
specific to an Fl, country, etc.




begin-xor Optional
DepAcctld /Aggregate Optional XOR Deposit Account Identification Aggregate.
CardAcctld Aggregate Optional XOR Card Account Identification Aggregate.
LoanAcctld Aggregate Optional XOR Loan Account Identifier Aggregate.
end-xor
PrintReceipt "Boolean " Optional " Identifies the cardholder's preference for printing receipts.
end Aggregate

6.2.12 — Card Preference Message Request Information <CardPrefMsgRqinfo>

This aggregate contains the message to reverse. See RevOptSupt in the service profile for specific reversal messages
supported.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
begin-xor Required
CardPrefAddRq Aggregate || Required XOR Card Preference Add Request Message Aggregate.
CardPrefModRq Aggregate || Required XOR Card Preference Modify Request Message Aggregate.
CardPrefDelRg Aggregate || Required XOR Card Preference Delete Request Message Aggregate.
CardPreflngRq Aggregate | Required XOR Card Preference Inquiry Request Message Aggregate.
CardPrefAudRq Aggregate (| Required XOR Card Preference Audit Request Message Aggregate.
CardPrefSyncRq Aggregate | Required XOR Card Preference Sync Request Message Aggregate.
CardPrefStatusModRq Aggregate || Required XOR Card Preference Status Modify Request Message Aggregate.
end-xor
end Aggregate

6.2.13 — Card Preference Message Record <CardPrefMsgRec>

The card preference messages fitting the selection criteria that are returned in the card preference audit and
synchronization messages.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
Custld Aggregate Optional Customer Identification Aggregate.
MsgRecDt Timestamp || Optional Audit Record Creation Timestamp. Timestamp at which the audit
record was stored/created by the service provider.
begin-xor Required
CardPrefAddRs Aggregate Required XOR Card Preference Add Response Message Aggregate.
CardPrefModRs Aggregate Required XOR Card Preference Modify Response Message Aggregate.
CardPrefDelRs Aggregate Required XOR Card Preference Delete Response Message Aggregate.
CardPrefRevRs Aggregate Required XOR Card Preference Reversal Response Message Aggregate.
CardPrefStatusModRs Aggregate Required XOR Card Preference Status Modify Response Message Aggregate.
end-xor

end Aggregate

6.2.14 — Posting Session Record <PostingSessionRec>



Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
PostingSessionld Identifier Required Session Identifier. Assigned by the server at the time the session is
first added. Cannot be changed by the client.
PostingSessioninfo Aggregate Required Session Information aggregate.
PostingSessionStatus Aggregate Required Session status aggregate.

end Aggregate

6.2.14.1 — Posting Session Status <PostingSessionStatus>

The <PostingSessionStatus> is returned in responses to Add or Modify Posting Session model. Note that all elements
within this aggregate are assigned by the server and cannot be assigned or modified by the client.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
PostingSessionStatusCode Open Enum Required Ste.?sion Status Code. This identifies the Posting Session processing
status.
Valid values: Active, Inactive, Expired, Closed, ClosedFinal
StatusDesc C-255 Optional Status Description. Explanatory text associated with this status.
EffDt DateTime Optional Session Status Date. The date associated with the state change to
the current state.
StatusModBy Open Enum Optional Status Modified By.
Defined values: BPP, BPPSR, BSP, BSPSR, CPP, CSP, CSR,
Teller, FI

end Aggregate

6.2.14.2 — Posting Session Information <PostingSessioninfo>

The <PostingSessioninfo> aggregate is used in messages related to Posting Sessions. It is generally used in the
request messages. It contains the Posting Session parameters that are to be stored on the server for subsequent teller

transaction processing.

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Context notes
begin Aggregate

SessionLoginld Identifier Required Session login id. This may or may not be the same as the teller, CSR
or operator permanent identification maintained in the Custld.

SessionDt "DateTime Required Session Date. The calendar date the session was established.

SessionPostingDt Date Required Session posting date. The posting date for all transactions initiated by
the teller, CSR or operator during the session.

Note: This is typically entered by the teller, CSR or operator. for
example, the operator might be logging in to process prior day/future
day work. It may be adjusted by the server to reflect the appropriate
business date.

PhysicalLocld NC-36 Optional The physical location of the teller, CSR or operator. This may or may
not be the same as the <SessionLocld>. An example is an operator
at a central operations center logging on as if they were an operator
located at a specific branch. If this element is not included, the
assumption is that totals move with the teller, regardless of location.

PhysicalLocName C-40 Optional Physical Location Name.

SessionLocld NC-36 Optional The session location of the teller, CSR or operator. This is the branch
transit for which the teller/CSR/operator will be doing transactions
and under which the transactions will be posted.

The <SessionLocld> should only be included if it is different than the
<PhysicalLocld>




SessionLocName ||C'40 Optional Session Location Name.

ExpDt DateTime Optional The date/time that the posting session will expire or otherwise

become ineffective. Use of the posting session after this date/time
will not be allowed.

BaseEnvr Aggregate Optional Base Environment aggregate

end Aggregate

6.2.15 — Session Totals Record <SessionTotalsRec>

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
NetCurAmt /Aggregate Required The net value of all totals within the specified session. For example,
this could be the net amount of the Debit and Credit Session
Balances.
SessionBal /Aggregate Required Repeating Session balances. Contains the denomination and different
balancesi/totals for this session.

end Aggregate

6.2.15.1 — Session Balances <SessionBal>
Contains the denomination and different balances/totals for this session.

Datatype: Aggregate

Tag [[Type J[Usage |[Description/Context notes
begin Aggregate
PostingTotalType Open Enum Required Total type. Used to further clarify a session balance amount.
Defined values: Debit, Credit
Count Long Optional A count of the number of items in this aggregate.
TotalCurAmt Aggregate Required The total currency value of the <PostingTotalType>.

end Aggregate

6.3 — Service Profile

<section intentionally left blank>

6.3.1 — Description

The Service Profile has two messages, a Service Profile Inquiry message, and a Holiday Inquiry message. The Holiday
Inquiry Message allows a client to retrieve a list of Bank Holidays observed by a Financial Institution or Service Provider.

The Service Profile Inquiry Message allows a client to retrieve the Service Profile from a Financial Institution, CSP, or
other Service Provider.

The Service Profile contains the following information about the Customer's Service Provider:

« Services Supported-Services are collections of messages that are functionally related. Each Service is designed
with a corresponding section in the Service Profile to allow each Service Provider to inform clients as to which
messages, functions, and options of the service supported.

« Signon Realms-Signon Realms provide a mechanism for a Service Provider to manage customer authentication
across services. Service Providers may choose not to support IFX authentication when communicating to other
service providers. Server-to-server authentication may take place in some other way.

« Service Provider Information-Provides the legal name of the SP, the SP address, the SP's Customer Service
telephone number, and other useful information for that service provider.




Each time a client authenticates with a Signon Realm, the time and date of the current Service Profile is returned by the
server. If the client does not have a copy of the current Service Profile, it should perform a Service Profile Inquiry
message to retrieve the current Service Profile. This mechanism is used to inform clients of changes in server

capabilities.

Note: All IFX servers must support the Service Profile Inquiry message.

6.3.2 — Service Profile Inquiry Message

<section intentionally left blank>

6.3.2.1 — Service Profile Inquiry Request <SvcProflnqRg>

The client submits a <SvcProflngRg> that optionally includes a Timestamp value <UpDt> for the last Service Profile
received from the server. <UpDt> indicates when the Service Profile was last updated on the server. If <Custld> is not
available (because of an anonymous login, for example), a generic profile must be returned. If <Custld> is available,
then a custom profile for that customer may be returned. This capability allows the SP to support capabilities such as:
(1) providing different contact information for preferred customers or (2) providing information specific to service
providers for this particular customer when the SP has relationships with multiple service providers for the same

service.

See the matching response message SvcProflngRs

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

RqUID uuiD Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRqgHdr Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

DeliveryMethod Open Enum [ Optional Profiled values Delivery Method. Default is Channel.
Value must be supported in Service Profile.

UpDt Timestamp || Optional Timestamp when the Service Profile was Last Updated on the
Server.

This is the timestamp of the last Service Profile received from the
server.
end-block
end Aggregate

6.3.2.2 — Service Profile Inquiry Response <SvcProfinqRs>

The Service Profile Inquiry Response Message returns the following information in the following order:

« Sections for each service that the SP supports, including the parameters for that service, and the associated
signon realm; Information about the SP, e.g. name, address, contact information, is included in <SvcCore> for the
Base service, and

« Information about the signon realms.

If there have been no updates to the Service profile, the server should return <StatusCode> 1 to indicate that the client



has the most current Service Profile. In this case, the server should not return the <xxxSvcProflnfo> aggregates.

See the matching request message SvcProflngRq

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

Status Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).

RqUID uuiD Required The Identifier of the Request that resulted in this response.

MsgRgHdr Aggregate || Optional Echoed Message Request Header aggregate.

MsgRsHdr Aggregate || Optional Message Response Header aggregate.

AsyncRqUID uuib Optional Echoed Asynchronous Request Identifier.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block

. Optional but see required if message is successful

begin-block Description
DeliveryMethod Open Optional Echoed Delivery Method.
Enum

UpDt Timestamp || Optional Echoed Timestamp when the Service Profile was Last Updated on the
Server.

The last timestamp received by the client.

NewUpDt Timestamp || Required New Service Profile Update Date Time. The value is for the last
update to the most recent <xxxSvcProflnfo> on the Server.

begin-block Optional Repeating

begin-xor Required
BaseSvcProfinfo [|Aggregate || Required Base Service Profile Information
BankSvcProfinfo ||Adgregate || Required Banking Service Profile
PaySvcProfinfo  |{Aggregate || Required Pay Service Profile Info
PresSvcProfinfo ||Aggregate || Required Bill Presentment Service Profile
MediaSvcProfinfo |Adgregate || Required Valuable Media Service Profile
RootSvcProfinfo ||{Adgregate || Required Root Service Profile Information

end-xor

end-block

end-block

end Aggregate

6.3.3 — Holiday Inquiry Message

The Holiday Inquiry message allows a client to retrieve a list of Bank Holidays observed by the Service Provider. The list
of holidays is typically used to adjust the processing date for a scheduled payment or transfer.

6.3.3.1 — Holiday Inquiry Message <HollnqRq>

The client submits a <HollngRg> in order to request a list of the Service Provider's observed holidays.

The list of holidays is typically used to adjust the processing date for a scheduled payment or transfer.

See the matching response message HollngRs

Dat:

atype: Aggregate

Tag

|[Type

[[Usage

||Description/Context notes




begin Aggregate

begin-block Required

RqUID uuiD Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRqgHdr /Aggregate || Optional Message Request Header aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.
end-block
begin-block Required

SPName Identifier Optional but see Description || Service Provider Name. If omitted, the receiver of the message must
determine (1) that the message is unambiguous and provide a
successful response or (2) that it is ambiguous and provide an error
response.

SvcName Open Enum || Optional but see Description || Service Name. If omitted, the server must determine (1) that the
message is unambiguous and provide a successful response or (2)
that it is ambiguous and provide an error response.

Defined values: Bank, Pay, Pres.

DeliveryMethod  |[Open Enum || Optional Profiled values Delivery Method. Default is Channel.
Value must be supported in Service Profile.

end-block

end Aggregate

6.3.3.2 — Holiday Inquiry Response <HollngRs>

The server at the Financial Institution or Service Provider responds with a list of observed Bank Holidays if available.

See the matching request message HollngRq

Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes
begin Aggregate
begin-block Required
Status Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).
RqUID uuiD Required The Identifier of the Request that resulted in this response.
MsgRgHdr /Aggregate || Optional Echoed Message Request Header aggregate.
MsgRsHdr Aggregate || Optional Message Response Header aggregate.
AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier.
end-block
begin-block Optional but see Description required if message is successful
SPName Identifier Optional Echoed Service Provider Name.
SvcName Open Enum || Optional Echoed Service Name.
Defined values: Bank, Pay, Pres
DeliveryMethod  {Open Enum | Optional Echoed Delivery Method.
Hollnfo Aggregate || Optional Repeating Holiday Information Aggregate.
end-block

end Aggregate

6.3.3.2.1 — Holiday Information <HolInfo>

Holiday Information . Contains the names and dates of holidays observed by a Service Provider.

Datatype: Aggregate




Tag ||Type ||Usage ||Description/Conte><t notes

begin Aggregate

Name "0‘40 Required Holiday Name.

HolDt ||Date Required Holiday Date.

end Aggregate

6.4 — Customer Profile

<section intentionally left blank>

6.4.1 — Description
Customer Profile Messages provide the following functions:

o Enrollment and Acquisition of Login ID and Password. An Enrollment message that allows an individual to

submit enough personal information to be identified to a Service Provider is provided. If the SP supports customer

self-enroliment using the IFX Specification, it may elect to return a login ID and password to the customer.

Alternately, the SP may collect the customer's information and use a separate process (possibly a mailing or a

customer service telephone call) to provide the customer with a login and password.

Updating of Customer Name, Address, and Contact Information. After the customer initially provides his or her

personal information through the enroliment process, he or she may need to update this information periodically.

The Modify Customer Information message is provided for this purpose.

o Customer Profile. The Customer Profile message provides a current view of the customer's information, accounts
balances, and services. It is useful both in initial setup and on an ongoing basis.

« Service Enabling and Disabling. Services may be enabled for a customer, independently of any account. The

customer and CSP may use the Customer/Service Link Add and Customer/Service Link Delete messages to

manage which services are currently activated for the customer. A fee account may optionally be specified. Any

fees attributable to the use of the service are charged to the fee account.

Service Modification. The Customer/Service Link Modify message is used to change the fee account.

Account Activation and Deactivation. Accounts may be activated for use by a specific service. The customer

and CSP may use the Service/Account Add and Service/Account Delete messages to manage which accounts are

currently activated for each service.

Account Modification. The Service/Account Modify message is used to modify a funding account for the Pay

service, or to change an account nickname.

6.4.1.1 — Account Activation and Deactivation

Accounts are established with an SP and may be used electronically if activated for a service; e.g., a checking account
may be activated for electronic banking (Bank service). Another CSP/ SP may reference the account; e.g., the Pay
service provider may use it as a funding account. Thus, the meaning of activating an account for a service is specific to
the service.

The use of an account may be constrained based on a combination of the type of account, its tax status, and CSP/SP
policy. For example:

« A certificate of deposit (CD) account may not be a funding or fee account for Pay.
o A CSP might not allow interbank transfers from a savings (SDA) account.

The allowable usage for a bank account is specified by a series of aggregates <XferFromSupt> , <XferToSupt> , and
<PaySupt> within the Bank Account Information Aggregate <BankAcctRec> . These tags are sometimes referred to as
the account's message authority.

The following table defines the meaning of activating an account for a service.

Service | Activation Comments
Means
Base Not applicable
Bank Banking Accounts | Allows all banking services subject to message
authority.
Pay Funding Accounts
Pres Biller Accounts Customer’s account at the biller.

Services that normally require an account to be associated with them may remain enabled even when no account is

activated. These situations are typically temporary conditions. For example, a customer’s checkbook for the sole Pay
funding account may be stolen. The checking account is closed immediately to reduce the risk of loss, and there is a
processing delay while a replacement account number is assigned. The Pay service must remain enabled during the



processing delay, even though there was no funding account specified, in order to maintain the customer payee list,
pending payments, and payment models that are defined. The Modify Account message is used to replace an existing
account (e.g., change a funding account for Pay), change information for a Bill Presentment account, and modify the
account nickname.

Note: The Customer/Service Link and Service/Account Link messages are intentionally limited to a single link per
message to simplify error reporting when the request is rejected by the SP.

6.4.1.2 — Disclosures

IFX Services may have terms and conditions associated with them. These terms and conditions may be a combination
of fees, terms mandated by statute, and terms required by the SP. Banking regulations and contract law may restrict the
acceptable means of notification; e.g., US Mail to the address of record in the US.

Some services, notably Bill Presentment, may require disclosures at the account level. In Bill Presentment, for example,
individual Billers may need to disclose their specific terms and conditions for the Bill Presentment Service. Thus,
disclosures may be associated with account-level messages as well as with service-level messages. Note that the
disclosure-related structures within IFX were intended for exchange of disclosures related to the electronic service being
facilitated by IFX (e.g., online banking, bill payment service, bill presentment service). Disclosures that relate to the
underlying product or service, which is being billed in bill presentment, for example, are likely to be customer specific
and can be delivered within a bill summary with <BillType> = Notice, using the <Memo> field, or can be displayed within
the bill detail. An example would be a gas and electric company who must send notification of rate changes related to
gas service. They would use the Bill Summary structure within IFX to send this notification, rather than the Disclosure
structure.

Disclosures are presented when a service is enabled or an account is activated, and can be obtained in advance using a
disclosure inquiry (typically used by an SP to query another SP). Changes to the terms and conditions that were
presented to the customer may also need to be presented. These may be considered to be "server-initiated changes"
and are conveyed to the client through standard IFX mechanisms described below.

Disclosures are sent to the client as part of <DisclngRs> , <CustSvcAddRs> , <CustSvcModRs> , <SvcAcctAddRs> , or
<SvcAcctModRs> , and the client sends confirmations using <CustDiscStatusModRq> .

The SP must indicate in the appropriate Rs message whether a disclosure should be presented to the customer for
information only or whether it requires a confirmation.

Note: Customer acceptance of a disclosure is associated with the Disclosure Identifier <Discld> for that
disclosure. If it is necessary to track the version of a disclosure that a customer has accepted, it is recommended
that a service provider use a new <Discld> any time that they modify their disclosure. The <Discld> itself is the
versioning mechanism for disclosures within IFX. Within the Bill Presentment Service, in the event that a Biller
needs to republish disclosure information after the initial Bill Presentment account activation, they may choose to
send a Bill Summary with the <BillType> =Notice. The Notice provides the ability to send any type of notification
information to a customer using the <Memo> field. For disclosure-type notices, the <Memo> field may contain the
disclosure text or may give instructions for accessing a URL. Note that this process of utilizing the Bill Summary for
the delivery of disclosure information does not provide the Biller with the ability to receive a customer acceptance
response. See Section Error! Reference source not found. for additional information.

6.4.1.3 — Customer Profile Retrieval via Service/Account Link

IFX allows a Service Provider to generate a customer profile, containing a list of the services for which the customer has
access and a list of accounts associated with those services, for each customer who identifies himself or herself through
an enrollment process. Once a customer is identified, the profile may be automatically generated to include information
about the customer and his or her accounts.

The Service/Account Link Inquiry message provides an efficient mechanism for client software to determine the current
state of the customer's accounts and what services are activated. This capability is especially important for customers
who use multiple channels or multiple software clients to interact with an SP.

The format of the response to a Service/Account Link Inquiry is constant regardless of which SP generates it; however,
the content may differ. For example, a CSP may return information about all of the checking accounts for a customer,
while the Pay Service Provider may choose to return only the identifiers of the checking accounts that have been
identified to it as funding accounts.

6.4.1.4 — Using the Customer Profile

A list of available accounts and services is often displayed to the end user so that he or she may select from them. This
technique is preferred over asking the user to enter the information since it eliminates the possibility of errors when the
user keys in account identifiers; e.g., account number, account type, routing and transit numbers.

The list of services available to the customer, or being used by the customer, is contained within <CustSvcRec> . A
service is Available if the SP offers the service and the specific customer may enable it.

The list of available accounts is contained within <SvcAcctRec> . This aggregate may be used for displaying appropriate
candidates for use within a specific service.



6.4.2 — Customer

<section intentionally left blank>

6.4.2.1 — Customer Add Message

The Customer Add message is used to add a Customer record at a Service Provider. It also allows an individual to
submit enough personal information to be identified to a Customer Service Provider. If the CSP supports customer self-
enrollment using IFX, it may elect to return a login ID and password to the customer. Alternatively, the CSP may collect
the customer's information and use a separate process (possibly a mailing or a customer service telephone call) to
provide the customer with a login and password.

A CSP may choose not to support the Customer Add functionality defined in IFX for enroliment, and may provide a
customized World Wide Web (WWW) page or some other means to support its own enroliment process. In this case, the
CSP may communicate the URL for this page in the Service Profile. A short note about an alternative enroliment
process may also be provided to the client through the Service Profile.

6.4.2.1.1 — Customer Add Request <CustAddRqg>

Allows client to create a new instance of a customer object

If the CSP supports customer self-enroliment using this message, the CSP may specify what information it must
receive to authenticate the customer using the <SecretPrompt> aggregate within the <EnrollProf> aggregate in the
Service Profile. Information requested through this mechanism typically includes things like Tax ID, Date of Birth, or
Mother's Maiden Name. The customer must provide this information in the <CustAddRg> to prove that the enrollment is
valid against existing customer information stored in the SP customer database.

The secret list is provided so that a customer new to this channel may be authenticated against existing customer
records at the SP. Note that this is a variable-length list, depending on the requirements of the SP as expressed in
<SecretPrompt> in the Service Profile. The client should display each <SecretPrompt> and collect customer input. This
information is returned in the <SecretList> either in clear text (relying on channel security) or encrypted.

Note: The Customer Add message requires special handling because it does not assume that a client is
authenticated. By definition, a client that is performing an enrollment using the Customer Add message does not
have a Customer Login ID or Password. Therefore, the Signon is likely anonymous under these circumstances.

See the matching response message CustAddRs

Datatype: Aggregate

Tag ||Type ||Usage ||Descnption/Conte><t notes
begin Aggregate
begin-block Required

RqUID uuID Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRgHdr Aggregate || Optional Message Request Header aggregate.

AsyncRquID  |[UUID Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.
end-block
begin-block Required
CustInfo "Aggregate Optional Profiled requirement Customer Information Aggregate.
begin-block Optional
SecretlList |Aggregate || Optional Repeating AND Secret List. This aggregate is for a customer to input the secret
required for client enrollment.
CryptType Open Enum || Optional AND Profiled values Encryption Type.
Indicates the encryption algorithm used for the secrets within the
<SecretList>. Must be one of the supported types such as the ones
defined in the <EnrollProf> aggregate in <BaseSvcProflnfo>.
Defined values: None, PKCS#1, PKCS#7, PKCS#10, ECB, CBC,
CFB, OFB, TECB, TCBC, TCBC-I, TCFB, TCFB-P, TOFB, TOFB-I,
AECB, ACBC, ACFB, AOFB, ACM




SecObjld  ||/dentifier Optional Repeating AND Identifier of Security Object on which the <SecretList> is encrypted
Note: If security objects are managed in band, this element should be
included in order to know how to decrypt <SecretList>

end-block

Custld Aggregate || Optional Customer ID. Usage is actual <Custld> if preassigned, or preference
for SPs that allow customer to pick.

AuthlInfo /Aggregate Optional Authentication Information. The client may provide information within
this aggregate to send to the server the authentication tokens (such
as password; other mechanisms will be defined in future releases of
IFX) that may be used in future communications with the server.

end-block
end Aggregate

6.4.2.1.1.1 — Authentication Information <Authinfo>

Authentication Information. The client may provide information within this aggregate to send to the server the
authentication tokens (such as password; other mechanisms will be defined in future releases of IFX) that may be used

in future communications with the server.

Datatype: Aggregate

Tag ||Type ||Usage

|[Description/Context notes

begin Aggregate

CustPswd "Aggregate

" Optional

" Customer Password Aggregate.

end Aggregate

6.4.2.1.2 — Customer Add Response <CustAddRs>

The <CustAddRs> message acknowledges the client's Enroll request. If the SP chooses to deliver a Customer Login ID
and a password in the response, they are also included. Otherwise, the SP may provide the Customer Login ID and
password through the postal mail, electronic mail, or over the telephone.

Note: When the <CustAddRs> message is returned in an Audit Response <CustAudRs> or Sync Response
<CustSyncRs>, <CryptType> and <PswdDelivery> may not be included, for security reasons.

See the matching request message CustAddRq

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required
Status Aggregate | Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).
RqUID uuib Required The Identifier of the Request that resulted in this response.
MsgRqgHdr Aggregate || Optional Echoed Message Request Header aggregate.
MsgRsHdr Aggregate || Optional Message Response Header aggregate.
AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier.
end-block
begin-block Optional but see Description required if message is successful
Custlnfo Aggregate | Optional Echoed Customer Information Aggregate.
Custld Aggregate | Optional Echoed Customer Login ID.
CustRec Aggregate || Required Customer Record Aggregate.
PswdDelivery  ||Aggregate || Optional Password Delivery Aggregate.
SPRefld Identifier |l Optional Service Provider Reference Identifier.
end-block

end Aggregate




6.4.2.1.2.1 — Password Delivery <PswdDelivery>

Datatype: Aggregate

Tag |[Type [[Usage |[Description/Context notes
begin Aggregate
CustPswd "Aggregate Required Customer Password Aggregate.
ExpDt DateTime Optional Password Expiration date and time. If absent, the password never
expires.

end Aggregate

6.4.2.2 — Customer Modify Message

A client may use the Customer Modify message to update his or her name, address, or contact details in the SP's
records. For information on Conventions for Modification of Server-Based Data, see Section 2.4.3.2.

6.4.2.2.1 — Customer Modify Request <CustModRq>

Customer Modify . Allows client to modify previously provided customer name, address, and contact information.

See the matching response message CustModRs

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
begin-block Required

RqUID uuiD Required Request Identifier. Optionally sent by a client as a universally unique
identifier for the message. Used to correlate responses with requests.

MsgRqgHdr Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer ID.

end-block
begin-block Required

CustInfo "Aggregate Required Customer Information Aggregate.

end-block
end Aggregate

6.4.2.2.2 — Customer Modify Response <CustModRs>

Customer Modify . Allows client to modify previously provided customer name, address, and contact information.

See the matching request message CustModRq

Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes
begin Aggregate
begin-block Required
Status Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).
RqUID uuiD Required The Identifier of the Request that resulted in this response.
MsgRgHdr /Aggregate || Optional Echoed Message Request Header aggregate.




MsgRsHdr "Aggregate Optional Message Response Header aggregate.
AsyncRquID  |UUID Optional Echoed Asynchronous Request Identifier.
Custld Aggregate || Optional Echoed Customer ID.

end-block

begin-block Optional but see Description required if message is successful
CustInfo Aggregate | Required Echoed Customer Information Aggregate.
CustRec Aggregate | Required Customer Record Aggregate.
SPRefld Identifier Optional Service Provider Reference Identifier.

end-block

end Aggregate

6.4.2.3 — Customer Password Modify Message

A client may use the Modify Customer Password message to change the password. The new Customer Password must
follow the password rules established in the <Signoninfo> aggregate, and must be encrypted if the Signon Realm
requires it.

Note: This message will be deprecated in IFX 2.0, replaced by the Customer Authentication Modify
(CustAuthMod) message.

6.4.2.3.1 — Customer Password Modify Request <CustPswdModRqg>
Customer Password Modify . Allows a client to modify a Customer Password.

See the matching response message CustPswdModRs

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required

RqUID uuIb Required Request Identifier. Optionally sent by a client as a universally unique
identifier for the message. Used to correlate responses with requests.

MsgRgHdr Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuibD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer ID.

end-block
begin-block Required

CustPswd "Aggregate Required Customer Password Aggregate.

end-block
end Aggregate

6.4.2.3.2 — Customer Password Modify Response <CustPswdModRs>

The <CustPswdModRs> message provides the client with an acknowledgement that the Customer Password has been
changed. If an error causes a client not to receive a response for a Modify Customer Password message, the server is
in an indeterminate state and the client should attempt to establish a session with the new Customer Password. If that

attempt fails, the client should attempt to establish a session with the old Customer Password.

See the matching request message CustPswdModRq

Datatype: Aggregate

Tag [[Type |[Usage |[Description/Context notes

begin Aggregate




begin-block Required
Status /Aggregate | Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).
RqUID uuiD Required The Identifier of the Request that resulted in this response.
MsgRqgHdr Aggregate || Optional Echoed Message Request Header aggregate.
MsgRsHdr /Aggregate | Optional Message Response Header aggregate.
AsyncRquID  ||UUID Optional Echoed Asynchronous Request Identifier.
Custld /Aggregate Optional Echoed Customer ID.
end-block
begin-block Optional but see Description required if message is successful
ExpDt DateTime || Optional Paslsword Expiration date and time. If absent, the password never
expires.
SPRefld "Identifier Optional Service Provider Reference Identifier.
end-block
end Aggregate

6.4.2.4 — Customer Authentication Modify Message

A client may use the Customer Authentication Modify message to change the authentication value (e.g. password,
certificate, PIN, Offline Bad PIN Try Counter). This may occur with a customer login or a CSR login, as a CSR may need
to change the customer's password (e.g., when the customer has forgotten the password).

Note: This message replaces Customer Password Modify (CustPswdMod), which will be deprecated in IFX 2.0.

6.4.2.4.1 — Customer Authentication Modify Request <CustAuthModRqg>

A client may use the Customer Authentication Modify message to change the authentication value (e.g. password,
certificate, PIN) or reset an authentication value (e.g. offline PIN tries). This may occur with a customer login or a CSR
login, as a CSR may need to change the customer's password (e.g., when the customer has forgotten the password).

See the matching response message CustAuthModRs

Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes

begin Aggregate

begin-block Required

RqUID uuib Required Request Identifier.

MsgRgHdr Aggregate || Optional Message Request Header aggregate.

AsyncRqUID (|UUID Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate | Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required
begin-xor Required

CustPswd ||{Aggregate | Required XOR Customer Password Aggregate

Certificate ||Aggregate | Required XOR Certificate

PINBlock [[NC-32 Required XOR New PIN pad data

ResetAuth [[Open Required XOR Request for recipient to initiate a PIN unblock operation to reset the

Enum bad PIN tries counter held in a chip card.
Valid Values: OfflinePINTries

end-xor




CryptType Open Optional but see Description Encryption Type. <CryptType> will be required in IFX 2.0 if the PIN
Enum block is present.

Defined values: None, PKCS#1, PKCS#7, PKCS#10, ECB, CBC,
CFB, OFB, TECB, TCBC, TCBC-I, TCFB, TCFB-P, TOFB, TOFB-I,
AECB, ACBC, ACFB, AOFB, ACM

Must be supported in list of encryption types in <SignonlInfo> in the
CSP’s Service Profile.

Note: If security objects are managed in band, this element should be
included in order to know how to decrypt <PINBlock>

SecObjld Identifier || Optional Repeating but see Identifier of Security Object on which the <PINBlock> is encrypted.
Description <SecObjld> will be required in IFX 2.0 if the PIN block is present.
Note: If security objects are managed in band, this element should be
included in order to know how to decrypt <PINBlock>
end-block

end Aggregate

6.4.2.4.2 — Customer Authentication Modify Response <CustAuthModRs>

Allows client to change the authentication credentials (e.g., password) of a customer.

The <CustAuthModRs> message provides the client with an acknowledgement that the authentication has been
changed. If an error causes a client not to receive a response for a Customer Authentication Modify message, the
server is in an indeterminate state and the client should attempt to establish a session with the new authentication
value. If that attempt fails, the client should attempt to establish a session with the old authentication value.

Note: The authentication credentials are not echoed in this message response in order to reduce the potential for
authentication credentials to be stolen.

See the matching request message CustAuthModRq

Datatype: Aggregate

Tag [[Type |[Usage |[Description/Context notes
begin Aggregate
begin-block Required
Status Aggregate | Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).
RqUID uuID Required The Identifier of the Request that resulted in this response.
MsgRgHdr Aggregate || Optional Echoed Message Request Header aggregate.
MsgRsHdr Aggregate | Optional Message Response Header aggregate.
AsyncRquID  ||UUID Optional Echoed Asynchronous Request Identifier.
Custld Aggregate || Optional Echoed Customer ID.
end-block
begin-block Optional but see Description required if message is successful
ExpDt DateTime || Optional Customer Authentication Expiration date and time. If absent, the
authentication value never expires.
SPRefld "Identifier Optional Service Provider Reference Identifier.
end-block
end Aggregate

6.4.2.5 — Customer Authentication Reversal Message

<section intentionally left blank>

6.4.2.5.1 — Customer Authentication Reversal Request <CustAuthRevRqg>

See the matching response message CustAuthRevRs




Datatype: Aggregate

Tag |[Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

RqUID uuiD Required Request Identifier.

MsgRqgHdr Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuib Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

RevReasonCode Open Enum Required Reversal reason code. The reason why the client is requesting a
reversal. Please see the enumerated items in section 3.1.8

Desc C-80 Optional Description, text describing the reason for the reversal.

CustAuthMsgRglInfo Aggregate Required Customer Authentication Message Request Information Aggregate.
This aggregate contains the message to reverse. See RevOptSupt in
the service profile for specific reversal messages supported.

end-block
end Aggregate
6.4.2.5.1.1 — Customer Authentication Message Request Information <CustAuthMsgRqInfo>
Datatype: Aggregate
Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
CustAuthModRq "Aggregate " Optional " Customer Authentication Modify Request Message Aggregate.

end Aggregate

6.4.2.5.2 — Customer Authentication Reversal Response <CustAuthRevRs>

See the matching request message CustAuthRevRg

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Conte><t notes
begin Aggregate
begin-block Required
Status Aggregate | Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).
RqUID uuIb Required The Identifier of the Request that resulted in this response.
MsgRqHdr Aggregate || Optional Echoed Message Request Header aggregate.
MsgRsHdr Aggregate | Optional Message Response Header aggregate.
AsyncRqUID uuIb Optional Echoed Asynchronous Request Identifier.
Custld Aggregate || Optional Echoed Customer Identification Aggregate.
end-block
begin-block || Optional but see required if message is successful




Description
RevReasonCode Open Required Echoed Reversal reason code. The reason why the client is requesting a
Enum reversal. Please see the enumerated items in section 3.1.8

Desc C-80 Optional Echoed Description, text describing the reason for the reversal.

CustAuthMsgRglnfo ||Adgregate || Required Echoed Customer Authentication Message Request Information Aggregate.
This aggregate contains the message to reverse. See RevOptSupt in
the service profile for specific reversal messages supported.

CSPRefld Identifier || Optional Customer Service Provider Reference Identifier.

SPRefld Identifier || Optional Service Provider Reference Identifier.

end-block
end Aggregate

6.4.2.6 — Customer Status Modify Message

The Customer Status Modify Message may be used to modify the status.

6.4.2.6.1 — Customer Status Modify Request <CustStatusModRq>
Customer Status Modify . Used to change the status of a customer (e.g., Suspended or Unenrolled).

See the matching response message CustStatusModRs

Datatype: Aggregate

Tag |[Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

RquUID uuiD Required Request Identifier.

MsgRqHdr Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuID Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued. This is
the identifier of the customer whose status is being modified.

end-block
begin-block Required

CustStatus "Aggregate Required Customer Status Aggregate.

end-block
end Aggregate

6.4.2.6.2 — Customer Status Modify Response <CustStatusModRs>

Customer Status Modify . Used to change the status of a customer (e.g., Suspended or Unenrolled).

See the matching request nr ge CustStatusModRq

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required
Status Aggregate || Optional Response Status Aggregate. If this aggregate is absent,

<StatusCode> defaults to 0 (zero).

uuID




RqUID Required The Identifier of the Request that resulted in this response.

MsgRgHdr /Aggregate || Optional Echoed Message Request Header aggregate.

MsgRsHdr Aggregate || Optional Message Response Header aggregate.

AsyncRqUID  |UUID Optional Echoed Asynchronous Request Identifier.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description required if message is successful

CustStatus Aggregate (| Required Echoed Customer Status Aggregate.

CustRec Aggregate || Required Customer Record Aggregate.

end-block
end Aggregate

6.4.2.7 — Customer Delete Message

A client may use the Customer Delete message to unenroll.

6.4.2.7.1 — Customer Delete Request <CustDelRq>

Customer Delete . A client may use the Customer Delete message to unenroll.

See the matching response message CustDelRs

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
begin-block Required

RqUID uuiD Required Request Identifier. Optionally sent by a client as a universally unique
identifier for the message. Used to correlate responses with requests.

MsgRqgHdr Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer ID.

end-block
begin-block Required

CascadeDel Boolean Optional Cascade Delete. If True, server must delete all dependent objects
when this object is deleted. If False or omitted, the customer/service
link must not be deleted if dependent objects exist. For a service, a
dependent object is a service/account link, pending transactions
(transfers or payments), recurring models, bills or payees, depending
on the service.

end-block
end Aggregate

6.4.2.7.2 — Customer Delete Response <CustDelRs>

Customer Delete . A client may use the Customer Delete message to unenroll.

See the matching request message CustDelRg

Datatype: Aggregate

[[Type lusage

||Description/Context notes

[rag
|



begin Aggregate

begin-block Required
Status Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).
RquUID uuiD Required The Identifier of the Request that resulted in this response.
MsgRgHdr Aggregate || Optional Echoed Message Request Header aggregate.
MsgRsHdr Aggregate || Optional Message Response Header aggregate.
AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier.
Custld Aggregate || Optional Echoed Customer ID.
end-block
begin-block Optional but see Description || required if message is successful
CascadeDel "Boolean Optional Echoed Cascade Delete.
begin-xor Optional
CustRec Aggregate || Optional XOR Customer Record Aggregate. This aggregate is provided in cases
where the server keeps the customer's record on the server even
after receiving a deletion request. This may occur if the deletion is not
immediate, or if the server maintains the record with a status of
Unenrolled.
DependentType ||Open Enum|| Optional XOR Repeating Dependent object type that exists for the customer/service link. One
element must be returned for each dependent.
Defined values: CustSvc

end-xor

SPRefld [dentifier |l optional

" Service Provider Reference Identifier.

end-block

end Aggregate

6.4.2.8 — Customer Inquiry Message

If <UpDt> is equal the server's date of last update, a <Status> code of 1 is returned, and the profile is not returned in the
response. This is the newest <CustRec> <UpDt> received by the client. If this information is absent, or does not match
the server's date of last update, the server must send all data in the response.

6.4.2.8.1 — Customer Inquiry Request <CustinqRq>

See the matching response message CustingRs

Datatype: Aggregate

Tag ||Type ||Usage ||Description/C0ntext notes
begin Aggregate
begin-block Required

RqUID uuiD Required Request Identifier. Optionally sent by a client as a universally unique
identifier for the message. Used to correlate responses with requests.

MsgRqHdr Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier.

Custld /Aggregate Optional Repeating Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

CardMagData /Aggregate Optional Repeating Card Magnetic Stripe Data aggregate. This is the card data identifier
of the user for whom the request is being issued. This element is
required if the owner of the object(s) specified in the request is not
the user specified in <SignonRg>. For example, if an ATM issues the
request on behalf of the user, then <CardMagData> is required, and
must contain the value of the user whose request is being issued.

DeliveryMethod  ||(Open Enum || Optional Profiled values Delivery Method. Default is Channel.




Value must be supported in Service Profile.

UpDt Timestamp || Optional Customer Record Update DateTime. The value is for the last update
to <CustRec> on the server that is known to the client.
If <UpDt> is equal the server’s date of last update, a <Status> code
of 1 is returned, and the profile is not returned in the response. This
is the newest <CustRec> <UpDt> received by the client. If this
information is absent, or does not match the server’s date of last
update, the server must send all data in the response.

IncToken Boolean Optional Include Token. If True, a <Token> should be included in the
response to set a base for future Service/Account Sync messages. If
False or omitted, no <Token> is returned.

end-block
end Aggregate

6.4.2.8.2 — Customer Inquiry Response <CustinqRs>

See the matching request message CustingRq

Datatype: Aggregate

Tag [Type [[Usage |[Description/Context notes
begin Aggregate
begin-block Required

Status Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).

RqUID uuID Required The Identifier of the Request that resulted in this response.

MsgRgHdr /Aggregate | Optional Echoed Message Request Header aggregate.

MsgRsHdr Aggregate || Optional Message Response Header aggregate.

AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier.

Custld /Aggregate || Optional Repeating Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description required if message is successful

CardMagData Aggregate | Optional Repeating Echoed Card Magnetic Stripe Data aggregate.

DeliveryMethod  {Open Enum | Optional Echoed Delivery Method.

UpDt Timestamp || Optional Echoed Customer Record Update DateTime.

IncToken Boolean Optional Echoed Include Token. If True, a <Token> should be included in the
response to set a base for future Service/Account Sync messages. If
False or omitted, no <Token> is returned.

NewUpDt Timestamp || Required New Customer Record Update Date Time. The value is for the last
update to <CustRec> on the Server.

CustRec Aggregate || Optional Repeating Customer Record Aggregate. One record is returned for each
customer matching the selection criteria in the request.

Token Identifier Optional Token. Server Assigned. Client should make no assumptions about
the value of this token relative to others that it may have received.
The token is significant only to the server that originally assigned it.

end-block

end Aggregate

6.4.2.9 — Customer Identifier Inquiry Message

A client, typically a CSR, may send a request to the Server to retrieve either the Login Id corresponding to a Permanent
Id, or the Permanent Id corresponding to a Login Id.

6.4.2.9.1 — Customer Identifier Inquiry Request <CustldinqRq>

The client must specify either the Customer Permanent identifier, or the Customer Login identifier.




See the matching response message CustldingRs

Datatype: Aggregate

Tag |[Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

RquUID uuiD Required Request Identifier. Optionally sent by a client as a universally unique
identifier for the message. Used to correlate responses with requests.

MsgRqgHdr Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.
end-block
begin-block Required
begin-or Required
CustPermld NC-32 Required OR Customer Permanent ID. Used as a database key to uniquely identify
a Service Provider's customer. Cannot be changed by the customer.
CustlLoginld NC-32 Required OR Customer Login ID. Used as a user-friendly name for the customer
for authentication purposes. Maps directly to Customer Permanent
ID. Some implementations may allow a user to change his or her
Login ID.
end-or
end-block
end Aggregate

6.4.2.9.2 — Customer Identifier Inquiry Response <CustldinqgRs>

The SP Server responds with a code indicating the processing status and the client identifiers.

See the matching request message CustldingRq

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required
Status "Aggregate Required The Identifier of the Request that resulted in this response.
RquID uuiD Required Echoed Request Identifier. Optionally sent by a client as a universally unique
identifier for the message. Used to correlate responses with requests.
MsgRgHdr /Aggregate || Optional Echoed Message Request Header aggregate.
MsgRsHdr Aggregate || Optional Message Response Header aggregate.
AsyncRquID  ||UUID Optional Echoed Asynchronous Request Identifier.
end-block
begin-block Optional but see Description required if message is successful
Custld Aggregate | Required Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.
Note: in cases where there is a <Status> <Severity> of Error,
<Custld> is not required in the response. This allows for graceful
failures.
end-block
end Aggregate

6.4.2.10 — Customer Audit Message




The Customer Audit Message allows the client to audit Customer Add/Modify/Delete messages. When the Cust object
changes, the server must generate an Rs message to the Rq that created the pending state.

6.4.2.10.1 — Customer Audit Request <CustAudRq>

Customer Audit . Allows client to audit Customer Add/Modify/Delete messages

See the matching response message CustAudRs

Datatype: Aggregate

Tag I[Type J[Usage |[Description/Context notes
begin Aggregate
begin-block Required

RqUID uuiD Required Request Identifier. Optionally sent by a client as a universally unique
identifier for the message. Used to correlate responses with requests.

MsgRgHdr /Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuID Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld /Aggregate Optional Repeating Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

SPName Identifier Optional Service Provider Name.

RecCtrlin /Aggregate Optional Records Control Input Aggregate.

SelRangeDt Aggregate Optional Selection Range Date Time Aggregate.

Method Closed Enum || Optional Repeating Customer/Service Link Method. This field is used as a selection
criterion.

Valid values: Add, Mod, Del.
end-block
end Aggregate

6.4.2.10.2 — Customer Audit Response <CustAudRs>

Customer Audit . Allows client to audit Customer Add/Modify/Delete messages

See the matching request message CustAudRq

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

Status Aggregate Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).

RqUID uuID Required The Identifier of the Request that resulted in this response.

MsgRgHdr Aggregate Optional Echoed Message Request Header aggregate.

MsgRsHdr Aggregate Optional Message Response Header aggregate.

AsyncRqUID |UUID Optional Echoed Asynchronous Request Identifier.

Custld Aggregate Optional Repeating Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.




end-block

begin-block Optional but see Description required if message is successful

SPName Identifier Optional Echoed Service Provider Name.

RecCtrlOut Aggregate Optional but see Description Records Control Output Aggregate.
Required if client included <RecCtrlin> in request and the server
supports Records Control.

SelRangeDt |/Aggregate Optional Echoed Selection Range Date Aggregate.

Method Closed Enum || Optional Repeating Echoed Customer/Service Link Method. This field is used as a selection
criterion.

CustMsgRec ||Aggregate Optional Repeating Customer Message Record

end-block

end Aggregate

6.4.2.10.2.1 — Customer Message Record <CustMsgRec>

Customer Message Record

Datatype: Aggregate

Tag

[[Type

||Usage

||Descripti0n/Context notes

begin Aggregate

Custld

Aggregate Optional

Customer Identification Aggregate. This is the identifier of the entity
who initiated the request (e.g., the one whose identifier appears in
the <SignonRg> of the original issued request). For example, if a
CSR or SP issues the request on behalf of the user, then <Custld> is
required, and must contain the value of the CSR or SP.

MsgRecDt

Timestamp Optional

Audit Record Creation Timestamp. Timestamp at which the audit
record was stored/created by the service provider.

begin-xor

Required

CustAddRs

Aggregate Required XOR

Customer Add Response Record Aggregate. One record is returned
for each Customer Add message for this customer, subject to
selection criteria or token.

CustModRs

Aggregate Required XOR

Customer Modify Response Record Aggregate. One record is
returned for each Customer Modify message for this customer,
subject to selection criteria or token.

CustStatusModRs

Aggregate Required XOR

Customer Status Modify Response Record Aggregate. One record is
returned for each Customer Status Modify message for this
customer, subject to selection criteria or token.

CustDelRs

Aggregate Required XOR

Customer Delete Response Record Aggregate. One record is
returned for each Customer Delete message for this customer,
subject to selection criteria or token.

end-xor

end Aggregate

6.4.2.11 — Customer Sync Message

The Customer Sync Message allows the client to synchronize on Customer Add/Modify/Delete messages. When the
Cust object changes, the server must generate an Rs message to the Rq that created the pending state.

6.4.2.11.1 — Customer Sync Request <CustSyncRq>

Customer Synchronization . Allows client to synchronize on Customer Add/Modify/Delete messages

See the matching response message CustSyncRs

Datatype: Aggregate

Tag

[[Type [[usage

|[Description/Context notes

begin Aggregate

begin-block

Required




RquUID uuiD Required Request Identifier. Optionally sent by a client as a universally unique
identifier for the message. Used to correlate responses with requests.

MsgRgHdr Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuIb Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

RecCtrlin Aggregate Optional Records Control Input Aggregate.

Token Identifier Required Token. Server assigned. Client should make no assumptions about
the value of this token relative to others it may have received. The
token is only significant to the server that originally assigned it.

This is a token that has been previously sent by the server, or zero
for first time requests.
end-block
end Aggregate

6.4.2.11.2 — Customer Sync Response <CustSyncRs>

Customer Synchronization . Allows client to synchronize on Customer Add/Modify/Delete messages

See the matching request message CustSyncRg

Datatype: Aggregate

Tag |[Type |[Usage |[Description/Context notes
begin Aggregate
begin-block Required

Status Aggregate | Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).

RqUID uuID Required The Identifier of the Request that resulted in this response.

MsgRgHdr Aggregate || Optional Echoed Message Request Header aggregate.

MsgRsHdr /Aggregate || Optional Message Response Header aggregate.

AsyncRqUID  |UUID Optional Asynchronous Request Identifier.

Custld /Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description required if message is successful

RecCtrlOut /Aggregate || Optional but see Description Records Control Output Aggregate.

Required if client included <RecCtrlin> in request and server
supports Records Control.

Token Identifier  |f Required Echoed Token.

NewToken Identifier || Required New Token. Server assigned. Client should make no assumptions
about the value of this token relative to others it may have received.
The token is only significant to the server that originally assigned it.

CustMsgRec Aggregate || Optional Repeating Customer Message Record

end-block
end Aggregate

6.4.3 — Customer/Service Link




<section intentionally left blank>

6.4.3.1 — Customer/Service Link Add

<section intentionally left blank>

6.4.3.1.1 — Customer/Service Link Add Request <CustSvcAddRqg>

A client uses the <CustSvcAddRg> message to request that a service be enabled. If the <SvcName> value is Pay, then
this message indicates enabling the Pay service, and should be sent from the CSP to the CPP; likewise, if the
<SvcName> is Pres, then it should be sent to a BSP. The fee account should be passed to Service Providers who are
actually charging for the service.

See the matching response nr ge CustSvcAddRs

Datatype: Aggregate

Tag |[Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

RqUID uuib Required Request Identifier. Optionally sent by a client as a universally unique
identifier for the message. Used to correlate responses with requests.

MsgRgHdr Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

CustSvcld Aggregate Required Customer/Service Link Identification Aggregate

CustSvcinfo Aggregate Required Customer/Service Link Information Aggregate

end-block
end Aggregate

6.4.3.1.2 — Customer/Service Link Add Response <CustSvcAddRs>

The Customer/Service Link Add Response Message acknowledges receipt of the enabling request. It also optionally
allows the SP to return disclosures associated with the activation request.

Note: <CustSvcAddRs> may be returned before enabling a service if several steps must be performed in
enabling a service. Therefore, a <CustSvcStatusCode> of xxxPending and the Resolve Pending Date may be
returned to the CSP and/or Customer to provide an estimated date for completion of the request. This may be
used, for example, when a CPP does a prenotification for a fee account, since it might take several days to obtain
results.

See the matching request message CustSvcAddRq

Datatype: Aggregate

Tag |[Type [[Usage |[Description/Context notes

begin Aggregate

begin-block Required




Status /Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).

RqUID uuiD Required The Identifier of the Request that resulted in this response.

MsgRqHdr Aggregate || Optional Echoed Message Request Header aggregate.

MsgRsHdr /Aggregate | Optional Message Response Header aggregate.

AsyncRquID  |[UUID Optional Echoed Asynchronous Request Identifier.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description required if message is successful

CustSvcld Aggregate | Required Echoed Customer/Service Link Identification Aggregate.

CustSvcinfo Aggregate | Required Echoed Customer/Service Link Information Aggregate.

CustSvcRec Aggregate || Required Customer/Service Record Aggregate

DiscRec /Aggregate || Optional Repeating Disclosure Record Aggregate.

CSPRefld Identifier |l Optional Customer Service Provider Reference Identifier.

SPRefld "Identiﬁer Optional Service Provider Reference Identifier.

end-block
end Aggregate

6.4.3.2 — Customer/Service Link Modify

The <CustSvcModRg> allows a customer to modify specific information about a customer/service link. This capability is

currently limited to modifying the fee account.

6.4.3.2.1 — Customer/Service Link Modify request <CustSvcModRq>

Customer/Service Link Modify . Allows a customer to modify specific information about a customer/service link.

See the matching response message CustSvcModRs

Datatype: Aggregate

Tag |[Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

RquUID uuiD Required Request Identifier. Optionally sent by a client as a universally unique
identifier for the message. Used to correlate responses with requests.

MsgRqgHdr Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

CustSvcld Aggregate Required Customer/Service Link Identification Aggregate.

CustSvcinfo Aggregate Required Customer/Service Link Information Aggregate

end-block
end Aggregate




6.4.3.2.2 — Customer/Service Link Modify Response <CustSvcModRs>
Customer/Service Link Modify . Allows a customer to modify specific information about a customer/service link.

See the matching request message CustSvcModRq

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required

Status /Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).

RqUID uuiD Required The Identifier of the Request that resulted in this response.

MsgRqHdr /Aggregate || Optional Echoed Message Request Header aggregate.

MsgRsHdr /Aggregate || Optional Message Response Header aggregate.

AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description required if message is successful

CustSvcld Aggregate (| Required Echoed Customer/Service Link Identification Aggregate.

CustSvcinfo /Aggregate || Required Echoed Customer/Service Link Information Aggregate.

CustSvcRec Aggregate || Required Customer/Service Link Record Aggregate

DiscRec Aggregate || Optional Repeating Disclosure Record Aggregate.

CSPRefld Identifier Optional Customer Service Provider Reference Identifier.

SPRefld "Identifier Optional Service Provider Reference Identifier.

end-block
end Aggregate

6.4.3.3 — Customer/Service Link Status Modify

The <CustSvcStatusModRg> allows a Service Provider to temporarily change the customer's service status. For
example, this function is used in the Presentment Service to notify a BSP that the CSP is unable to deliver bills or other
material to a customer and to notify the BSP that reverse sthe notification. This may occur when there is a potential
security/fraud problem or when a technical problem precludes the customer's access to his/her account with the CSP.
The BSP may need to notify the Biller to send paper bills, depending on regulatory or business practices, to ensure the
customer's billing is not interrupted.

6.4.3.3.1 — Customer/Service Link Status Modify Request <CustSvcStatusModRqg>
Customer/Service Link Status Modify . Allows a Service Provider to temporarily change the customer's service status.

See the matching response message CustSvcStatusModRs

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Context notes

begin Aggregate

begin-block Required
RqUID uuib Required Request Identifier. Optionally sent by a client as a universally unique
identifier for the message. Used to correlate responses with requests.
MsgRgHdr Aggregate Optional Message Request Header aggregate.
AsyncRqUID uuID Optional

Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.




For more information, see Status.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

CustSvcld Aggregate Required Customer/Service Link Identification Aggregate

CustSvcStatus Aggregate Required Customer/Service Link Status Aggregate

end-block
end Aggregate

6.4.3.3.2 — Customer/Service Link Status Response <CustSvcStatusModRs>

Customer/Service Link Status Modify . Allows a Service Provider to temporarily change the customer's service status.

See the matching request message CustSvcStatusModRg

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required

Status /Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).

RquUID uuiD Required The Identifier of the Request that resulted in this response.

MsgRqHdr Aggregate || Optional Echoed Message Request Header aggregate.

MsgRsHdr /Aggregate || Optional Message Response Header aggregate.

AsyncRqUID uuID Optional Echoed Asynchronous Request Identifier.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description required if message is successful

CustSvcld Aggregate || Required Echoed Customer/Service Link Identification Aggregate.

CustSvcStatus ~ ||Aggregate || Required Echoed Customer/Service Link Status Aggregate

CustSvcRec Aggregate || Required Customer/Service Link Record Aggregate

CSPRefld Identifier || Optional Customer Service Provider Reference Identifier.

SPRefld "Identifier Optional Service Provider Reference Identifier.

end-block
end Aggregate

6.4.3.4 — Customer/Service Link Delete

<section intentionally left blank>

6.4.3.4.1 — Customer/Service Link Delete Request <CustSvcDelRqg>

The <CustSvcDelRg> allows a customer to disable a service offered by a specified service provider. A customer may
initiate the process by sending the <CustSvcDelRg> to the CSP. The CSP may then send a <CustSvcDelRg> message
to a BSP to disable, for example, Bill Presentment Service for a particular customer at the BSP.

See the matching response n

ge CustSvcDelRs




Datatype: Aggregate

Tag |[Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

RqUID uuiD Required Request Identifier. Optionally sent by a client as a universally unique
identifier for the message. Used to correlate responses with requests.

MsgRqgHdr Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuID Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

CustSvcld "Aggregate Required Customer/Service Identification Aggregate

CascadeDel Boolean Optional Cascade Delete. If True, server must delete all dependent objects
when this object is deleted. If False or omitted, the customer/service
link must not be deleted if dependent objects exist. For a service, a
dependent object is a service/account link, pending transactions
(transfers or payments), recurring models, bills or payees, depending
on the service.

end-block

end Aggregate

6.4.3.4.2 — Customer/Service Link Delete Response <CustSvcDelRs>

See the matching request message CustSvcDelRq

Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes
begin Aggregate
begin-block Required

Status Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).

RquUID uuID Required The Identifier of the Request that resulted in this response.

MsgRgHdr Aggregate || Optional Echoed Message Request Header aggregate.

MsgRsHdr Aggregate || Optional Message Response Header aggregate.

AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description || required if message is successful

CustSvcld "Aggregate Required Echoed Customer/Service Identification Aggregate

CascadeDel "Boolean Optional Echoed Cascade Delete.

begin-xor Optional

CustSvcRec Aggregate || Optional XOR Customer/Service Link Record Aggregate. This aggregate is
provided in cases where the server keeps the customer/service link's
record on the server even after receiving a deletion request. This
may occur if the deletion is not immediate, or if the server maintains
the record with a status of Disabled.

DependentType || OPen Enum| Optional XOR Repeating Dependent object type that exists for the customer/service link. One




element must be returned for each dependent.

Defined values: SvcAcct, Bill, CustPayee, Pmt, RecPmt, RecXfer,
Xfer

end-xor

CSPRefld "Identifier Optional Customer Service Provider Reference Identifier.

SPRefld "Identifier Optional Service Provider Reference Identifier.
end-block

end Aggregate

6.4.3.5 — Customer/Service Link Audit

Allows client to audit Customer/Service Link Add/Modify/Delete messages associated with the current customer. When
the <CustSvcStatus> changes, the server must generate an Rs message corresponding to the Rq that created the
pending state. The <Status> <Severity> must always be Info. The <StatusDesc> is used to supply the details of a

rejection.

6.4.3.5.1 — Customer/Service Link Audit Request <CustSvcAudRqg>

Customer/Service Link Audit . Allows client to audit Customer/Service Link Add/Modify/Delete messages associated

with the current customer.

See the matching response message CustSvcAudRs

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required

RqUID uuiD Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRgHdr /Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld /Aggregate Optional Repeating Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

RecCtrlin /Aggregate Optional Records Control Input Aggregate.

SelRangeDt /Aggregate Optional Selection Range Date Time Aggregate.

Method Closed Enum Optional Repeating Customer/Service Link Method. This field is used as a selection
criterion.

Valid values: Add, Mod, Del.

SvcName Open Enum Optional Repeating Service Name
Valid values: Bank, Pay, Pres.

SPName Identifier Optional Repeating Service Provider Name.

end-block
end Aggregate

6.4.3.5.2 — Customer/Service Link Audit Response <CustSvcAudRs>

Customer/Service Link Audit . Allows client to audit Customer/Service Link Add/Modify/Delete messages associated

with the current customer.




See the matching request message CustSvcAudRg

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

Status Aggregate Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).

RqUID uuib Required The Identifier of the Request that resulted in this response.

MsgRgHdr Aggregate Optional Echoed Message Request Header aggregate.

MsgRsHdr Aggregate Optional Message Response Header aggregate.

AsyncRqUID uuib Optional Echoed Asynchronous Request Identifier.

Custld Aggregate Optional Repeating Echoed || Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description || required if message is successful

RecCtrlOut Aggregate Optional but see Description || Records Control Output Aggregate.

Required if client included <RecCtrlin> in request and server
supports Records Control.

SelRangeDt Aggregate | Optional Echoed Selection Range Date Aggregate.

Method Closed Enum || Optional Repeating Echoed || Customer/Service Link Action.

Valid values: Add, Mod, Del

SvcName Open Enum || Optional Repeating Echoed || Service Name
Valid values: Bank, Pay, Pres

SPName Identifier Optional Repeating Echoed || Service Provider Name.

CustSvcMsgRec ||Aggregate Optional Repeating Customer/Service Message Record.

end-block
end Aggregate
6.4.3.5.2.1 — Customer/Service Message Record <CustSvcMsgRec>

Customer/Service Message Record.

Datatype: Aggregate

Tag

[[Type lusage

||Description/Context notes

begin Aggregate

Custld

Aggregate | Optional

Customer Identification Aggregate. This is the identifier of the entity
who initiated the request (e.g., the one whose identifier appears in
the <SignonRg> of the original issued request). For example, if a
CSR or SP issues the request on behalf of the user, then <Custld> is
required, and must contain the value of the CSR or SP.

MsgRecDt

Timestamp || Optional

Audit Record Creation Timestamp. Timestamp at which the audit
record was stored/created by the service provider.

begin-xor

Required

CustSvcAddRs

Aggregate Required XOR

Customer/Service Link Add Response Record Aggregate. One
record is returned for each Customer/Service Link Add message for
this customer, subject to selection criteria or token.

CustSvcModRs

Aggregate Required XOR

Customer/Service Link Modify Response Record Aggregate. One
record is returned for each Customer/Service Link Modify message
for this customer, subject to selection criteria or token.

CustSvcStatusModRs

Aggregate || Required XOR

Customer/Service Link Status Modify Response Record Aggregate.
One record is returned for each Customer/Service Link Status Modify
message for this customer, subject to selection criteria or token.

CustSveDelRs

Aggregate Required XOR

Customer/Service Link Delete Response Record Aggregate. One
record is returned for each Customer/Service Link Delete message
for this customer, subject to selection criteria or token.




end-xor

end Aggregate

6.4.3.6 — Customer/Service Link Sync

Allows client to synchronize Customer/Service Link Add/Modify/Delete messages associated with the current customer.
When the <CustSvcStatus> changes, the server must generate an Rs message corresponding to the Rq that created
the pending state. The <Status> <Severity> must always be Info. The <StatusDesc> is used to supply the details of a
rejection.

6.4.3.6.1 — Customer/Service Link Sync Request <CustSvcSyncRqg>

Customer/Service Link Synch . Allows a client to synchronize Customer/Service Link Add/Modify/Delete messages
associated with the current customer.

See the matching response message CustSvcSyncRs

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required

RqUID uuID Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRgHdr Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer Ildentification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

RecCtrlin Aggregate Optional Records Control Input Aggregate.

Token Identifier Required Token. Server assigned. Client should make no assumptions about
the value of this token relative to others it may have received. The
token is only significant to the server that originally assigned it.

This is a token that has been previously sent by the server, or zero
for first time requests.
end-block
end Aggregate

6.4.3.6.2 — Customer/Service Link Sync Resposne <CustSvcSyncRs>

Customer/Service Link Synch . Allows a client to synchronize Customer/Service Link Add/Modify/Delete messages
associated with the current customer.

See the matching request message CustSvcSyncRq

Datatype: Aggregate

Tag |[Type [lusage |[Description/Context notes

begin Aggregate

begin-block Required
Status "Aggregate Optional

Response Status Aggregate. If this aggregate is absent,




<StatusCode> defaults to 0 (zero).

RqUID uuiD Required The Identifier of the Request that resulted in this response.
MsgRgHdr Aggregate || Optional Echoed Message Request Header aggregate.

MsgRsHdr Aggregate || Optional Message Response Header aggregate.

AsyncRqUID uuib Optional Asynchronous Request Identifier. Sent by a client to retrieve a

response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description required if message is successful
RecCtrlOut Aggregate || Optional but see Description Records Control Output Aggregate.
Required if client included <RecCtrlin> in request and server
supports Records Control.
Token Identifier |l Required Echoed Token.
NewToken Identifier || Required New Token. Server assigned. Client should make no assumptions
about the value of this token relative to others it may have received.
The token is only significant to the server that originally assigned it.
CustSvcMsgRec  [[Aggregate || Optional Repeating Customer/Service Message Record.
end-block

end Aggregate

6.4.4 — Service/Account Link

<section intentionally left blank>

6.4.4.1 — Bill Presentment

When activating an account for Bill Presentment Service, the customer and/or CSP must send secrets as requested by
the Biller, names and addresses as known to the Biller to be associated with the account, and the customer account with
the Biller <BillingAcct> , in order for a BSP or a Biller to correctly identify which customer and account to activate. The
Customer name and address at the CSP may be used to assist a BSP or Biller in matching the correct customer with the
account to be activated.

6.4.4.2 — Account specific disclosures

Note that if the Service Provider (e.g., CSP, CPP, or BSP) has account-specific disclosures that were not displayed in
the service activation process, the Service Provider must send disclosure text with the <SvcAcctAddRs> when an
account is being activated.

If presentation of terms and conditions is required prior to account activation, Disclosure Record Aggregates must be
returned in the response. If acceptance is required, and the customer does not accept, the account activation may not
be sent to the BSP. If the customer does accept, the client may use <CustDiscStatusModRqg> .

6.4.4.3 — Service/Account Link Add Message

<section intentionally left blank>

6.4.4.3.1 — Service Account Add Request <SvcAcctAddRqg>

A client uses the <SvcAcctAddRg> message to request that a particular account be activated for an enabled service,
e.g., a long distance telephone account for a bill presentment service. Multiple accounts may be activated by sending a
separate <SvcAcctAddRg> for each account to be activated.

See the matching response message SvcAcctAddRs



Datatype: Aggregate

Tag [[Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

RqUID uuiD Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRqgHdr Aggregate || Optional Message Request Header aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate || Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

SvcAcctld /Aggregate || Required Service/Account Link Identification Aggregate

SvcAcctinfo /Aggregate || Required Service/Account Link Information Aggregate

begin-block Optional

SecretList Aggregate || Optional Repeating AND Secret List. This is the list of responses to <SecretPrompt> provided
for account activation in aggregates such as <BillerRec>in Bill
Presentment service.

CryptType Open Enum|| Optional AND Profiled values || Encryption Type.
Indicates the encryption algorithm used for the secrets within the
<SecretList>. Must be one of the supported types such as the ones
defined in the Biller directory entry <BillerRec> for Bill Presentment
service.
Defined values: None, PKCS#1, PKCS#7, PKCS#10, ECB, CBC,
CFB, OFB, TECB, TCBC, TCBC-I, TCFB, TCFB-P, TOFB, TOFB-I,
AECB, ACBC, ACFB, AOFB, ACM

SecObjld Identifier || Optional Repeating AND Identifier of Security Object on which the <SecretList> is encrypted
Note: If security objects are managed in band, this element should be
included in order to know how to decrypt <SecretList>

end-block

begin-xor Optional

CustNameAddr |[Aggregate |l Optional XOR Repeating Customer Name/Address aggregate. This may be required for
account activation, such as when adding a presentment account.
Personinfo Aggregate || Optional XOR Repeating Person Information Aggregate.
end-xor
end-block

end Aggregate

6.4.4.3.2 — Service Account Inquiry Response <SvcAcctAddRs>

The Activate Account Response Message acknowledges receipt of the activate request and contains as much status
information as is available. Optionally allows an SP to return terms and conditions to the customer for acceptance.

Note: When a CSP activates an account on behalf of a customer, the xSP may return a status description of
PendAdd. Upon subsequent Service/Account Link Audit Requests <SvcAcctAudRq> and Service/Account Link
Sync Requests <SvcAcctSyncRq>, the Effective Date may be filled in when the account is activated. The <EffDt>
is advisory information coming from the xSP.

See the matching request message SvcAcctAddRg

Datatype: Aggregate

|[Type

||Usage

||Description/Context notes

[rag




begin Aggregate

begin-block Required

Status Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).

RquUID UuID Required The Identifier of the Request that resulted in this response.

MsgRgHdr /Aggregate || Optional Echoed Message Request Header aggregate.

MsgRsHdr Aggregate || Optional Message Response Header aggregate.

AsyncRqUID  |UUID Optional Echoed Asynchronous Request Identifier.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description required if message is successful

SvcAcctld /Aggregate || Required Echoed Service/Account Link Identification Aggregate.

SvcAcctinfo /Aggregate || Required Echoed Service/Account Link Information Aggregate.

SvcAcctRec Aggregate | Required Service/Account Record Aggregate.

DiscRec Aggregate || Optional Repeating Disclosure Record Aggregate.

CSPRefld Identifier | Optional Customer Service Provider Reference Identifier.

SPRefld "Identiﬁer Optional Service Provider Reference Identifier.

end-block

end Aggregate

6.4.4.4 — Service/Account Link Modify Message

<section intentionally left blank>

6.4.4.4.1 — Service Account Modify Request <SvcAcctModRqg>

The <SvcAcctModRg> allows a customer to modify specific information about an account. This message is currently
limited to modifying (1) a Pay funding account, and (2) the account Nickname. Optionally allows an SP to return terms

and conditions to the customer for acceptance.

See the matching response nr ge SvcAcctModRs
Datatype: Aggregate
Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required

RqUID uuiD Required Request Identifier.

MsgRgHdr Aggregate || Optional Message Request Header aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate || Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required
SvcAcctld Aggregate || Required Service/Account Link Identifier.
SvcAcctinfo Aggregate || Required Service/Account Link Information Aggregate.




begin-block Optional
SecretList Aggregate || Optional Repeating AND Secret List. This is the list of responses to <SecretPrompt> provided
for account activation in aggregates such as <BillerRec>in Bill
Presentment service.
CryptType Open Enum|f Optional AND Profiled values || Encryption Type.
Indicates the encryption algorithm used for the secrets within the
<SecretList>. Must be one of the supported types such as the ones
defined in the Biller directory entry <BillerRec> for Bill Presentment
service.
Defined values: None, PKCS#1, PKCS#7, PKCS#10, ECB, CBC,
CFB, OFB, TECB, TCBC, TCBC-I, TCFB, TCFB-P, TOFB, TOFB-I,
AECB, ACBC, ACFB, AOFB, ACM
SecObjld Identifier Optional Repeating AND Identifier of Security Object on which the <SecretList> is encrypted
Note: If security objects are managed in band, this element should be
included in order to know how to decrypt <SecretList>
end-block
begin-xor Optional
CustNameAddr [|Aggregate |l Optional XOR Repeating Customer Name/Address aggregate. This may be required for
account modification, such as with a presentment account.
Personlinfo Aggregate || Optional XOR Repeating Person Information Aggregate.
end-xor
end-block
end Aggregate

6.4.4.4.2 — Service Account Link Modify Request <SvcAcctModRs>

Allows client to request modification of an account for one of the customer's services. Optionally allows an SP to return

terms and conditions to the customer for acceptance.

See the matching request message SvcAcctModRq

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

Status Aggregate | Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).

RqUID uuib Required The Identifier of the Request that resulted in this response.

MsgRgHdr Aggregate || Optional Echoed Message Request Header aggregate.

MsgRsHdr Aggregate | Optional Message Response Header aggregate.

AsyncRqUID  ||UUID Optional Echoed Asynchronous Request Identifier.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description required if message is successful

SvcAcctld Aggregate || Required Echoed Service/Account Link Identification Aggregate.

SvcAcctinfo Aggregate || Required Echoed Service/Account Link Information Aggregate.

SvcAcctRec Aggregate || Required Service/Account Record Aggregate.

CustDiscRec Aggregate | Optional Repeating Disclosure Record Aggregate.

CSPRefld Identifier || Optional Financial Institution Reference Number.

SPRefld Identifier || Optional Service Provider Reference Number.

end-block
end Aggregate




6.4.4.5 — Service/Account Link Status Modify

The <SvcAcctStatusModRg> allows a Service Provider to temporarily change the customer's service/account link status.

6.4.4.5.1 — Service Account Status Modify Request <SvcAcctStatusModRqg>
Service Account Link Status Modify.

See the matching response nr ge SvcAcctStatusModRs

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required

RqUID uuib Required Request Identifier. Optionally sent by a client as a universally unique
identifier for the message. Used to correlate responses with requests.

MsgRgHdr Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

SvcAcctld Aggregate Required Service/Account Link Identification Aggregate

SvcAcctStatus Aggregate Required Service/Account Link Status Aggregate

end-block
end Aggregate

6.4.4.5.2 — Service Account Status Modify Response <SvcAcctStatusModRs>
Service Account Link Status Modify.

See the matching request message SvcAcctStatusModRq

Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes
begin Aggregate
begin-block Required

Status Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).

RqUID uuID Required The Identifier of the Request that resulted in this response.

MsgRgHdr /Aggregate || Optional Echoed Message Request Header aggregate.

MsgRsHdr Aggregate || Optional Message Response Header aggregate.

AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier.

Custld /Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description required if message is successful

SvcAcctld "Aggregate Required Echoed Service/Account Link Identification Aggregate.

1T




SvcAcctStatus  |[Aggregate (| Required Echoed Service/Account Link Status Aggregate

SvcAcctRec /Aggregate || Required Service/Account Link Record Aggregate

CSPRefld Identifier || Optional Customer Service Provider Reference Identifier.

SPRefld "Identifier Optional Service Provider Reference Identifier.
end-block

end Aggregate

6.4.4.6 — Service/Account Link Identifier Modify Message

<section intentionally left blank>

6.4.4.6.1 — Service / Account Link Identifier Modify Request <SvcAcctidModRqg>

The <SvcAcctldModRg> allows a customer or CSP to change the identifier associated with a particular Service Account
Link. For example, in the Pay service, the <SvcAcctldModRqg> would change all pending payments against a particular
funding account to be applied against a new funding account.

See the matching response message SvcAcctidModRs

Datatype: Aggregate

Tag [[Type |[Usage |[Description/Context notes
begin Aggregate
begin-block Required

RqUID uuib Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRgHdr Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuib Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

SvcAcctld Aggregate Required Service/Account Link Identifier. This is the identifier of the currently
linked account to the service.

begin-xor Required

DepAcctld Aggregate Required XOR Deposit Account Identifier. This is the identifier of the new account to
be linked.
CardAcctld Aggregate Required XOR Card Account Identifier. This is the identifier of the new account to be
linked.
LoanAcctld Aggregate Required XOR Loan Account Identifier. This is the identifier of the new account to be
linked.
begin-block Required
PresAcctld Aggregate Required XOR Presentment Account Identifier. This is the identifier of the new
account to be linked.
PresAcctinfo Aggregate Optional Presentment Account Information.
end-block
end-xor
end-block
end Aggregate

6.4.4.6.2 — Service / Account Link Identifier Modify Response <SvcAcctldModRs>



Service Account Link Identifier Modify. Allows a customer or CSP to change the identifier associated with a particular

Service Account Link.

See the matching request message SvcAcctldModRq

Datatype: Aggregate

Tag [Type [[Usage |[Description/Context notes
begin Aggregate
begin-block Required
Status Aggregate || Optional Response Status Aggregate.
RqUID uuib Required The Identifier of the Request that resulted in this response.
MsgRgHdr Aggregate || Optional Echoed Message Request Header aggregate.
MsgRsHdr Aggregate || Optional Message Response Header aggregate.
AsyncRqUID uuID Optional Echoed Asynchronous Request Identifier.
Custld Aggregate || Optional Echoed Customer Identification Aggregate.
end-block
begin-block Optional but see Description || required if message is successful
SvcAcctld "Aggregate Required Echoed Service/Account Link Identifier.
begin-xor Required
DepAcctld Aggregate || Required XOR Echoed Deposit Account Identifier.
CardAcctld Aggregate || Required XOR Echoed Card Account Identifier.
LoanAcctld Aggregate || Required XOR Echoed Loan Account Identifier.
begin-xor Required
PresAcctld  |[Aggregate || Required XOR Echoed Presentment Account Identifier.
PresAcctinfo ||Aggregate (| Optional Echoed Presentment Account Information.
end-xor
end-xor
SvcAcctRec "Aggregate " Required " Service/Account Link Record.
end-block
end Aggregate

6.4.4.7 — Service/Account Link Delete Message

<section intentionally left blank>

6.4.4.7.1 — Service / Account Link Identifier Delete Request <SvcAcctDelRq>

The <SvcAcctDelRg> allows a customer or CSP to deactivate a specific account for the specified service. Note that
deactivating an account in IFX refers to a service provider removing the linkage between the account and the service,
and does not impact the status of the actual account, e.g. suspending an electronic billing account should not be
confused with halting the actual service, such as turning off the electricity.

See the matching response nr ge SvcAcctDelRs

Datatype: Aggregate

Tag |[Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required
RqUID uuiD Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.
MsgRqgHdr Aggregate Optional Message Request Header aggregate.
uuID i
AsyncRqUID Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build




and be able to be sent synchronously.

For more information, see Status.

Custld

Aggregate

Optional

Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block

begin-block

Required

SvcAcctld

"Aggregate

Required

Service/Account Link Identification Aggregate

CascadeDel

Boolean

Optional

Cascade Delete. If True, server must delete all dependent objects
when this object is deleted. If False or omitted, the service/account
link must not be deleted if dependent objects exist. For a
service/account link, a dependent object is pending transactions
(transfers or payments), recurring models, bills or payees, depending
on the service.

end-block

end Aggregate

6.4.4.7.2 — Service / Account Link Identifier Delete Response <SvcAcctDelRs>

Allows client to request the disabling of a service for the customer.

See the matching request message SvcAcctDelRg

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Context notes
begin Aggregate
begin-block Required

Status Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).

RqUID uuiD Required The Identifier of the Request that resulted in this response.

MsgRqHdr Aggregate || Optional Echoed Message Request Header aggregate.

MsgRsHdr Aggregate || Optional Message Response Header aggregate.

AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description || required if message is successful

SvcAcctld "Aggregate Required Echoed Service/Account Link Identification Aggregate.

CascadeDel "Boolean Optional Echoed Cascade Delete.

begin-xor Optional

SvcAcctRec Aggregate || Optional XOR Service/Account Link Record Aggregate. This aggregate is provided
in cases where the server keeps the service/account link's record on
the server even after receiving a deletion request. This may occur if
the deletion is not immediate, or if the server maintains the record
with a status of Deactivated.

DependentType Open Enum|| Optional XOR Repeating Dependent object type that exists for the customer/service link. One
element must be returned for each dependent.

Defined values: SvcAcct, Bill, CustPayee, Pmt, RecPmt, RecXfer,
Xfer

end-xor

CSPRefld "Identifier Optional Customer Service Provider Reference Identifier.

SPRefld "Identifier Optional Service Provider Reference Identifier.

end-block

end Aggregate




6.4.4.8 — Service/Account Link Inquiry Message

If <UpDt> is equal the server's date of last update, a <Status> code of 1 is returned, and the profile is not returned in the
response. This is the last <NewUpDt> received by the client. If this information is absent, or does not match the server's
date of last update, the server must send all data in the response.

6.4.4.8.1 — Service/Account Link Inquiry Request <SvcAcctingRg>

If <UpDt> is equal the server’s date of last update, a <Status> code of 1 is returned, and the profile is not returned in
the response. This is the last <NewUpDt> received by the client. If this information is absent, or does not match the

server’s date of last update, the server must send all data in the response.

See the matching response message SvcAcctingRs

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

RqUID uuiD Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRqgHdr /Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld /Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

CardMagData Aggregate Optional Card Magnetic Stripe Data aggregate. This is the card data identifier
of the user for whom the request is being issued. This element is
required if the owner of the object(s) specified in the request is not
the user specified in <SignonRg>. For example, if an ATM issues the
request on behalf of the user, then <CardMagData> is required, and
must contain the value of the user whose request is being issued.

RecCtrlin /Aggregate Optional Records Control Input Aggregate.

SvcName Open Enum || Optional Repeating Service Name. This field identifies the specific set of services for
which the server should provide customer profile information. This
allows the client to scope the profile request to provide account
information only for a specific set of services.

Defined values: Bank, Pay, Pres

IncDetail Boolean Optional Include Detail Indicator. If True, the response should include the
detail account records, <xxxAcctRec>, in the aggregates returned. If
False, or omitted, the detail account records should not be included.

IncBal Boolean Optional Include Balances Indicator. If True, the <AcctBal> aggregate within
<BankAcctRec> is being requested. If False or omitted, the
<AcctBal> aggregate within <BankAcctRec> is not being requested.
This indicator is only meaningful whenever <IncDetail> is True.

IncToken Boolean Optional Include Token. If True, a <Token> should be included in the
response to set a base for future Service/Account Sync messages. If
False or omitted, no <Token> is returned.

DeliveryMethod Open Enum || Optional Profiled values Delivery Method. Default is Channel.

Value must be supported in Service Profile.

UpDt Timestamp || Optional Service/Account Information Update Timestamp. The value is for the
last (i.e., latest) update made to either <CustSvcRec>or
<SvcAcctRec> on the server that is known to the client.

end-block
end Aggregate

6.4.4.8.2 — Service/Account Link Inquiry Response <SvcAcctinqRs>




Service/Account Link Inquiry . Allows client to retrieve account and service current state, and account balances.

See the matching request message SvcAcctingRqg

Datatype: Aggregate

Tag [[Type |[Usage |[Description/Context notes
begin Aggregate
begin-block Required

Status Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).

RqUID uuID Required The Identifier of the Request that resulted in this response.

MsgRgHdr /Aggregate | Optional Echoed Message Request Header aggregate.

MsgRsHdr Aggregate || Optional Message Response Header aggregate.

AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier.

Custld /Aggregate | Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description || required if message is successful

CardMagData /Aggregate | Optional Echoed Card Magnetic Stripe Data aggregate.

RecCtrlOut /Aggregate || Optional but see Description || Records Control Output Aggregate.

Required if <RecCtrlin> was provided in the request and the server
supports Records Control.

SvcName Open Enum || Optional Repeating Echoed || Service Name.

Defined values: Bank, Pay, Pres

IncDetail Boolean Optional Echoed Include Detail Indicator. If True, the response should include the
detail account records, <xxxAcctRec>, in the aggregates returned. If
False, or omitted, the detail account records should not be included.

IncBal Boolean Optional Echoed Include Balances Indicator. If True, the <AcctBal> aggregate within
<BankAcctRec> is being requested. If False or omitted, the
<AcctBal> aggregate within <BankAcctRec> is not being requested.

IncToken Boolean Optional Echoed Include Token. If True, a <Token> should be included in the
response to set a base for future Service/Account Sync messages. If
False or omitted, no <Token> is returned.

DeliveryMethod ||Open Enum || Optional Echoed Delivery Method.

UpDt Timestamp || Optional Echoed Service Information Update DateTime.

NewUpDt Timestamp || Required New Service/Account Link Update DateTime. The value is for the last
(i.e., latest) update made to either <CustSvcRec>or <SvcAcctRec>
on the server.

BankAcctRec Aggregate | Optional Repeating Bank Account Record

PresAcctRec Aggregate || Optional Repeating Presentment Account Record

MortAcctRec Aggregate || Optional Repeating Mortgage Account Record

CCAcctRec Aggregate || Optional Repeating Credit Card Account Record

LOCAcctRec Aggregate || Optional Repeating Line of Credit Account Record

LoanAcctRec Aggregate || Optional Repeating Loan Account Record

DepAcctRec Aggregate || Optional Repeating Deposit Account Record

CustSvcRec Aggregate || Optional Repeating Customer/Service Link Record Aggregate. This aggregate contains
the status of a specific service and, if applicable, fee account
information associated with the service.

SvcAcctRec Aggregate || Optional Repeating Service/ Account Link Record Aggregate. This aggregate identifies
an account and its status with respect to a specific service.

Token Identifier Optional Token. Server Assigned. Client should make no assumptions about
the value of this token relative to others that it may have received.
The token is significant only to the server that originally assigned it.

end-block
end Aggregate




6.4.4.9 — Service/Account Link Audit Message

Allows client to audit Service/Account Link Add/Modify/Delete messages associated with the current customer and the
current customer's accounts. When the <SvcAcctStatus> changes, the server must generate an Rs message
corresponding to the Rq that created the pending state. The <Status> <Severity> must always be Info. The

<StatusDesc> is used to supply the details of a rejection.

6.4.4.9.1 — Service/Account Link Audit Request <SvcAcctAudRqg>

Service/Account Link Audit . Allows client to audit Service /Account Link Add, Modify and Delete messages associated
with the current customer and the current customer's accounts.

See the matching response nr ge SvcAcctAudRs
Datatype: Aggregate
Tag [Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

RqUID uuiD Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRqgHdr /Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

RecCtrlin /Aggregate Optional Records Control Input Aggregate.

SelRangeDt /Aggregate Optional Selection Range Date Time Aggregate.

Method Closed Enum Optional Repeating Service/Account Link Method.This field is used as a selection
criterion.

Valid values: Add, Mod, StatusMod, Del
end-block
end Aggregate

6.4.4.9.2 — Service/Account Link Audit Response <SvcAcctAudRs>

Service/Account Link Audit . Allows client to audit Service /Account Link Add, Modify and Delete messages associated
with the current customer and the current customer's accounts.

See the matching request message SvcAcctAudRq

Datatype: Aggregate

Tag |[Type [[Usage |[Description/Context notes
begin Aggregate
begin-block Required
Status Aggregate Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).
RqUID uuib Required The Identifier of the Request that resulted in this response.
MsgRqgHdr Aggregate Optional Echoed Message Request Header aggregate.
MsgRsHdr Aggregate Optional Message Response Header aggregate.
AsyncRqUID uuib Optional Echoed Asynchronous Request Identifier.
Aggregate




Custld

Optional Echoed

Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description || required if message is successful
RecCtrlOut Aggregate Optional but see Description || Records Control Output Aggregate.
Required if client included <RecCtrlin> in request and server
supports Records Control.
SelRangeDt Aggregate Optional Echoed Selection Range Date Aggregate.
Method Closed Enum || Optional Repeating Echoed || Service/Account Link Method.
SvcAcctMsgRec |[Aggregate Optional Repeating Service/Account Link Message Record.

end-block

end Aggregate

6.4.4.9.2.1 — Service Account Message Record <SvcAcctMsgRec>

Service/Account Link Message Record. Contains the service/account link information returned in the audit and sync

responses.

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
Custld Aggregate || Optional Customer Identification Aggregate. This is the identifier of the entity
who initiated the request (e.g., the one whose identifier appears in
the <SignonRg> of the original issued request). For example, if a
CSR or SP issues the request on behalf of the user, then <Custld> is
required, and must contain the value of the CSR or SP.
MsgRecDt Timestamp || Optional Audit Record Creation Timestamp. Timestamp at which the audit
record was stored/created by the service provider.
begin-xor Required

SvcAcctAddRs Aggregate || Required XOR Service/Account Link Add Response Record Aggregate. One record
is returned for each Service/Account Link Add message for this
customer, subject to selection criteria or token.

SvcAcctModRs Aggregate || Required XOR Service/Account Link Modify Response Record Aggregate. One
record is returned for each Service/Account Link Modify message for
this customer, subject to selection criteria or token.

SvcAcctStatusModRs Aggregate || Required XOR Service/Account Link Status Modify Response Record Aggregate.
One record is returned for each Service/Account Link Status Modify
message for this customer, subject to selection criteria or token.

SvcAcctldModRs Aggregate || Required XOR 1.1+ Service/Account Link Identifier Modify Response Record Aggregate.
One record is returned for each Service/Account Link Identifier
Modify message for this customer, subject to selection criteria or
token.

SvcAcctDelRs Aggregate (| Required XOR Service/Account Link Delete Response Record Aggregate. One
record is returned for each Service/Account Link Delete message for
this customer, subject to selection criteria or token.

SvcAcctRevRs Aggregate || Required XOR Service/Account Link Reveral Response Record Aggregate. One
record is returned for each Service/Account Link Reversal message
for this customer, subject to selection criteria or token.

end-xor
end Aggregate

6.4.4.10 — Service/Account Link Sync Message

Allows client to synchronize Service/Account Link Add/Modify/Delete messages associated with the current customer
and the current customer's accounts. When the <SvcAcctStatus> changes, the server must generate an Rs message to
the Rq that created the pending state. The <Status> <Severity> must be Info. The <StatusDesc> is used to supply the

details of a rejection.

6.4.4.10.1 — Service/Account Link Sync Request <SvcAcctSyncRq>




Service/Account Link Sync . Allows client to synchronize Service/Account Link Add, Modify and Delete messages
associated with the current customer and the current customer's accounts

See the matching response message SvcAcctSyncRs

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

RqUID uuiD Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRqHdr Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

RecCtrlin Aggregate Optional Records Control Input Aggregate.

Token Identifier Required Token. Server assigned. Client should make no assumptions about
the value of this token relative to others it may have received. The
token is only significant to the server that originally assigned it.

This is a token that has been previously sent by the server, or zero
for first time requests.
end-block
end Aggregate

6.4.4.10.2 — Service/Account Link Sync Response <SvcAcctSyncRs>

Service/Account Link Sync . Allows client to synchronize Service/Account Link Add, Modify and Delete messages
associated with the current customer and the current customer's accounts

See the matching request message SvcAcctSyncRq

Datatype: Aggregate

Tag |[Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

Status Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).

RqUID uuID Required The Identifier of the Request that resulted in this response.

MsgRgHdr Aggregate || Optional Echoed Message Request Header aggregate.

MsgRsHdr Aggregate || Optional Message Response Header aggregate.

AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description required if message is successful

RecCtrlOut Aggregate || Optional but see Description

Records Control Output Aggregate.




Required if client included <RecCtrlin> in request and server
supports Records Control.

Token Identifier || Required Echoed Token.

NewToken Identifier || Required New Token. Server assigned. Client should make no assumptions
about the value of this token relative to others it may have received.
The token is only significant to the server that originally assigned it.

SvcAcctMsgRec  ||Aggregate || Optional Repeating Service Account Message Record

end-block

end Aggregate

6.4.4.11 — Service Account Reversal

<section intentionally left blank>

6.4.4.11.1 — Service Account Reversal Request <SvcAcctRevRqg>

See the matching response message SvcAcctRevRs

Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes
begin Aggregate
begin-block Required

RqUID uuib Required Request Identifier.

MsgRgHdr Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuib Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

RevReasonCode Open Enum Required Reversal reason code. The reason why the client is requesting a
reversal. Please see the enumerated items in section 3.1.8

Desc C-80 Optional Description, text describing the reason for the reversal.

SvcAcctMsgRalnfo Aggregate Required Service Account Message Request Information Aggregate. This
aggregate contains the message to reverse. See RevOptSupt in the
service profile for specific reversal messages supported.

end-block
end Aggregate

6.4.4.11.1.1 — Service Account Message Request Information <SvcAcctMsgRqinfo>

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
begin-xor Required
SvcAcctAddRg Aggregate || Required XOR Service Account Add Request Message Aggregate.
SvcAcctModRg Aggregate || Required XOR Service Account Modify Request Message Aggregate.
SvcAcctldModRg Aggregate || Required XOR Service Account ID Modify Request Message Aggregate.




SvcAcctStatusModRg Aggregate Required XOR Service Account Stautus Modify Request Message Aggregate.

SvcAcctDelRg Aggregate || Required XOR Service Account Delete Request Message Aggregate.

SvcAcctingRg Aggregate || Required XOR Service Account Inquiry Request Message Aggregate.

SvcAcctAudRg Aggregate || Required XOR Service Account Audit Request Message Aggregate.

SvcAcctSyncRq Aggregate || Required XOR Service Account Synchronization Request Message Aggregate.
end-xor

end Aggregate

6.4.4.11.2 — Service Account Reversal Response <SvcAcctRevRs>

See the matching request message SvcAcctRevRg

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Context notes
begin Aggregate
begin-block Required
Status Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).
RqUID uuiD Required The Identifier of the Request that resulted in this response.
MsgRqHdr Aggregate || Optional Echoed Message Request Header aggregate.
MsgRsHdr Aggregate || Optional Message Response Header aggregate.
AsyncRqUID uuib Optional Echoed Asynchronous Request Identifier.
Custld Aggregate || Optional Echoed Customer Identification Aggregate.
end-block
begin-block Optional but see Description || required if message is successful
RevReasonCode |[Open Enum|| Required Echoed Reversal reason code. The reason why the client is requesting a
reversal. Please see the enumerated items in section 3.1.8
Desc C-80 Optional Echoed Description, text describing the reason for the reversal.
SvcAcctMsgRalnfo |[{Aggregate || Required Echoed Service Account Message Request Information Aggregate. This
aggregate contains the message to reverse. See RevOptSupt in the
service profile for specific reversal messages supported.
CSPRefld Identifier |l Optional Customer Service Provider Reference Identifier.
SPRefld Identifier | Optional Service Provider Reference Identifier.
end-block

end Aggregate

6.4.5 — Disclosure

<section intentionally left blank>

6.4.5.1 — Disclosure Inquiry Message

A customer or CSP may make a query about disclosure terms and conditions for a given service.

6.4.5.1.1 — Disclosure Inquiry Request <DiscinqRq>

Disclosure Inquiry Request Message. Used to retrieve disclosures.

See the matching response message DisclngRs

Datatype: Aggregate




Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
begin-block Required

RqUID uuID Required Request Identifier.

MsgRgHdr /Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld /Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required
SvcName Open Enum || Optional Repeating Service Name.
Defined values: Bank, Pay, Pres
This element is used as a selection criterion.
Discld uuID Optional Repeating Disclosure ID. This element is used as a selection criterion.
DeliveryMethod Open Enum || Optional Profiled values Delivery Method. Default is Channel.
Value must be supported in Service Profile.

UpDt Timestamp || Optional Timestamp when the Disclosure list was Last Updated on the Server.
This is the timestamp of the last Disclosure list received from the
server.

end-block
end Aggregate

6.4.5.1.2 — Disclosure Inquiry Response <DiscinqgRs>
The SP Server responds with disclosure details.

See the matching request message DisclngRqg

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required

Status /Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).

RqUID uuiD Required The Identifier of the Request that resulted in this response.

MsgRqgHdr Aggregate | Optional Echoed Message Request Header aggregate.

MsgRsHdr /Aggregate | Optional Message Response Header aggregate.

AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description required if message is successful

SvcName "Open Enum | Optional Repeating Echoed || Service Name.

Discld uuIiD Optional Repeating Echoed || Disclosure ID. This element is used as a selection criterion.

DeliveryMethod  {Open Enum | Optional Echoed Delivery Method.

UpDt Timestamp || Optional Echoed ) ) _

Timestamp when the Disclosure list was last updated on the Server.




The last timestamp received by the client.

NewUpDt Timestamp || Required New Disclosure list update timestamp. The value is for the last
update to the most recent <DiscRec> on the Server.

DiscRec Aggregate || Optional Repeating Disclosure Record Aggregate. One aggregate is returned for each
record matching the selection criteria in the request.

end-block

end Aggregate

6.4.6 — Customer/Disclosure Link

<section intentionally left blank>

6.4.6.1 — Customer/Disclosure Link Status Modify Message

A customer uses the Customer/Disclosure Link Status Modify Message to accept or reject a disclosure received via
various messages.

6.4.6.1.1 — Customer/Disclosure Link Request <CustDiscStatusModRqg>

Customer/Disclosure Link Status Modify . Used to convey a customer's decision to accept or reject a disclosure
received via various messages.

See the matching response message CustDiscStatusModRs

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Context notes
begin Aggregate
begin-block Required

RquUID uuIb Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRgHdr Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

Discld uuiD Required Disclosure Identifier.

CustDiscStatusCode Closed Enum Required Customer/Disclosure Link Status Code
Valid values: None, Accepted, Rejected, Viewed

end-block
end Aggregate

6.4.6.1.2 — Customer/Disclosure Link Response <CustDiscStatusModRs>

Customer/Disclosure Link Status Modify . Used to convey a customer's decision to accept or reject a disclosure
received via various messages.

See the matching request message CustDiscStatusModRqg

Datatype: Aggregate




Tag [Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

Status Aggregate Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).

RquUID uuiD Required The Identifier of the Request that resulted in this response.

MsgRgHdr Aggregate Optional Echoed Message Request Header aggregate.

MsgRsHdr Aggregate Optional Message Response Header aggregate.

AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier.

Custld Aggregate Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see required if message is successful
9 Description
Discld "UU'D Required Echoed Disclosure Identifier.
CustDiscStatusCode E'OSGd Required Echoed Customer/Disclosure Link Status Code
num

CSPRefld "Identifier Optional Customer Service Provider Reference Identifier.

SPRefld "Identifier Optional Service Provider Reference Identifier.

end-block
end Aggregate

6.4.6.2 — Customer/Disclosure Link Inquiry Message

A customer or CSP may make a query about the status of a disclosure for a given consumer, and optionally include the

associated disclosure itself.

6.4.6.2.1 — Customer/Disclosure Link Inquiry Request <CustDisclnqRqg>

Customer Disclosure Inquiry . Used by a customer or CSP to make a query about disclosure terms and conditions for a

given account, service, or biller.

See the matching response message CustDisclngRs

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

RqUID uuib Required Request Identifier.

MsgRqgHdr Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuib Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required
SvcName Open Enum || Required Service Name.
Defined values: Bank, Pay, Pres
Discld uuiD Optional Disclosure ID. This element is used as a selection criterion.




CustDiscStatusCode |[Closed Enum || Optional Customer/Disclosure Link Status Code. This element is used as a
selection criterion
Valid values: None, Accepted, Rejected, Viewed

IncDisc Boolean Optional Include Disclosure Boolean. If True, the client is requesting that
<DisclInfo> be included with each record in the response. If False or
omitted, the client is requesting that <DiscInfo> not be included with
each record in the response.

DeliveryMethod Open Enum || Optional Profiled values || Delivery Method. Default is Channel.

Value must be supported in Service Profile.

end-block

end Aggregate

6.4.6.2.2 — Customer/Disclosure Link Inquiry Response <CustDisclnqRs>

Used by a customer or CSP to make a query about disclosure terms and conditions for a given account, service, or

biller.

The SP Server responds with disclosure details.

See the matching request message CustDisclngRq

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Context notes
begin Aggregate
begin-block Required

Status Aggregate Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).

RqUID uuiD Required The Identifier of the Request that resulted in this response.

MsgRqHdr Aggregate Optional Echoed Message Request Header aggregate.

MsgRsHdr Aggregate Optional Message Response Header aggregate.

AsyncRqUID uuib Optional Echoed Asynchronous Request Identifier.

Custld Aggregate Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block CD)ptiorjaI_ but see required if message is successful
escription

SvcName "Open Enum || Required Echoed Service Name.

Discld "UU'D Optional Echoed Disclosure ID. This element is used as a selection criterion.

CustDiscStatusCode E'OSEd Optional Echoed Customer/Disclosure Link Status Code.

num

IncDisc Boolean Optional Echoed Include Disclosure Boolean.

DeliveryMethod Open Enum || Optional Echoed Delivery Method.

CustDiscRec Aggregate Optional Repeating Customer/Disclosure Record Aggregate. One aggregate is returned
for each record matching the selection criteria in the request.
<CustDiscRec> <Disclnfo> may also be returned if <IncDisc> is
True.

end-block

end Aggregate

6.5 — Security Object

The Security Object messages are intended to allow security objects to be transported for use within IFX transactions.
Security objects include items such as DES/3DES keys used for PIN encryption, Digital Certificates used for
identification and public keys used for data encryption using asynchronous

encryption techniques.

A unique feature of the security object is the requirement for the object to physically exist at each end-point involved in




the encryption process. Unlike a transaction (withdrawal, bill pay, etc) or customer information for which the system of
record is in a single location, security objects must exist and be tracked in more than one location and be kept in sync.

Note: None of the security object messages contain any of the IFX asynchronous element (AsyncRqUID). This is due to
the fact that the exchange of security object information is expected to occur in a synchronous manner.

6.5.1 — Security Object Add

The Security Object Add message is used to create an instance of a security object.

6.5.1.1 — Security Object Add Request <SecObjAddRqg>

See the matching response message SecObjAddRs

Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes

begin Aggregate

begin-block Required
RqUID uuiD Required Request Identifier.
MsgRqHdr Aggregate Optional Message Request Header Aggregate
end-block
begin-block Required
SecObjinfo Aggregate Required Security Object Information Aggregate
SecAddOp Closed Enum Optional Describes the type of operation which must be executed on the EPP.
Valid values are limited to: TR34Bind
end-block

end Aggregate

6.5.1.2 — Security Object Add Response <SecObjAddRs>

Note: The encryption keys located in <SecObjinfo> are not echoed in this message response in order to reduce
the potential for the encryption keys to be stolen.

See the matching request message SecObjAddRq

Datatype: Aggregate

Tag [[Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required
Status Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).
RqUID uuib Required The Identifier of the Request that resulted in this response.
MsgRgHdr Aggregate | Optional Echoed Message Request Header Aggregate
MsgRsHdr Aggregate || Optional Message Response Header Aggregate
end-block
begin-block Optional but see Description required if message is successful
SecObjlnfo Aggregate (| Required Echoed Security Object Information Aggregate
SecObjRec Aggregate | Required Security Object Record Aggregate
CSPRefld Identifier || Optional Customer Service Provider Reference Identifier of the object
information is requested on
SPRefld ||Identifier Optional Service Provider Reference Identifier of the object information is
requested on.
end-block

end Aggregate




6.5.2 — Security Object Modify

The Security Object Modify message provides a mechanism to modify a particular instance of a security object.

6.5.2.1 — Security Object Modify Request <SecObjModRqg>

See the matching response message SecObjModRs

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required
RqUID uuib Required Request Identifier.
MsgRgHdr Aggregate Optional Message Request Header Aggregate
end-block
begin-block Required
SecObjld Identifier Required Security Object Identifier of security object to be modified
SecObjinfo Aggregate Required Security Object Information Aggregate
SecModOp Closed Enum Optional The type of operation to be executed on the EPP.
Valid values are limited to: TR34ForceRebind, TR34Rebind
end-block
end Aggregate

6.5.2.2 — Security Object Modify Response <SecObjModRs>

Note: The encryption keys located in <SecObjinfo> are not echoed in this message response in order to reduce

the potential for the encryption keys to be stolen.

See the matching request i ge SecObjModRq
Datatype: Aggregate
Tag [[Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required
Status Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).
RqUID uuiD Required The Identifier of the Request that resulted in this response.
MsgRqgHdr Aggregate | Optional Echoed Message Request Header Aggregate
MsgRsHdr Aggregate || Optional Message Response Header Aggregate
end-block
begin-block Optional but see Description required if message is successful
SecObjlnfo Aggregate | Required Echoed Security Object Information Aggregate
SecObjRec Aggregate | Required Security Object Record Aggregate
CSPRefld Identifier || Optional Customer Service Provider Reference Identifier
SPRefld "Identifier Optional Service Provider Reference Identifier
end-block
end Aggregate

6.5.3 — Security Object Inquiry

This message is sent to request information on a particular security object. Information returned is based on thetype of
security object. For symmetric keys, the Key Check information is returned. For Public Keys or Digital certificate, the

actual Public Key or Digital Certificate is returned.




6.5.3.1 — Security Object Inquiry Request <SecObjinqRqg>

See the matching response m ge SecObjingRs

Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes
begin Aggregate
begin-block Required
RqUID uuiD Required Request Identifier.
MsgRqgHdr /Aggregate Optional Message Request Header Aggregate
end-block
begin-block Required
SecObjld Identifier Optional Security Object Identifier of security object information is requested
on.
SecObjName C-64 Optional Security Object Identifier used to reference this security object in
future request
SecObjPurpose Open Enum Optional Purpose (use) of the Security Object
Note: The Algorithm that employs this key is agreed to out of band.
Valid Values: PINEncryptingKey, KeyEncryptingKey,
PasswordEncryptingKey, DataEncryptingKey, Identification, MAC,
Uniqueness, VISAPINVerification
SecObjType Open Enum Optional Type of Security Object.
Valid Value: 1KeyDES, 2KeyDES, 3KeyDES, 128BitAES,
192BitAES, 256BitAES, DigitalCertificate, PublicKey,
RandomNumber, ModulelD
CSPRefld Identifier Optional Customer Service Provider Reference Identifier of the object
information is requested on
SPRefld Identifier Optional Service Provider Reference Identifier of the object information is
requested on.
RecCtrlin Aggregate Optional Record control input aggregate
SecObjStatusCode Closed Enum || Optional Repeating || Returns all security objects that match the status
Valid Values: Active, Inactive, Expired, OutofSync,
SuspectedResults, Rolloverlnitiated
end-block
end Aggregate

6.5.3.2 — Security Object Inquiry Response <SecObjinqRs>

See the matching request m ge SecObjlngRq

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required
Status Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).
RqUID uuiD Required The Identifier of the Request that resulted in this response.
MsgRqgHdr Aggregate | Optional Echoed Message Request Header Aggregate
MsgRsHdr Aggregate || Optional Message Response Header Aggregate
end-block
begin-block Optional but see Description required if message is successful
SecObjRec "Aggregate Required Repeating Security Object Record Aggregate
CSPRefld |[Identifier | Optional Echoed Customer Service Provider Reference Identifier
"




SPRefld "Identifier " Optional Echoed " Service Provider Reference Identifier

end-block

end Aggregate

6.5.4 — Security Object Delete

This message is sent to delete a particular instance of a security object.

6.5.4.1 — Security Object Delete Request <SecObjDelRq>
Security Object Delete Request

See the matching response message SecObjDelRs

Datatype: Aggregate

Tag |[Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required
RqUID uuib Required || Request Identifier.
MsgRqHdr Aggregate Optional Message Request Header Aggregate
end-block
begin-block Required
SecObjld "Identifier Required || Security Object Identifier of security object to be modified
begin-block Optional
SecObjAuthData HexBin-unbound Required || Signed Authentication data.
SecObjSigner Aggregate Required The signer of the authentication data in <SecObjAuthData>.
SecDelOp Closed Enum Required || The type of operation to be executed on the EPP.
Valid values are limited to: TR34ForceUnbind, TR34Unbind
end-block
end-block
end Aggregate

6.5.4.2 — Security Object Delete Response <SecObjDelRs>

See the matching request message SecObjDelRq

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required
Status Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).
RqUID uuiD Required The Identifier of the Request that resulted in this response.
MsgRgHdr Aggregate || Optional Echoed Message Request Header Aggregate
MsgRsHdr Aggregate || Optional Message Response Header Aggregate
end-block
begin-block Optional but see Description required if message is successful
CSPRefld "Identifier Optional Customer Service Provider Reference Identifier
SPRefld "Identifier Optional Service Provider Reference Identifier
end-block

end Aggregate




6.5.5 — Security Object Advise

The Advise method can be used as a means of either triggering the remote key load process in an ATM or POS System
or as a means of providing the server with information on a security object that was loaded into the client via an out of
band method (manually loaded, injected from another system, etc.).

This method is sent from the Server to the ATM with the <SecObjlnitRemKey> tag set to "True" to request the client to
initiate the Remote Key Load process. If the ATM is in a state that would allow it to initiate a remote key load process,
the Advise will be responded to with a status code of "0" (OK). If the device is not in a state to initiate a remote key load
process, then the Advise will be responded to with an information status code of 3760 and will initiate Remote Key Load
process as soon as the state of the device will allow. If the device does not support Remote Key Load, then an error
code of 3770 will be returned.

If a security object is loaded into the client via an out-of-band method, the client can notify the server of the security
object's <SecObjld> as well as the object's characteristics via the inclusion of the <SecObjRec> aggregate.

6.5.5.1 — Security Object Advise Request <SecObjAdviseRq>

See the matching response message SecObjAdviseRs

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
begin-block Required
RqUID uuib Required Request Identifier.
MsgRgHdr Aggregate || Optional Message Request Header Aggregate
end-block
begin-block Required
begin-xor Required
SecObjRec Aggregate || Required XOR It;wfogmation on security object applied to message initiator out-of-
an
SecObjInitRemKey Boolean Required XOR Request for recipient to initiate a Remote Key Load session
Valid Values: True, False
end-xor
end-block
end Aggregate

6.5.5.2 — Security Object Advise Response <SecObjAdviseRs>

See the matching request m ge SecObjAdviseRqg

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required
Status /Aggregate|| Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).
RqUID uuiD Required The Identifier of the Request that resulted in this response.
MsgRgHdr /Aggregate|| Optional Echoed Message Request Header Aggregate
MsgRsHdr /Aggregate|| Optional Message Response Header Aggregate
end-block
begin-block gzgg:i\stligﬁt see required if message is successful
begin-xor Required
SecObjRec Aggregate|| Required XOR Echoed ::fo;mation on security object applied to message initiator out-of-
an




SecObjInitRemKey |[Boolean || Required XOR Echoed

Request for recipient to initiate a Remote Key Load session

Valid Values: True, False

end-xor

end-block

end Aggregate

6.5.6 — Security Object Sync

The sync method can be used as a means of synchronization of the security objects known by either party. Note that
actual security objects are not sent as part of this exchange unless the security object is not of a sensitive nature
(Module ID, Public Key, etc.). If during this process, it is discovered that one party is missing a security object, an

appropriate Security Object Add request should be issued.

6.5.6.1 — Security Object Sync Request <SecObjSyncRq>

See the matching response message SecObjSyncRs

Datatype: Aggregate

Tag |[Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

RqUID uuib Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRqHdr Aggregate Optional Message Request Header Aggregate

end-block
begin-block Required

SecObild Identifier Optional Repeating Optional list of security IDs that the issuer is aware of
Note: This is not a section criteria for the synchronization

RecCtrlin Aggregate Optional Records Control Input Aggregate.

Token Identifier Required Token. Server assigned. Client should make no assumptions about
the value of this token relative to others it may have received. The
token is only significant to the server that originally assigned it.
This is a token that has been previously sent by the server, or zero
for first time requests.

end-block
end Aggregate

6.5.6.2 — Security Object Sync Response <SecObjSyncRs>

See the matching request message SecObjSyncRg

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required
Status Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).
RqUID uuib Required The Identifier of the Request that resulted in this response.
MsgRgHdr Aggregate || Optional Echoed Message Request Header Aggregate
MsgRsHdr Aggregate || Optional Message Response Header Aggregate
end-block
begin-block Optional but see Description required if message is successful
SecObjld Identifier || Optional Repeating Echoed
Optional list of security IDs that the issuer is aware of




Note: This is not a section criteria for the synchronization

RecCtrlOut Aggregate | Optional but see Description Records Control Output Aggregate.

Required if client included <RecCtrlin> in request and server
supports Records Control.

Token Identifier || Required Echoed Token.

NewToken Identifier Required New Token. Server assigned. Client should make no assumptions
about the value of this token relative to others it may have received.
The token is only significant to the server that originally assigned it.

SecObjRec Aggregate || Optional Repeating Optional security object record that contains information on security
objects that the server is aware of

end-block

end Aggregate

6.6 — Party to Account Relationship

The party to account relationship messages are used to associate a party (i.e., customer, prospect) to and account. This
association could be as an owner or non-owner, and is also used to indicate the primary contact and tax responsible
parties.

6.6.1 — Party to Account Relationship Add

This message is used to add a relationship between a pre-existing party (i.e., customer or prospect) and a pre-existing
account. This message may be used to add additional "owners" to an account to satisfy the requirements of a legal
decision (power of attorney), or to instantiate a new "joint" owner to an account that has been modified to allow joint
accounts.

6.6.1.1 — Party to Account Relationship Add Request <PartyAcctRelAddRq>

See the matching response message PartyAcctRelAddRs

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required

RquUID uuiD Required Request Identifier.

MsgRqHdr Aggregate || Optional Message Request Header Aggregate

AsyncRqUID uuID Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

Custld Aggregate | Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required
begin-xor Required
DepAcctid Aggregate || Required XOR Deposit Account Identification Aggregate.
CardAcctld Aggregate || Required XOR Card Account Identification Aggregate.
LoanAcctld Aggregate || Required XOR Loan Account Identification Aggregate.
end-xor

PartyAcctRellnfo "Aggregate " Required Repeating " Party to Account Relationship Aggregate.

end-block
end Aggregate

6.6.1.2 — Party to Account Relationship Add Response <PartyAcctRelAddRs>



See the matching request message PartyAcctRelAddRq

Datatype: Aggregate

Tag [[Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

Status "Aggregate Optional Status Aggregate

RqUID uuID Required The Identifier of the Request that resulted in this response.

MsgRqgHdr Aggregate || Optional Echoed Message Request Header Aggregate

MsgRsHdr Aggregate || Optional Message Response Header Aggregate

AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description required if message is successful
begin-xor Required
DepAcctld Aggregate || Required XOR Echoed Deposit Account Identification Aggregate.
CardAcctld Aggregate || Required XOR Echoed Card Account Identification Aggregate.
LoanAcctld Aggregate || Required XOR Echoed Loan Account Identification Aggregate.

end-xor

PartyAcctRellnfo |[Aggregate || Required Repeating Echoed || Party to Account Relationship Information Aggregate.

PartyAcctRelRec  |[Aggregate || Required Repeating Party to Account Relationship Record Aggregate

CSPRefld Identifier || Optional Customer Service Provider Reference Identifier.

SPRefld "Identifier Optional Service Provider Reference Identifier.

end-block
end Aggregate

6.6.2 — Party to Account Relationship Delete

The PartyAcctRelDel will delete the relationship between the party and the account. This will not delete either the party
or the account from the system. Under no circumstances will the deletion request delete the last party to account

relationship.

6.6.2.1 — Party to Account Relationship Delete Request <PartyAcctRelDelRq>

See the matching response message PartyAcctRelDelRs

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
begin-block Required
RqUID uuiD Required Request Identifier.
MsgRgHdr /Aggregate Optional Message Request Header Aggregate
AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a

response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.




Custld /Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block

begin-block Required
EffDt "DateTime Optional Effective Date. The date this activity will take effect.
PartyAcctRelld "Identifier Required Repeating Party to Account Relationship Id.

end-block

end Aggregate

6.6.2.2 — Party to Account Relationship Delete Response <PartyAcctRelDelRs>

See the matching request im

ge PartyAcctRelDelRq

Datatype: Aggregate

Tag [[Type |[Usage |[Description/Context notes
begin Aggregate
begin-block Required

Status "Aggregate Optional Status Aggregate

RqUID uuiD Required The Identifier of the Request that resulted in this response.

MsgRgHdr Aggregate || Optional Echoed Message Request Header Aggregate

MsgRsHdr Aggregate || Optional Message Respnse Header Aggregate

AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description required if message is successful

EffDt "DateTime Optional Echoed Effective Date. The date this activity will take effect.

PartyAcctRelld Identifier || Required Repeating Echoed || Party Account Relationship Identifier.

PartyAcctRelRec  |[Aggregate || Optional Repeating Party to Account Relationship Record Aggregate

CSPRefld Identifier || Optional Customer Service Provider Reference Identifier.

SPRefld "Identifier Optional Service Provider Reference Identifier.

end-block
end Aggregate

6.6.3 — Party to Account Relationship Inquiry

The PartyAcctRellng will inquire on all parties related to a specific account, or inquire on all accounts related to a
specific party. If the <DepAcctld> , <CardAcctld> , or the <LoanAcctld> is used in the request, the return base will be all
the relationships associated to the account. If none of these three aggregates are present, the return base will be all the
accounts related to the party represented within the <Custld> . If both are present, the only search criteria used will be
the account information, and the customer Id will represent the customer the request is being acted on behalf of.

6.6.3.1 — Party to Account Relationship Inquiry Request <PartyAcctRellngRg>

See the matching response message PartyAcctRellngRs




Datatype: Aggregate

Tag [Type |[Usage |[Description/Context notes
begin Aggregate
begin-block Required

RqUID uuiD Required Request Identifier.

MsgRqHdr Aggregate Optional Message Request Header Aggregate

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required
begin-xor Optional
DepAcctld Aggregate Optional XOR Deposit Account Identification Aggregate.
CardAcctld Aggregate Optional XOR Card Account Identification Aggregate.
LoanAcctld Aggregate Optional XOR Loan Account Identification Aggregate.

end-xor

SelRangeDt Aggregate Optional Selection Range Date Aggregate.

RecCtrlin Aggregate Optional Records Control Input Aggregate.

OpenAcctind Boolean Optional Option for returning only Open Accounts. If Open Account Indicator =
True, only return open accounts.

end-block

end Aggregate

6.6.3.2 — Party to Account Relationship Inquiry Response <PartyAcctRellnqRs>

See the matching request message PartyAcctRellngRq

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Context notes
begin Aggregate
begin-block Required

Status "Aggregate Optional Status Aggregate

RqUID uuiD Required The Identifier of the Request that resulted in this response.

MsgRgHdr Aggregate || Optional Echoed Message Request Header Aggregate

MsgRsHdr Aggregate || Optional Message Response Header Aggregate

AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description required if message is successful
begin-xor Optional
DepAcctid Aggregate || Optional XOR Echoed Deposit Account Identification Aggregate.




CardAcctld Aggregate || Optional XOR Echoed Card Account Identification Aggregate.
LoanAcctld Aggregate || Optional XOR Echoed Loan Account Identification Aggregate.
end-xor
RecCtrlOut Aggregate || Optional but see Description || Records Control Output Aggregate.

Required if <RecCtrlin> was provided in the request and the server
supports Records Control.

OpenAcctind Boolean Optional Echoed Option for returning only Open Accounts. If Open Account Indicator
=1, only return account with account status ="Open" Default is
"0"(No)
PartyAcctRelRec ||Aggregate || Required Repeating Party to Account Relationship Record Aggregate.
CSPRefld Identifier || Optional Customer Service Provider Reference Identifier.
SPRefld "Identifier Optional Service Provider Reference Identifier.
end-block

end Aggregate

6.6.4 — Party to Account Relationship Modify

The PartyAcctRelMod will modify existing relationships, but not add or delete relationships, associated with a specific
account. Multiple relationships for one party may be modified with one PartyAcctRelMod message. However, in order to
modify relationships for multiple parties, one PartyAcctRelMod message will need to be sent for each party.

6.6.4.1 — Party to Account Relationship Modify Request <PartyAcctRelModRq>

See the matching response message PartyAcctRelModRs

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required

RqUID uuiD Required Request Identifier.

MsgRgHdr Aggregate Optional Message Request Header Aggregate

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

EffDt ||DateTime Optional Effective Date. The date this activity will take effect.

PartyAcctRelld Identifier Required Party Account Relationship Identifier.

PartyAcctRellnfo Aggregate Required Party to Account Relationship Aggregate.

end-block
end Aggregate

6.6.4.2 — Party to Account Relationship Modify Response <PartyAcctRelModRs>

See the matching request message PartyAcctRelModRq

Datatype: Aggregate

[rag [rype  Jlusage

||Description/Context notes




begin Aggregate
begin-block Required

Status "Aggregate Optional Status Aggregate

RqUID uuID Required The Identifier of the Request that resulted in this response.

MsgRgHdr Aggregate || Optional Echoed Message Request Header Aggregate

MsgRsHdr Aggregate || Optional Message Response Header Aggregate

AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description required if message is successful

EffDt ||DateTime Optional Echoed Effective Date. The date this activity will take effect.

PartyAcctRelld Identifier || Required Echoed Party Account Relationship Identifier.

PartyAcctRellnfo  ||Aggregate || Required Echoed Party to Account Relationship Information Aggregate.

PartyAcctRelRec  |[Aggregate || Required Party to Account Relationship Record Aggregate

CSPRefld Identifier || Optional Customer Service Provider Reference Identifier.

SPRefld "Identifier Optional Service Provider Reference Identifier.

end-block
end Aggregate

6.7 — EMV Card Object

This is a transient object, which only exists temporarily at a terminal while an Integrated Circuit Card is used at the
terminal to authorize transactions. The object is created implicitly and destroyed at the end of the transaction or

sequence of transactions.

This object holds the Data associated with the card and is used to advise the card issuer of changes to the card related

data.

The primary purpose of this object is to advise a card issuer of Issuer Script Results and Cryptogram Information Data

after a transaction has been successfully concluded.

6.7.1 — EMV Card Record <EMVCardRec>

EMV Card Record

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes

begin Aggregate
EMVCardld Identifier Required EMV Card Identifier.
EMVCardinfo Aggregate Required EMV Card Information aggregate

end Aggregate

6.7.2 — EMV Card Info <EMVCardinfo>
EMV Card Information

Datatype: Aggregate

Tag [Type [Usage

|[Description/Context notes




begin Aggregate

TrnRqUID uuib Required Request Identifier of the transaction request / response message
pair, in which the associated issuer scripts were received.
EMVRgData Aggregate Required EMV Request data aggregate

end Aggregate

6.7.3 — EMV Card Advice Request <EMVCardAdviseRq>

Note: that in an EMVCardAdviseRq message, it is not necessary to include the (optional) <EMVRqData> in
the <MsgRqHdr>, since the same aggregate is contained in the <EMVCardRec>.

See the matching response message EMVCardAdviseRs

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
begin-block Required
RqUID uuiD Required Request Identifier.
MsgRqgHdr /Aggregate Optional Message Request Header Aggregate
end-block
begin-block Required
EMVCardRec "Aggregate Required EMV Card Information
end-block
end Aggregate

6.7.4 — EMV Card Advise Response <EMVCardAdviseRs>

Note: that the StatusCode of an EMVCardAdviseRs must always be 0. If echoing is disabled, then this
message can be empty, as it merely acknowledges receipt of the <EMVCardAdviseRq>.

See the matching request message EMVCardAdviseRqg

Datatype: Aggregate

Tag [[Type |[Usage |[Description/Context notes
begin Aggregate
begin-block Required
Status Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).
RqUID uuib Required The Identifier of the Request that resulted in this response.
MsgRgHdr Aggregate || Optional Echoed Message Request Header Aggregate
MsgRsHdr Aggregate || Optional Message Response Header Aggregate
end-block
begin-block Optional but see Description required if message is successful
EMVCardRec "Aggregate Required Echoed EMV Card Information
end-block
end Aggregate

6.8 — Magnetic Card Object

This is a transient object, which only exists temporarily at a terminal while a Magentic Card is used at the terminal to

authorize transactions.

The object is created implicitly and destroyed at the end of the transaction or sequence of transactions.

This object holds the Data associated with the card and is used to advise the card issuer of changes to the card related




data.

The primary purpose of this object is to advise a card issuer of track update Results after a transaction has been
successfully concluded.

6.8.1 — Card Record <CardRec>

Card Record Aggregate

Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes
begin Aggregate
Cardld Identifier Required Card Identifier
CardInfo Aggregate Required Card Information
CardStatus Aggregate Required Card Status
end Aggregate

6.8.2 — Card Information <Cardinfo>

The Card Information Aggregate.

Datatype: Aggregate

Tag |[Type [[Usage
begin Aggregate

|[Description/Context notes

TrnRqUID uuiD Required Transaction RqUID of the message which caused the track update,
e.g. a balance inquiry or cash withdrawal.

CardMagData Aggregate || Optional but see Description If there is Card Magnetic Stripe Data then it is required. The data
contained in this aggregate is the data present on the card, not the
data which failed update.

end Aggregate

6.8.3 — Card Advise Request <CardAdviseRqg>

Card Advise Request

See the matching response message CardAdviseRs

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Conte><t notes
begin Aggregate
begin-block Required
RqUID uuib Required Request Identifier
MsgRgHdr Aggregate Optional Message Request Header
end-block
begin-block Required
CardRec "Aggregate Required Card Record
end-block
end Aggregate

6.8.4 — Card Advise Response <CardAdviseRs>

See the matching request message CardAdviseRq




Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required
Status "Aggregate Optional Response Status
RqUID uuib Required Echoed Request Identifier
MsgRgHdr  ||Aggregate || Optional Echoed Message Request Header
MsgRsHdr Aggregate || Optional Message Response Header
end-block
begin-block Optional but see Description required if message is successful
CardRec "Aggregate Required Echoed Card Record
end-block
end Aggregate

6.9 — Card Preference

<section intentionally left blank>

6.9.1 — Card Preference Add Message

The Card Preference Add message is used to add a card preference object. This is not used if a card preference
relationship has already been established between a card and a business function.

6.9.1.1 — Card Preference Add Request <CardPrefAddRq>

Used to add a card preference object. This is not used if a card preference relationship has already been established
between a card and a business function.

See the matching response message CardPrefAddRs

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
begin-block Required

RquUID uuiD Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRgHdr Aggregate Optional Message Request Header Aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

CardPrefinfo "Aggregate Required Card Preference Information Aggregate.

end-block
end Aggregate

6.9.1.2 — Card Preference Add Response <CardPrefAddRs>

Used to add a card preference object. This is not used if a card preference relationship has already been established




between a card and a business function.

See the matching request message CardPrefAddRq

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

Status Aggregate | Optional Status Aggregate

RqUID uuib Required The Identifier of the Request that resulted in this response.

MsgRgHdr Aggregate || Optional Echoed Message Request Header Aggregate.

MsgRsHdr Aggregate || Optional Message Response Header Aggregate.

AsyncRquID  ||UUID Optional Echoed Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

Custld Aggregate | Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description required if message is successful

CardPreflnfo Aggregate || Required Echoed Card Preference Information Aggregate.

CardPrefRec Aggregate || Required Card Preference Record Aggregate.

CSPRefld Identifier || Optional Customer Service Provider Reference Identifier.

SPRefld Identifier || Optional Service Provider Reference Identifier.

end-block
end Aggregate

6.9.2 — Card Preference Modify Message

The Card Preference Modify message is used to modify a card preference object - to alter the preferred account type,

amount, or receipt printing option.

6.9.2.1 — Card Preference Modify Request <CardPrefModRq>

Used to modify a card preference object - to alter the preferred account type, amount, or receipt printing option.

See the matching response message CardPrefModRs

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Conte><t notes
begin Aggregate
begin-block Required

RqUID uuID Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRgHdr Aggregate Optional Message Request Header Aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block " Required "




CardPrefld Identifier Required Card Preference Identifier.
CardPreflnfo Aggregate Required Card Preference Information Aggregate.
end-block

end Aggregate

6.9.2.2 — Card Preference Modify Response <CardPrefModRs>

Used to modify a card preference object - to alter the preferred account type, amount, or receipt printing option.

See the matching request message CardPrefModRq

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
begin-block Required

Status Aggregate || Optional Status Aggregate

RquUID uuIb Required The Identifier of the Request that resulted in this response.

MsgRgHdr Aggregate || Optional Echoed Message Request Header Aggregate.

MsgRsHdr Aggregate | Optional Message Response Header Aggregate.

AsyncRquID  ||UUID Optional Echoed Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description required if message is successful

CardPrefld Identifier || Required Echoed Card Preference Identifier.

CardPreflnfo Aggregate || Required Echoed Card Preference Information Aggregate.

CardPrefRec  ||Aggregate | Required Card Preference Record Aggregate

CSPRefld Identifier || Optional Customer Service Provider Reference Identifier.

SPRefld Identifier || Optional Service Provider Reference Identifier.

end-block
end Aggregate

6.9.3 — Card Preference Inquiry Message

The Card Preference Inquiry message is used to inquire on a Card Preference object.

6.9.3.1 — Card Preference Inquiry Request <CardPreflnqRg>

Used to inquire on a card preference object.

See the matching response message CardPreflngRs

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required
RqUID uuib Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.
MsgRqHdr Aggregate Optional Message Request Header Aggregate.
AsyncRqUID uuip Optional Asynchronous Request Identifier. Sent by a client to retrieve a




response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

CardPrefld Identifier Optional Repeating Card Preference Identifier.

This field is used as a selection criterion.

CardLogicalData Aggregate Optional Repeating Logical Data That Represents the Card. Only fields present in this
selection criterion aggregate will be used in the filter comparison.
For example, if <CardEmbossNum> is specified but <CardSeqNum>
is NOT specified in this aggregate, the inquiry will return any
<CardLogicalData> with the same <CardEmbossNum> regardless of
the <CardSegNum> listed on the database.

This field is used as a selection criterion.

CardPrefType Open Enum || Optional Repeating Card Preference Types to return (i.e. as defined by the
<CardPrefXxx> Aggregate within the <CardPref> Aggregate). For
example if two CardPrefType values are included in this inquiry with
values of Withdrawal and Deposit, the devices are filtered to only
return preferences that contain <CardPrefWithdrawal> and
<CardPrefDeposit> aggregates.

Defined values: Misc, Withdrawal, Deposit
This field is used as a selection criterion.

end-block

end Aggregate

6.9.3.2 — Card Preference Inquiry Response <CardPreflngRs>

Used to inquire on a card preference object.

See the matching request message CardPreflngRqg

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
begin-block Required

Status "Aggregate Optional Status Aggregate

RqUID uuib Required The Identifier of the Request that resulted in this response.

MsgRgHdr Aggregate || Optional Echoed Message Request Header Aggregate.

MsgRsHdr Aggregate | Optional Message Response Header Aggregate.

AsyncRqUID uuib Optional Echoed Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description || required if message is successful

CardPrefld Identifier Optional Repeating Echoed || Card Preference Identifier.

This field is used as a selection criterion.

CardlogicalData |/Aggregate || Optional Repeating Echoed Logical Data That Represents the Card. Only fields present in this
selection criterion aggregate will be used in the filter comparison.
This field is used as a selection criterion.




CardPrefType Open Enum || Optional Repeating Echoed

Card Preference Types to return (i.e. as defined by the
<CardPrefXxx> Aggregate within the <CardPref> Aggregate). For
example if two CardPrefType values are included in this inquiry with
values of Withdrawal and Deposit, the devices are filtered to only
return preferences that contain <CardPrefWithdrawal> and
<CardPrefDeposit> aggregates.

Defined values: Misc, Withdrawal, Deposit

This field is used as a selection criterion.

CardPrefRec Aggregate | Optional Repeating

Card Preference Record Aggregate. One record is returned for each
preference type specified for which a preference was found.

end-block

end Aggregate

6.9.4 — Card Preference Delete Message

The Card Preference Delete message is used to delete a Card Preference object.

6.9.4.1 — Card Preference Delete Request <CardPrefDelRqg>

Used to delete a card preference object.

See the matching response message CardPrefDelRs

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
begin-block Required

RqUID uuiD Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRgHdr Aggregate Optional Message Request Header Aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

CardPrefld "Identifier Required Card Preference Identifier.

end-block
end Aggregate

6.9.4.2 — Card Preference Delete Response <CardPrefDelRs>

Used to delete a card preference object.

See the matching request message CardPrefDelRg

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
begin-block Required
Status Aggregate || Optional Status Aggregate
RqUID uuIb Required The Identifier of the Request that resulted in this response.
MsgRgHdr Aggregate || Optional Echoed Message Request Header Aggregate.




MsgRsHdr Aggregate || Optional Message Response Header Aggregate.

AsyncRquID  ||UUID Optional Echoed Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description required if message is successful

CardPrefld Identifier || Required Echoed Card Preference Identifier.

CardPrefRec  ||Aggregate | Optional Card Preference Record Aggregate.

CSPRefld Identifier || Optional Customer Service Provider Reference Identifier.

SPRefld Identifier Optional Service Provider Reference Identifier.

end-block

end Aggregate

6.9.5 — Card Preference Audit Message

The Card Preference Audit message is used to audit changes made to a Card Preference object.

6.9.5.1 — Card Preference Audit Request <CardPrefAudRq>

Used to audit changes to a card preference object.

See the matching response nr ge CardPrefAudRs
Datatype: Aggregate
Tag [Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

RqUID uuiD Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRgHdr Aggregate Optional Message Request Header Aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

Custld /Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

SPName Identifier Optional Service Provider Name.

RecCtrlin /Aggregate Optional Records Control Input Aggregate.

SelRangeDt Aggregate Optional Selection Range Date Aggregate.

Method Closed Enum | Optional Repeating Audit Selection Action. Used to identify actions associated with the
object that is being audited (e.g. transfer).

Valid values: Add, Mod, Can
This field is used as a selection criterion.
CardPrefld Identifier Required Repeating Card Preference Identifier.
end-block
end Aggregate




6.9.5.2 — Card Preference Audit Response <CardPrefAudRs>

Used to audit changes to a card preference object.

See the matching request m

Datatype: Aggregate

ge CardPrefAudRq

Tag |[Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

Status "Aggregate Optional Status Aggregate

RqUID uuiD Required The Identifier of the Request that resulted in this response.

MsgRqgHdr /Aggregate Optional Echoed Message Request Header Aggregate.

MsgRsHdr /Aggregate Optional Message Response Header Aggregate.

AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

Custld Aggregate Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description || required if message is successful

RecCtrlOut /Aggregate Optional but see Description || Message Records Control Output Aggregate.

Required if <RecCtrlin> was provided in the request and the server
supports Records Control.

SelRangeDt Aggregate Optional Echoed Selection Range Date Aggregate.

Method Closed Enum|f Optional Repeating Echoed || Audit Selection Action. Used to identify actions associated with the
object that is being audited (e.g. transfer).

This field is used as a selection criterion.

CardPrefld Identifier Required Repeating Echoed || Card Preference Identifier.

CardPrefMsgRec ||Aggregate Optional Repeating Card Preference Message Record.

end-block
end Aggregate

6.9.6 — Card Preference Sync Message

The Card Preference Sync message is used to synchronize changes made to a Card Preference object.

6.9.6.1 — Card Preference Synchronization Request <CardPrefSyncRq>
Used to synchronize changes to a card preference object.

See the matching response message CardPrefSyncRs

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
begin-block Required

RqUID uuiD Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRgHdr Aggregate Optional Message Request Header Aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.




Custld /Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

RecCtrlin "Aggregate Optional Records Control Input Aggregate.

Token Identifier Required Token. Server assigned. Client should make no assumptions about
the value of this token relative to others that it may have received.
The token is only significant to the server that originally assigned it.
This is a token that has been previously sent by the server, or zero
for first time requests.

CardPrefld "Identiﬁer Required Repeating Card Preference Identifier.

end-block

end Aggregate

6.9.6.2 — Card Preference Synchronization Response <CardPrefSyncRs>

Used to synchronize changes to a card preference object.

See the matching request message CardPrefSyncRq

Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes
begin Aggregate
begin-block Required

Status "Aggregate Optional Status Aggregate

RqUID uuiD Required The Identifier of the Request that resulted in this response.

MsgRgHdr Aggregate || Optional Echoed Message Request Header Aggregate

MsgRsHdr Aggregate || Optional Message Response Header Aggregate

AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to buil and
be able to be sent synchronously.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issues. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description required if message is successful

RecCtrlOut Aggregate || Optional but see Description || Message Records Control Output Aggregate.

Required if <RecCtrlin> was provided in the request and the server
supports Records Control.

Token Identifier || Required Echoed Token. Server assigned. Client should make no assumptions about
the value of this token relative to others that it may have received.
The token is only significant to the server that originally assigned it.
This is a token that has been previously sent by the server, or zero
for first time requests.

NewToken Identifier || Required New Token. Server assigned. Client should make no assumptions
about the value of this token relative to others that it may have
received. The token is only significant to the server that originally
assigned it.

CardPrefld Identifier || Required Repeating Echoed || Card Preference Identifier.

CardPrefMsgRec  |[Aggregate || Optional Repeating Card Preference Message Record.

end-block
end Aggregate

6.9.7 — Card Preference Reversal Message




The Card Preference Reversal message is used to reverse on operation performed on a Card Preference object.

6.9.7.1 — Card Preference Reversal Request <CardPrefRevRqg>

Used to reverse an operation on a card preference object.

See the matching response message CardPrefRevRs

Datatype: Aggregate

Tag ||Type ||Usage ||Descripti0n/Context notes
begin Aggregate
begin-block Required

RquUID uuiD Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRgHdr /Aggregate Optional Message Request Header Aggregate.

AsyncRqUID UuID Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

RevReasonCode Open Enum Required Reversal reason code. The reason why the client is requesting a
reversal.

Defined values: CustomerCancellation, Unspecified-NoActionTaken,
SuspectedMalfunction, FormatError-NoActionTaken,
CompletedPartially, OriginalAmountincorrect,
ResponseReceivedTooLate,
CardAcceptorDeviceUnableToCompleteTransaction,
DepositOutOfBalance, NoCheckInEnvelope, PaymentOutOfBalance,
DepositOutOfBalance-AppliedContents, PaymentOutOfBalance-
AppliedContents, UnableToDeliverMessageToPointOfService,
SuspectedMalfunction-CardRetained, SuspectedMalfunction-
CardReturned, SuspectedMalfunction-Track3NotUpdated,
SuspectedMalfunction-NoCashDispensed, TimedOutAtTakingMoney-
NoCashDispensed, TimedOutAtTakingCard-
CardRetainedAndNoCashDispensed, InvalidResponse-
NoActionTaken, TimeoutWaitingForResponse

(reference 1SO 8583:1993 Annex A.11)

Desc C-80 Optional Description, text describing the reason for the reversal.

CardPrefMsgRqlInfo Aggregate Required Object Message Request Information Aggregate. This aggregate
contains the message to reverse. See RevOptSupt in the service
profile for specific reversal messages supported.

end-block
end Aggregate

6.9.7.2 — Card Preference Reversal Response <CardPrefRevRs>

Used to reverse an operation on a card preference object.

See the matching request message CardPrefRevRg

Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes
begin Aggregate
begin-block Required
Status "Aggregate Optional Status Aggregate
RqUID ||UU|D Required The Identifier of the Request that resulted in this response.
T




MsgRgHdr Aggregate || Optional Echoed

Message Request Header Aggregate.

MsgRsHdr Aggregate || Optional

Message Response Header Aggregate.

AsyncRqUID uuiD Optional Echoed

Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

Custld Aggregate || Optional Echoed

Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block

Optional but see

begin-block Description

required if message is successful

Open Enum

RevReasonCode Required Echoed

Reversal reason code. The reason why the client is requesting a
reversal.

Defined values: CustomerCancellation, Unspecified-NoActionTaken,
SuspectedMalfunction, FormatError-NoActionTaken,
CompletedPartially, OriginalAmountIncorrect,
ResponseReceivedTooLate,
CardAcceptorDeviceUnableToCompleteTransaction,
DepositOutOfBalance, NoCheckInEnvelope, PaymentOutOfBalance,
DepositOutOfBalance-AppliedContents, PaymentOutOfBalance-
AppliedContents, UnableToDeliverMessageToPointOfService,
SuspectedMalfunction-CardRetained, SuspectedMalfunction-
CardReturned, SuspectedMalfunction-Track3NotUpdated,
SuspectedMalfunction-NoCashDispensed, TimedOutAtTakingMoney-
NoCashDispensed, TimedOutAtTakingCard-
CardRetainedAndNoCashDispensed, InvalidResponse-
NoActionTaken, TimeoutWaitingForResponse

(reference 1SO 8583:1993 Annex A.11)

Desc C-80 Optional Echoed

Description, text describing the reason for the reversal.

CardPrefMsgRglnfo [|Aggregate || Required Echoed

Object Message Request Information Aggregate. This aggregate
contains the message to reverse. See RevOptSupt in the service
profile for specific reversal messages supported.

Identifier

CSPRefld Optional

Customer Service Provider Reference Identifier.

SPRefld "Identifier

Optional

Service Provider Reference Identifier.

end-block

end Aggregate

6.9.8 — Card Preference Status Modify Message

The Card Preference Status Modify message is used to update the status of the Card Preference object.

6.9.8.1 — Card Preference Status Modify Request <CardPrefStatusModRq>

Used to modify the status of a card preference object.

See the matching response message CardPrefStatusModRs

Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes
begin Aggregate
begin-block Required

RqUID uuib Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRgHdr Aggregate Optional Message Request Header Aggregate.

AsyncRqUID uuib Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

Custld Aggregate Optional e o o
Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must




" " " contain the value of the user whose request is being issued.

end-block
begin-block Required
CardPrefld Identifier Required Card Preference Identifier.
CardPrefStatus Aggregate Required Card Preference Status aggregate.
end-block

end Aggregate

6.9.8.2 — Card Preference Status Modify Response <CardPrefStatusModRs>
Used to modify the status of a card preference object.

See the matching request message CardPrefStatusModRg

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required

Status Aggregate || Optional Status Aggregate

RqUID uuID Required The Identifier of the Request that resulted in this response.

MsgRgHdr Aggregate || Optional Echoed Message Request Header Aggregate.

MsgRsHdr Aggregate || Optional Message Response Header Aggregate.

AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description required if message is successful

CardPrefld Identifier || Required Echoed Card Preference Identifier.

CardPrefStatus ~ ||{Aggregate || Required Echoed Card Preference Status aggregate.

CSPRefld Identifier || Optional Customer Service Provider Reference Identifier.

SPRefld Identifier || Optional Service Provider Reference Identifier.

end-block
end Aggregate

6.10 — Posting Session
The Posting Session messages are used to control the session parameters for a branch teller, CSR or operator.

Once a session is established, the teller, CSR or operator will continue to have a valid session until a Posting Session
Status Modification has changed the status to "Closed Final". A session may optionally be closed and reestablished with
a PostingSessionStatusMod any number of times, until a PostingSessionStatusMod has been sent with a
PostingSessionStatusCode of CloseFinal. The implementation of the PostingSessionModRq at the server may control if
certain parameters cannot be different than the original parameters and may decline the modification if this is the case.

A Posting Session will be considered Closed when either the posting session status is updated to "Closed" or to "Closed
Final". Updating the session status to "Closed" will limit transactions for that session to inquiries only. Changing the
status to "Closed Final" will permanently lock the record and no further updates will be allowed.

The session details will be contained in the PostingSessioninfo aggregate.
A server may optionally retain session totals for the Posting Sessions. The Session Totals inquiry will obtain the totals
for either all existing sessions or for a given session. These inquiry messages are being proposed in such a manner as

to allow the reuse for other session types beyond posting sessions.

These messages are intended to be used within the Bank Services. A posting session identifier may be sent with each
teller, CSR or operator transaction to associate the transaction with the given session on the server. This posting



session identifier will be contained in the MsgRqHdr.

The assumption in these messages is that the person performing the transaction (whether an operator, supervisor,
teller) will be identified in the SignOnRq that accompanies the message. If the person performing the transaction differs
from the operator to which the posting session is attached, the operator id will be included with the transaction message
as the Custld. Eg., If the supervisor is signing on, on behalf of the teller, then the supervisor logon id would be in the
SignOnRq while the teller logon id would be in the Custld of the transaction message.

Note: reversals of a posting session add, modify, modify status or cancel are not supported.

6.10.1 — Posting Session

<section intentionally left blank>

6.10.1.1 — Posting Session Message Record <PostingSessionMsgRec>

Datatype: Aggregate

Tag |[Type |[Usage |[Description/Context notes
begin Aggregate
Custld Aggregate || Optional Customer Identification Aggregate.
MsgRecDt Timestamp || Optional Audit Record Creation Timestamp. Timestamp at which the audit
record was stored/created by the service provider.
begin-xor Required
PostingSessionAddRs Aggregate || Required XOR || Posting Session Add Response Message Aggregate.
PostingSessionModRs Aggregate || Required XOR || Posting Session Modify Response Message Aggregate.

PostingSessionStatusModRs Aggregate || Required XOR || Posting Session Status Modify Response Message Aggregate.

end-xor

end Aggregate

6.10.2 — Posting Session Add

The Posting Session Add message is used to establish a Posting Session on the server. The Posting Session Add will
not have any effect on any Posting Session totals kept at the server.

6.10.2.1 — Posting Session Add Request <PostingSessionAddRqg>
Posting Session Add will add a Posting Session on the server.

See the matching response message PostingSessionAddRs

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required

RqUID uuiD Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRgHdr /Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must




" contain the value of the user whose request is being issued.

end-block
begin-block Required
PostingSessionInfo "Aggregate Required Session parameters aggregate.

end-block

end Aggregate

6.10.2.2 — Posting Session Add Response <PostingSessionAddRs>

Posting Session Add will add a Posting Session on the server.

See the matching request im

Datatype: Aggregate

ge PostingSessionAddRq

Tag [Type [[Usage |[Description/Context notes
begin Aggregate
begin-block Required
Status Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).
RqUID uuib Required The Identifier of the Request that resulted in this response.
MsgRgHdr Aggregate || Optional Echoed Message Request Header aggregate.
MsgRsHdr Aggregate || Optional Message Response Header aggregate.
AsyncRqUID uuib Optional Echoed Asynchronous Request Identifier.
Custld Aggregate (| Optional Echoed Customer Identification Aggregate.
end-block
begin-block Optional but see Description || required if message is successful
PostingSessioninfo ||Agdgregate || Required Echoed Session parameters aggregate.
PostingSessionRec ||Adgregate || Required Session Record aggregate.
CSPRefld Identifier |l Optional Customer Service Provider Reference Identifier.
SPRefld Identifier |l Optional Service Provider Reference Identifier.
end-block

end Aggregate

6.10.3 — Posting Session Modify

The Posting Session Modify message is used to modify an existing Posting Session's parameters. The Posting Session
Mod will not have any effect on any Posting Session totals kept on the server.

6.10.3.1 — Posting Session Modify Request <PostingSessionModRqg>

Posting Session Modify will modify Posting Session parameters. The Posting Session modify assumes an existing

Posting Session.

See the matching response message PostingSessionModRs

Datatype: Aggregate

Tag [Type [[Usage |[Description/Context notes
begin Aggregate
begin-block Required

RquUID uuiD Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRqgHdr /Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.




Custld /Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

PostingSessionld Identifier Required Posting Session Identifier

PostingSessionInfo /Aggregate Required Session parameters aggregate.

end-block
end Aggregate

6.10.3.2 — Posting Session Modify Response <PostingSessionModRs>

Posting Session Modify will modify Posting Session parameters. The Posting Session modify assumes an existing

Posting Session.

See the matching request message PostingSessionModRq

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required

Status Aggregate || Optional Status Aggregate

RqUID uuIb Required The Identifier of the Request that resulted in this response.

MsgRgHdr Aggregate || Optional Echoed Message Request Header Aggregate.

MsgRsHdr Aggregate || Optional Message Response Header Aggregate.

AsyncRqUID uuID Optional Echoed Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

Custld Aggregate (| Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Optional but see Description || required if message is successful

PostingSessionld ~ ||ldentifier || Required Echoed Posting Session Identifier.

PostingSessioninfo ||Aggregate (| Required Echoed Posting Session Information Aggregate.

PostingSessionRec ||Agdgregate || Required Posting Session Record Aggregate.

CSPRefld Identifier |l Optional Customer Service Provider Reference Identifier.

SPRefld Identifier |l Optional Service Provider Reference Identifier.

end-block
end Aggregate

6.10.4 — Posting Session Inquiry

The Posting Session Inquiry messages will return the current session parameters on the server.

6.10.4.1 — Posting Session Inquiry Request <PostingSessioninqRg>

Posting Session Inquiry requests the current Posting Session parameters from the server.

See the matching response nr ge PostingSessioningRs

Datatype: Aggregate




Tag [Type ||lusage ||pescription/Context notes

begin Aggregate

begin-block Required

RqUID uuib Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRgHdr Aggregate || Optional Message Request Header Aggregate.

AsyncRqUID uuib Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

Custld Aggregate || Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block

begin-block Required
RecCtrln Aggregate || Optional Records Control Input Aggregate.
PostingSessionld Identifier || Optional Repeating || Posting Session Selection.

This field is used as a selection criterion.

PostingSessionStatusCode [|Open Enum|| Optional Repeating || Posting Session Status. Posting Sessions returned should contain
one of PostingSessionStatusCode values included in this request.
For example if two PostingSessionStatusCode values are included in
this inquiry with values of Active and Inactive, the posting sessions
are filtered to only return posting sessions with a status of Active and
Inactive.

Valid values: Active, Inactive, Expired, Closed, ClosedFinal

This field is used as a selection criterion.

SelRangeDt Aggregate || Optional Selection Range Date Aggregate. Returns all sessions with the
<SessionDt> in this range.

end-block

end Aggregate

6.10.4.2 — Posting Session Inquiry Response <PostingSessioninqRs>
Posting Session Inquiry requests the current Posting Session parameters from the server.

See the matching request message PostingSessioningRq

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required

Status Aggregate || Optional Status Aggregate

RquID uuib Required The Identifier of the Request that resulted in this response.

MsgRgHdr Aggregate || Optional Echoed Message Request Header Aggregate.

MsgRsHdr Aggregate || Optional Message Response Header Aggregate.

AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

Custld Aggregate || Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block gptiorjal_ but see required if message is successful
escription

RecCtrlOut Aggregate || Optional but see

Description
P Records Control Output Aggregate.




Required if <RecCtrlin> was provided in the request and the server
supports Records Control.

PostingSessionld Identifier || Optional Repeating || Posting Session Selection.

Echoed

This field is used as a selection criterion.

PostingSessionStatusCode ||Open Optional Repeating Posting Session Status. Posting Sessions returned should contain

Enum Echoed one of PostingSessionStatusCode values included in this request.

For example if two PostingSessionStatusCode values are included in
this inquiry with values of Active and Inactive, the posting sessions
are filtered to only return posting sessions with a status of Active and
Inactive.
Valid values: Active, Inactive, Expired, Closed, ClosedFinal
This field is used as a selection criterion.

SelRangeDt Aggregate | Optional Echoed Selection Range Date Aggregate. Returns all sessions with the
session date in this range.

PostingSessionRec Aggregate || Optional Repeating Posting Session Record Aggregate.

end-block

end Aggregate

6.10.5 — Posting Session Audit

The Posting Session Audit Message allows the client to audit Posting Session Add/Modify/StatusMod messages.

6.10.5.1 — Posting Session Audit Request <PostingSessionAudRq>

Posting Session Audit allows a client to audit Posting Session Add/Modify/Cancel messages.

See the matching response message PostingSessionAudRs

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Context notes
begin Aggregate
begin-block Required

RqUID uuiD Required Request Identifier. Optionally sent by a client as a universally unique
identifier for the message. Used to correlate responses with requests.

MsgRqgHdr Aggregate Optional Message Request Header aggregate.

AsyncRqUID uuiD Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block Required

SPName Identifier Optional Service Provider Name.

RecCtrlin Aggregate Optional Records Control Input Aggregate.

SelRangeDt Aggregate Optional Selection Range Date Time Aggregate.

Method Closed Enum || Optional Repeating Customer/Service Link Method. This field is used as a selection
criterion.

Valid values: Add, Mod, StatusMod

PostingSessionld Identifier Required Posting Session Identifier

end-block
end Aggregate

6.10.5.2 — Posting Session Audit Response <PostingSessionAudRs>




Posting Session Audit allows a client to audit Posting Session Add/Modify/Cancel messages.

See the matching request message PostingSessionAudRq

Datatype: Aggregate

Tag [[Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

Status Aggregate | Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).

RqUID uuID Required The Identifier of the Request that resulted in this response.

MsgRgHdr /Aggregate | Optional Echoed Message Request Header aggregate.

MsgRsHdr Aggregate || Optional Message Response Header aggregate.

AsyncRqUID uuiD Optional Echoed Asynchronous Request Identifier.

Custld Aggregate | Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block gptior)all but see required if message is successful
escription
RecCtrlOut /Aggregate | Optional but see Records Control Output Aggregate.
Description
Required if <RecCtrlin> was provided in the request and the server
supports Records Control.
SelRangeDt Aggregate | Optional Echoed Selection Range Date Time Aggregate.
Method Closed Optional Repeating Customer/Service Link Method. This field is used as a selection
Enum Echoed criterion.
Valid values: Add, Mod, StatusMod

PostingSessionld Identifier Required Echoed Posting Session Identifier

PostingSessionMsgRec ||Aggregate || Optional Repeating Posting Session Message Record Aggregate.

end-block
end Aggregate

6.10.6 — Posting Session Status Modify

The Posting Session Status Modify messages will modify the status of a particular session. A teller, CSR or operator
may want to perform this when they want to temporarily suspend the session if they are leaving the workstation.
Similarly, they may want to reactivate the session when they want to continue the session upon their return. This could

be done by setting PostingSessionStatusModCode to

6.10.6.1 — Posting Session Status Modify Request <PostingSessionStatusModRqg>

Posting Session Status Modify will modify Posting Session status. The Posting Session status modify assumes an

existing Posting Session.

See the matching response message PostingSessionStatusModRs

Datatype: Aggregate

Tag ||Type ||Usage ||Description/Conte><t notes
begin Aggregate
begin-block Required

RquUID uuib Required Request Identifier.

MsgRgHdr Aggregate Optional Message Request Header Aggregate.

AsyncRqUID uuip Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.




For more information, see Status.

Custld Aggregate Optional Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block

begin-block Required
PostingSessionld Identifier Required Posting Session Identifier.
PostingSessionStatus Aggregate Required Posting Session Status Aggregate.

end-block

end Aggregate

6.10.6.2 — Posting Session Status Modify Response <PostingSessionStatusModRs>

See the matching request message PostingSessionStatusModRq

Datatype: Aggregate

Tag |[Type |[Usage |[Description/Context notes
begin Aggregate
begin-block Required

Status Aggregate|| Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).

RqUID uuID Required The Identifier of the Request that resulted in this response.

MsgRgHdr /Aggregate|| Optional Echoed Message Request Header Aggregate.

MsgRsHdr Aggregate|| Optional Message Response Header Aggregate.

AsyncRqUID uuID Optional Echoed Asynchronous Request Identifier.

Custld /Aggregate|| Optional Echoed Customer Identification Aggregate. This is the identifier of the user for
whom the request is being issued. This element is required if the
owner of the object(s) specified in the request is not the user
specified in <SignonRg>. For example, if a CSR or SP issues the
request on behalf of the user, then <Custld> is required, and must
contain the value of the user whose request is being issued.

end-block
begin-block gptlor)all but see required if message is successful
escription

PostingSessionld Identifier || Required Echoed Posting Session Identifier.

PostingSessionStatus |[Adgregate|| Required Echoed Posting Session Status

CSPRefld Identifier || Optional Customer Service Reference Identifier.

SPRefld "Identiﬁer Optional Service Provider Reference Identifier.

end-block
end Aggregate

6.10.7 — Session Totals Inquiry

The Session Totals Inquiry will return information on a specific session type. If a session identifier is provided, the totals
returned will be for the given session only. If no session identifier is provided, the totals returned will be for all sessions

on the server.

6.10.7.1 — Session Totals Inquiry Request <SessionTotalsinqRq>

See the matching response message SessionTotalsIngRs

Datatype: Aggregate

Tag ||Type ||Usage

||Description/Conte><t notes




begin Aggregate
begin-block Required

RqUID uuiD Required Request Identifier. Sent by the client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRqgHdr /Aggregate Optional Message Request Header aggregate.

AsyncRquID  |[UUID Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld /Aggregate Optional but see Description Customer Identification aggregate. This is the identification of the
client device for which the request is being issued. This element is
required if the owner of the object(s) specified in this request is not
the user specified in <SignonRg>.

end-block
begin-block Required

SessionType |[Open Enum || Required Session Type. This is used to distinguish between different session
types that a financial institution may support. Valid values:
Customer, Teller, CSR, Operator

Sessionld Identifier Optional Session Identifier. This uniquely identifies a session on the server. If
thes tag is not present, it is assumed the client is asking for the totals
for all existing sessions on the server.

This is the selection criterion.
end-block
end Aggregate

6.10.7.2 — Session Totals Inquiry Response <SessionTotalsInqRs>

See the matching request message SessionTotalsingRq

Datatype: Aggregate

Tag [Type [Usage |[Description/Context notes
begin Aggregate
begin-block Required

Status Aggregate || Optional Response Status Aggregate. If this aggregate is absent,
<StatusCode> defaults to 0 (zero).

RqUID uuib Required The Identifier of the Request that resulted in this response.

MsgRgHdr Aggregate || Optional Echoed Message Request Header aggregate.

MsgRsHdr Aggregate || Optional Message Response Header aggregate.

AsyncRqUID uuib Optional Echoed Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

Custld Aggregate || Optional Echoed Customer Identification aggregate.

end-block
begin-block Optional but see Description || required if message is successful

SessionType Open Enum | Optional Echoed Session Type. This identifies the type of session.

The valid values are: Customer, Teller, CSR, Operator, or POS.

Sessionld Identifier Optional Echoed Session Identifier.

NetSessionTotals |[Aggregate || Optional Net Session Totals. The total value of one or more sessions
<NetCurAmt> returned in <SessionTotalsRec>

SessionTotalsRec ||Adgregate || Required Repeating Session totals aggregate. This aggregate will repeat for every
session for which totals were returned.

end-block
end Aggregate




6.11 — Base Service Profile Information <BaseSvcProfinfo>

The Base Service Profile functions the same way as all other services; therefore, it contains a Profile description for

that service.

Profiles for other services may be found at the end of each chapter of this document. A SP must return a complete set
of Profiles for the services that it supports in response to a customer-initiated Service Profile Inquiry <SvcProflngRg>.

The Base Service Profile is defined below. This information is returned to the client in the Service Profile Inquiry
message and provides information on how the client should use the Base Service.

Datatype: Aggregate

Tag ||Type ||Usage

|[Description/Context notes

begin Aggregate

SvcCore /Aggregate Required

Service Core Aggregate. Information specified for every service.

MsgSupt Open Enum Required Repeating

MessagesSupported.

Defined values: SvcProfing, Hollng, CustAdd, CustMod,
CustPswdMod, CustAuthMod, CustStatusMod, CustDel, Custinqg,
CustldIng, CustAud, CustSync, CustSvcAdd, CustSvcMod,
CustSvcStatusMod, CustSvcDel, CustSvcAud, CustSveSync,
SvcAcctAdd, SvcAcctMod, SvcAcctStatusMod, SvcAcctidMod,
SvcAcctDel, SvcAccting, SvcAcctAud, SvcAcctSync,
CustDiscStatusMod, CustDisclng, SvcAcctStatusMod, Disclng,
SecObjAdd, SecObjMod, SecObjing, SecObjAdvise, SecObjDel,
SecObjSync, PartyAcctRelAdd, PartyAcctRelDel, PartyAcctRellnqg,
PartyAcctRelMod, EMVCardAdvise, CardAdvise, CardPrefAdd,
CardPrefMod, CardPreflng, CardPrefDel, CardPrefAud,
CardPrefSync, CardPrefRev, CardPrefStatusMod,
PostingSessionAdd, PostingSessionMod, PostingSessioning,
PostingSessionAud, PostingSessionAud, PostingSessionStatusMod,
SessionTotallng

RevOptSupt Open Enum Optional Repeating

Reversal Options Supported. This is a list of reversal messages
supported for the Base Service. The convention is to use the name of
the message without the Rq or Rs so that each message is only
listed once.

Defined values: CardPrefAdd, CardPrefMod, CardPrefDel,
CardPrefAud, CardPrefSync, CardPrefStatusMod

OptSupt Open Enum Optional Repeating

Options Supported.
Defined Value: RecCtrl, SupporessEcho, AddReadOnlyAllowed

Signonlinfo /Aggregate Required

Signon Information

EnrollProf /Aggregate Optional

Enroll Profile Aggregate

end Aggregate

6.11.1 — Signon Information <Signoninfo>

Signon Information . The Signoninfo contains information about a Signon Realm. This aggregate is returned to the
client in a Service Profile Inquiry response message and provides the client with rules for passwords and supported

password encryption types in the Signon Realm.

Datatype: Aggregate

Tag ||Type ||Usage

||Description/Conte><t notes

begin Aggregate

AuthSupt gpe" Optional Repeating Authentication methods supported.
num
Defined values: Password, EmbedCert, TranspCert, MagPIN,
SessKey
CryptType Open Optional Repeating but see Encryption Type. Required if <AuthSupt> has a value of Password.
Enum Description

Defined values: None, PKCS#1, PKCS#7, PKCS#10, ECB, CBC,
CFB, OFB, TECB, TCBC, TCBC-I, TCFB, TCFB-P, TOFB, TOFB-I,
AECB, ACBC, ACFB, AOFB, ACM

ModPswdFirst |[Boolean || Optional

Password Modification Required First. If set to True, indicates server
requires customer to perform Modify Password message prior to
executing any messages other than signon in the first session.

The following five elements provide options of allowable password
characters. They are provided to allow the client to validate a
customer-entered password during password creation




Optional

The following five elements provide options of allowable password

begin-block characters. They are provided to allow the client to validate a
customer-entered password during password creation
Min "Long Optional Minimum Number of Password Characters.
Max "LO”Q Optional Maximum Number of Password Characters.
CharType gpen Optional Character Type Code.
num
Defined values: AlphaOnly, NumericOnly, AlphaOrNumeric,
AlphaAndNumeric, Special
CaseSen |[Boolean Optional Case Sensitive Flag. If set to True, indicates that the password is
case-sensitive.
SpaceAlwd ||Boolean Optional Spaces Allowed. If set to True, indicates that the password allows
spaces.
end-block
Memo C-255 Optional Memo Text. The text to be displayed to the user to indicate

password-formatting rules.

end Aggregate

6.11.2 — Enroll Profile <EnrollProf>

The Banking Service <BankSvc>

Datatype: Aggregate

Description

Tag ||Type ||Usage ||Description/Conlext notes
begin Aggregate
WebEnrollURL ||URL Optional Web URL to start Enroliment Process in lieu of using the
<CustAddRg> message.
EnrollDesc C-255 Optional Enrollment Description. Instructions to customer for other enroliment
process. For example, the customer services telephone number.
CryptType (E)pen Optional Repeating but see Encryption Type. Indicates which encryption types are supported for
num

the secret list in the Enroll message.

Defined values: None, PKCS#1 , PKCS#7, PKCS#10, ECB, CBC,
CFB, OFB, TECB, TCBC, TCBC-I, TCFB, TCFB-P, TOFB, TOFB-I,
AECB, ACBC, ACFB, AOFB, ACM

Required if IFX in-band enroliment is supported.

SecretPrompt

Aggregate

Optional Repeating

Secret Prompt.

If omitted, the SP does not require the customer to enter any secrets
for client enrollment.

CustNameReqd |[Boolean Optional Customer Name Required Indicator. If set to True, SP requires that
<CustName> or <PersonName> be included in <CustAddRg>.
PostAddrReqd |[Boolean Optional Customer Postal Address Required Indicator. If set to True, SP

requires that <PostAddr> be included in <CustAddRqg>.

end Aggregate

7 — The Banking Service

The IFX Specification provides core-banking capabilities through the Banking Service. The Banking Service includes
functions such as Statements and Account Inquiries, Transfers, Recurring Transfers, Customer Communications, and
Bank Mail. These banking functions may be applied to either deposit accounts, loan accounts, or credit card accounts.

7.1 — Description

The Banking Service allows clients to perform the following functions:

« Statements and Account Inquiries, including Account Balances, Account Detail Inquiry, Account Closing
Statement, Account History, and Interest Rate, Account Taxation and Exchange Rate Inquiries.

o Add, Modify and Delete a Stop Check

« Add, Modify, and Delete and Interbank Transfers (may be immediate or scheduled), and request Line of Credit
Advance and loan repayment

« Add, Modify and Delete Recurring and Interbank Transfer Models for scheduled recurring transfers




o Customer Communications such as order a copy of a statement, order check copies, reorder checkbooks, open a
term deposit account, order a deposit book, report a lost card, request a copy of a credit card sales slip, report a
credit card dispute, report a lost credit card, change the credit limit on a credit card, and send and retrieve banking
Email.

« Debits and Credits with the use of the Add, Modify, Delete a Debit Authorization, and Add Debit. Add, Modify,
Delete a Credit Authorization, and Add a Credit.

7.1.1 — Accounts

The Banking Service specifies accounts using the Account Identification aggregates <DepAcctld> , <LoanAcctld> , and
<CardAcctld>

7.1.2 — Client-Initiated Actions

<section intentionally left blank>

7.1.2.1 — Account Inquiries

The Banking Service provides messages that allow a client to retrieve detailed information about bank accounts, such
as balances or previously initiated transactions.

7.1.2.2 — Bank Statement View

The Banking Service provides messages that allow a client to retrieve Bank Account Statements for one or more given
periods, comparable to traditional paper statements. The Statement includes various balances, and optionally the
transaction detail for the statement period.

7.1.2.3 — Stop Checks

The Banking Service provides messages that allow a client to stop payment on a check. Messages are also provided to
inquire about stopped checks and to play back messages associated with stopped checks.

7.1.2.4 — Order Checks

A customer may use the Check order messages to request that an order of checks be sent. The customer may specify
the total quantity of checks to be sent, starting number of the checks, and style of the checks. The customer can also
issue messages to establish recurring check orders.

7.1.2.5 — Order Deposit Books

A customer may use the Deposit Book Order message to request that deposit book be sent.

7.1.2.6 — Retrieve Interest Rates

A customer may request quotes on interest rates for a variety of financial products using the Interest Rate Inquiry
message. The customer enters the Account Type, Tax Status, Amount, and Term, and the message returns the current
interest rates.

7.1.2.7 — Add, Modify, and Delete Transfers

A customer may add, modify, or delete a non-recurring funds transfer.

7.1.2.8 — Add, Modify and Delete Recurring Transfer Models

Messages are also provided in the Banking Service to allow a client to manage models for fixed amount recurring funds
transfers. The customer enters parameters, such as the transfer amount, the date of the first transfer, the frequency of
the transfers, and the term of the model, and the Financial Institution automatically generates transfers based on this
model at the requested frequency for the model term. Recurring transfer models may be closed-ended or open-ended (if
no term is provided).

7.1.2.9 — Credit Card Messages



The Banking Service provides customer service messages related to credit card accounts, including client request for a
sales slip copy or report of a credit card dispute.

7.1.2.10 — Debit and Credit Messages

The Banking Service provides debit messages to allow cash withdrawals, stamp dispensing, point-of-sale purchases,
and similar transactions that incur a debit to an account. Credit messages are provided for cash and check deposits,
which involve a credit to an account.

7.1.2.11 — Deposit Account Application

A customer may use the Deposit Account Application messages to apply for a deposit account with a financial
institution.

7.2 — Banking Service Message Summary

<section intentionally left blank>

7.2.1 — Banking Service Request <BankSvcRqg>

The IFX Specification provides core-banking capabilities through the Banking Service. The Banking Service includes
functions such as Statements and Account Inquiries, Transfers, Recurring Transfers, Customer Communications, and
Bank Mail. These banking functions may be applied to either deposit accounts, loan accounts, or credit card accounts.

See the matching response message BankSvcRs

Datatype: Aggregate

Tag [[Type [[Usage |[Description/Context notes
begin Aggregate

RqUID uuib Required Request Identifier. Sent by a client as a universally unique identifier
for the message. Used to correlate responses with requests.

MsgRgHdr Aggregate|| Optional Message Request Header aggregate.

AsyncRqUID uuib Optional Asynchronous Request Identifier. Sent by a client to retrieve a
response that was asynchronously generated by a server, generally
in the case where the response would have taken too long to build
and be able to be sent synchronously.

For more information, see Status.

SPName Identifier || Optional Service provider name. May be provided by the client to clearly
identify which service provider is the intended destination for this
collection of messages. It is required in instances where the
destination would otherwise be ambiguous.

begin-xor Required XOR

9 Repeating
SvcProfingRgq Aggregate|| Required XOR Allows the client to retrieve a current view of the services supported
by the SP, the Authentication Realms that must be used for
authentication, and basic information about the SP.
BallngR Aggregate|| Required XOR Allows client to retrieve appropriate balances as of the time the
message is executed based on the type of Banking Account.
BalRevRq Aggregate|| Required XOR Allows a client to reverse a previous request for a balance inquiry.
AcctingRq Aggregate|| Required XOR Allows client to retrieve current information about the Account that
varies by account type. This inquiry includes balances, but does not
include message detail.
AcctRevR Aggregate|| Required XOR Allows a client to reverse a previous request for an account inquiry.
DepAcctStmtingRg Aggregate|| Required XOR Allows client to retrieve a Deposit Account Closing Statement for one
or more given periods, comparable to a traditional paper statement.
The Closing Statement includes Opening, Closing, and Minimum
Ledger Balances and optionally the messages detail for the
statement period
DepAcctStmtRevR Aggregate|| Required XOR Allows a client to reverse a previous request for a deposit account
statement inquiry.
DepAcctStmtAdviseRq Aggregate|| Required XOR Allows a client to advise an entity of account information for a
statement period.
CCAcctStmtingRq Aggregate|| Required XOR
Allows client to retrieve a Credit Card Account Closing Statement for




one or more given periods, comparable to a traditional paper
statement. The Closing Statement includes Opening and Closing
Credit Card Balances, as well as Date Due and a number of
summary level amounts and optionally the messages detail for the
statement period

CCAcctStmtRevRq

Aggregate

Required XOR

Allows a client to reverse a previous request for a credit card
statement inquiry.

DepAcctTrningRq

Aggregate|

Required XOR

Allows client to retrieve the financial messages posted against an
account over a specified time period.

DepAcctTrnAdviseRg

Aggregate

Required XOR

Deposit Account Transaction Advise Request

DepAcctTrnRevRq

Aggregate|

Required XOR

Allows a client to reverse a previous request for a deposit account
transaction inquiry.

CCAcctTrnIngR

Aggregate

Required XOR

Allows a client to retrieve the financial messages posted against an
account over a specified time period.

CCAcctTrnRevRq

Aggregate

Required XOR

Allows a client to reverse a previous request for a card account
transaction inquiry.

BankAcctTrnImglngR

Aggregate

Required XOR

Allows a client to request a copy of a check or sales slip.

BankAcctTrnimgRevRq

Aggregate

Required XOR

Allows a client to reverse a previous request for a bank account
transaction image inquiry.

IntRatelngRq Aggregate|| Required XOR Allows client to retrieve a list of financial products and their
associated interest rates.
IntRateRevRq Aggregate|| Required XOR Allows a client to reverse a previous request for an interest rate

inquiry.

BankAcctTaxIngRq

Aggregate|

Required XOR

Allows client to request details of taxation on a specific bank account.

ForExRatelngR

Aggregate|

Required XOR

Allows client to inquire about an exchange rate from a Financial
Institution, and to optionally request an exchange rate commitment

ForExRateRevRq Aggregate|| Required XOR Allows a client to reverse a previous request for a foreign exchange
rate inquiry.

ForExDealAddRq Aggregate|| Required XOR Foreign Exchange Deal Status Add Request

ForExDealModRg Aggregate|| Required XOR Foreign Exchange Deal Status Modify Request

ForExDeallngRq

Aggregate

Required XOR

Foreign Exchange Deal Inquiry Request

ForExDealCanRq Aggregate|| Required XOR Foreign Exchange Deal Cancel Request
ForExDealAudRq Aggregate|| Required XOR Foreign Exchange Deal Audit Request
ForExDealSyncRq Aggregate|| Required XOR Foreign Exchange Deal Sync Request
ForExDealRevRq Aggregate|| Required XOR Foreign Exchange Deal Reversal Request
ForExDealStatusingRq Aggregate|| Required XOR Foreign Exchange Deal Status Inquiry Request
ForExDealStatusModRq Aggregate|| Required XOR Foriegn Exchange Deal Status Modification Request
ForExDealAdviseRq Aggregate|| Required XOR Foreign Exchange Deal Status Advise Request

StopChkAddRq

Aggregate|

Required XOR

Allows a client to stop a check or a range of checks.

StopChkCanR

Aggregate|

Required XOR

Allows client to cancel a previous Stop Check request with a
Financial Institution.

StopChkingRq

Aggregate

Required XOR

Allows client to view current Stopped Check records.

StopChkAudRq

Aggregate|

Required XOR

Allows client to play back Stopped Check messages associated with
the current customer since some past point in time.

StopChkSyncR:

Aggregate|

Required XOR

Allows client to play back Stopped Check messages associated with
the current customer since some past point in time.

StopChkAdviseRq

Aggregate|

Required XOR

Stop Check Advise Request

StopChkRevR

Aggregate|

Required XOR

Allows a client to reverse a previous stop check request message.

XferAddRq Aggregate|| Required XOR Allows client to schedule a Funds Transfer. Includes immediate
transfer.

XferModRq Aggregate|| Required XOR Allows client to modify a pending Transfer.

XferStatusModRq Aggregate|| Required XOR Allows client to modify Funds Transfer Status.

XferCanRq Aggregate|| Required XOR Allows client to cancel a pending Funds Transfer.

XferingRg Aggregate|| Required XOR Allows client to view Funds Transfer records.

XferAudRq Aggregate|| Required XOR Allows client to play back the Funds Transfer messages associated
with the current customer since some past point in time.

XferAdviseRq Aggregate|| Required XOR Funds Transfer Advise Request

XferRevRq Aggregate|| Required XOR Allows a client to reverse a previous funds transfer request message.

XferSyncRq Aggregate|| Required XOR Allows client to play back the Funds Transfer messages associated
with the current customer since some past point in time.

RecXferAddRq Aggregate|| Required XOR Allows client to create a Recurring Transfer Model.




RecXferModRq Aggregate|| Required XOR Allows client to modify an existing Recurring Transfer Model.
RecXferCanRq Aggregate|| Required XOR Allows client to cancel an existing Recurring Transfer Model.
RecXferlngRq Aggregate|| Required XOR Allows client to retrieve current Recurring Transfer Model records.
RecXferAudRq Aggregate|| Required XOR Allows client to play back the messages associated with the model

itself, as opposed to messages that are created by it, for the current
customer since some past point in time.

RecXferSyncRq

Aggregate|

Required XOR

Allows client to play back the messages associated with the model
itself, as opposed to messages that are created by it, for the current
customer since some past point in time.

RecXferRevRq Aggregate|| Required XOR Allows a client to reverse a previous recurring transfer model request
message.

ChkOrdAddRq Aggregate|| Required XOR Allows client to reorder checks.

ChkOrdModRg Aggregate|| Required XOR Allows client to modify an existing check order.

ChkOrdCanRgq Aggregate|| Required XOR Allows client to cancel an existing check order.

ChkOrdIngRg Aggregate|| Required XOR Allows client to retrieve current check order records.

ChkOrdAudRq Aggregate|| Required XOR Allows client to play back the Check Order messages associated with

the current customer since some past point in time.

ChkOrdSyncRq

Aggregate

Required XOR

Allows client to play back the Check Order messages associated with
the current customer since some past point in time.

ChkOrdAdviseRq Aggregate|| Required XOR Check Order Advise Request

ChkOrdRevRqg Aggregate|| Required XOR Allows a client to reverse a previous check order request message.
RecChkOrdAddRq Aggregate|| Required XOR Allows client to create a Recurring Check Order Model.
RecChkOrdModRq Aggregate|| Required XOR Allows client to modify an existing Recurring Check Order Model.
RecChkOrdCanRq Aggregate|| Required XOR Allows client to cancel an existing Recurring Check Order Model.

RecChkOrdIngRq

Aggregate

Required XOR

Allows client to retrieve current Recurring Check Order Model
records.

RecChkOrdAudRq

Aggregate|

Required XOR

Allows client to play back the messages associated with the model
itself, as opposed to messages that are created by it, for the current
customer since some past point in time.

RecChkOrdSyncRq

Aggregate

Required XOR

Allows client to play back the messages associated with the model
itself, as opposed to messages that are created by it, for the current
customer since some past point in time.

RecChkOrdInstAddR

Aggregate|

Required XOR

Allows a client to request a one-off instance of a recurring check
order.

DepBkOrdAddRq

Aggregate|

Required XOR

Allows client to order a Deposit Book from a Financial Institution.

DepBkOrdAdviseR

Aggregate|

Required XOR

Deposit Book Order Advise Request

DepBkOrdRevRq

Aggregate

Required XOR

Allows a client to reverse a previous deposit book order request
message.

DebitAuthAddRq Aggregate|| Required XOR Allows a client to request authorization for a debit to a specified
account.

DebitAuthModRq Aggregate|| Required XOR Allows a client to modify the details of a debit authorization

DebitAuthStatusModRq Aggregate|| Required XOR Allows a client to change the status of a debit authorization.

DebitAuthCanRq Aggregate|| Required XOR Allows a client to cancel a debit authorization.

DebitAuthingRg Aggregate|| Required XOR Allows a client to view debit authorization records.

DebitAuthAudRq Aggregate|| Required XOR Allows a client to play back the Debit authorization messages
associated with the current customer since some past point in time.

DebitAuthAdviseRq Aggregate|| Required XOR Debit Authorize Advise Request

DebitAuthRevRq Aggregate|| Required XOR Allows a client to reverse a previous debit authorization request

message.

DebitAuthSyncRq

Aggregate

Required XOR

Allows a client to synchronize the Debit authorization messages
associated with the current customer since some past point in time.

DebitAddRq Aggregate|| Required XOR Allows a client to debit a specified account.

DebitRevRq Aggregate|| Required XOR Allows a client to reverse a previous debit request message.

DebitModRg Aggregate|| Required XOR Allows a client to modify the details of a debit.

DebitCanRq Aggregate|| Required XOR Allows a client to cancel a debit.

DebitingRq Aggregate|| Required XOR Allows a client to retrieve debit records.

DebitAudRq Aggregate|| Required XOR Allows a client to play back the debit messages associated with the
current customer since some past point in time.

DebitSyncRq Aggregate|| Required XOR Allows a client to synchronize the debit messages associated with
the current customer since some past point in time.

DebitAdviseRq Aggregate|| Required XOR Debit Advise Request




DebitStatusModRq Aggregate|| Required XOR Allows a client to change the status of a debit.

CreditAuthAddRq Aggregate|| Required XOR Allows a client to request authorization for a credit to a specified
account.

CreditAuthModRg Aggregate|| Required XOR Allows a client to modify the details of a credit authorization

CreditAuthCanRq Aggregate|| Required XOR Allows a client to cancel a credit authorization

CreditAuthingRq

Aggregate

Required XOR

Allows a client to view credit authorization records

CreditAuthAudRq

Aggregate|

Required XOR

Allows a client to play back the credit authorization messages
associated with the current customer since some past point in time.

CreditAuthSyncRq

Aggregate|

Required XOR

Allows a client to synchronize the credit authorization messages
associated with the current customer since some past point in time.

CreditAuthAdviseRq Aggregate|| Required XOR Credit Authorization Advise Request

CreditAuthRevRq Aggregate|| Required XOR Allows a client to reverse a previous credit authorization request
message.

CreditAuthStatusModRq Aggregate|| Required XOR Allows a client to change the status of a credit authorization.

CreditAddRq Aggregate|| Required XOR Allows a client to credit a specified account.

CreditModRq Aggregate|| Required XOR Allows a client to modify the details of a credit.

CreditCanRq Aggregate|| Required XOR Allows a client to cancel a credit.

CreditingRq Aggregate|| Required XOR Allows a client to retrieve credit records.

CreditAudRq Aggregate|| Required XOR Allows a client to play back the credit messages associated with the

current customer since some past point in time.

CreditSyncRq

Aggregate

Required XOR

Allows a client to synchronize the credit messages associated with
the current customer since some past point in time.

CreditStatusModRq Aggregate|| Required XOR Allows a client to change the status of a credit.

CreditAdviseRg Aggregate|| Required XOR Credit Advise Request

CreditRevRq Aggregate|| Required XOR Allows a client to reverse a previous credit request message.

DepAppAddRqg Aggregate|| Required XOR Allows client to apply for a Deposit Account.

DepAppModRq Aggregate|| Required XOR Allows client to modify a pending Deposit Account Application.

DepAppCanRq Aggregate|| Required XOR Allows client to cancel a pending Deposit Account Application.

DepApplngRq Aggregate|| Required XOR Allows client to view Deposit Account Application records.

DepAppAudRq Aggregate|| Required XOR Allows client to play back the Deposit Account Application messages
associated with the current customer since some past point in time.

DepAppSyncRq Aggregate|| Required XOR Allows client to play back the Deposit Account Application messages

associated with the current customer since some past point in time.

BankAcctStmtimglngRq

Aggregate|

Required XOR

Allows a client to retrieve pre-rendered bank account statements.

BankAcctStmtimgRevRq

Aggregate

Required XOR

Allows a client to reverse a previous request for a bank account
statement image.

PmtEnclAddRq Aggregate|| Required XOR Allows a client to make a payment towards an outstanding debt. The
payment may be in an envelope or the payment and remittance slip
may be scanned.

PmtEncIModRg Aggregate|| Required XOR Allows a client to modify a payment enclosed.

PmtEnclingRq Aggregate|| Required XOR Allows a client to retrieve payment enclosed records.

PmtEnclAudRq Aggregate|| Required XOR Payment Enclosed Audit Request

PmtEnclCanRq Aggregate|| Required XOR Allows a client to cancel a payment enclosed.

PmtEnclAdviseRq Aggregate|| Required XOR Payment Enclosed Advise Response

PmtEnclRevRg Aggregate|| Required XOR Allows a client to reverse a previous payment enclosed request
message.

PmtEncIStatusModRg Aggregate|| Required XOR Allows a client to modify a payment enclosed status.

ChklssueAddRq Aggregate|| Required XOR Allows a client to request check issue information to be added.

ChklssueModRq Aggregate|| Required XOR Allows a client to modify the details of check issue information.

ChklssueStatusModRq Aggregate|| Required XOR Allows a client to modify the status of the details of check issue
information.

ChklssueDelRq Aggregate|| Required XOR Allows a client to delete the details of check issue information.

ChklssuelngRq

Aggregate

Required XOR

Allows a client to view the details of check issue information.

ChklssueAudRq

Aggregate|

Required XOR

Allows a client to play back the check issue messages associated
with the current customer since some past point in time.

ChklssueSyncRq

Aggregate

Required XOR

Allows a client to synchronize the check issue messages associated
with the current customer since some past point in time.

BankSvcChkSumAddRgq

Aggregate|

Required XOR

Allows a client to request bank service Checksum information to be
added.

Aggregate




BankSvcChkSumModRq Required XOR Allows a client to modify bank service Checksum information.

BankSvcChkSumStatusModRq |[Aggregate|| Required XOR Allows a client to modify the status of bank service Checksum

information.

BankSvcChkSumDelRg Aggregate|| Required XOR Allows a client to delete bank service Checksum information.

BankSvcChkSumingRq Aggregate|| Required XOR Allows a client to view the bank service Checksum information.

BankSvcChkSumAudRq Aggregate|| Required XOR Allows a client to play back the bank service Checksum messages
associated with the current customer since some past point in time.

BankSvcChkSumSyncRg Aggregate|| Required XOR Allows a client to synchronize the bank service Checksum messages
associated with the current customer since some past point in time.

ChkAcceptAddRq Aggregate|| Required XOR Allow a client to accept a check and send it to a check issuer to verify
the check is good.

ChkAcceptModRg Aggregate|| Required XOR Allows a client to modify the details of a Check Accept object.

ChkAcceptingRg Aggregate|| Required XOR Allows a client to inquire on the details of a Check Accept object.

ChkAcceptCanRg Aggregate|| Required XOR Allows a client to cancel a previous Check Accept object.

ChkAcceptAudRq Aggregate|| Required XOR Allows a client to play back the Check Accept messages associated
with the current customer since some past point in time.

ChkAcceptSyncRq Aggregate|| Required XOR Allows a client to synchronize the Check Accept messages
associated with the current customer since some past point in time.

ChkAcceptRevRq Aggregate|| Required XOR Allows a client to reverse a previous Check Accept message.

ChkAcceptStatusModRq Aggregate|| Required XOR Allows a client to change the status of an Check Accept Object.

PassbkAddRq Aggregate|| Required XOR Used to add a logical passbook to an account. This is not used if a
passbook relationship has already been established for an account.

PassbkModRq Aggregate|| Required XOR Used to modify the passbook object ? most likely to set the Id of the
last printed Item, and the next line at which printing should begin.

PassbkingRq Aggregate|| Required XOR Used to inquire on a passbook object.

PassbkDelRg Aggregate|| Required XOR Used to delete a logical passbook from an account.

PassbkAudRq Aggregate|| Required XOR To audit changes to a Passbook object.

PassbkSyncRq Aggregate|| Required XOR To synchronize changes to a Passbook object.

PassbkRevRg Aggregate|| Required XOR Used to reverse an operation on the Passbook object.

PassbkStatusModRq Aggregate|| Required XOR Used to update the status of a passbook.

PassbkStatusingRq Aggregate|| Required XOR Passbook Status Inquiry Request

PassbkltemAddRq Aggregate|| Required XOR Used to add a line into a passbook. Standard transactions are

considered to be added automatically (through back-end processing).

PassbkltemModRq Aggregate|| Required XOR Used to modify an item in the passbook. Although this message may
be defined, in all practical situations no passbook holder or bank staff
would likely have permission to use this message.

PassbkltemIngRq Aggregate|| Required XOR Used to inquire on Passbkltems for a specific passbook given the
Passbook Id. This is the main message used when performing a
Passbook update.

PassbkltemDelRq Aggregate|| Required XOR Used to delete a line from a passbook. Although this message may
be defined, in all practical situations no passbook holder or bank staff
would likely have permission to use this message.

PassbkltemAudRq Aggregate|| Required XOR Used to Audit the Passbook Item object.
PassbkltemSyncRq Aggregate