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1 Introduction

Welcome to the Nacha Risk Management Portal. It is the single resource to access all of Nacha’s risk
databases available to financial institutions and can serve as effective tools to support risk mitigation
activities.

If you have questions beyond what is covered in this Reference Guide, please reach out to:

e Nacha Risk Management Portal Support Line: 703-349-4556
e Nacha Risk Management Portal Support Email: rmportal@nacha.org

2 Terms of Use

Prior to using the Nacha Risk Management Portal, each user will need to agree to the Terms of Use.
They are shown in their entirety in Appendix 1 to this document. The first time each user logs on to the
Portal, the Terms will be shown as a pop-up on the screen, and the user will need to agree prior to
logging in to the Portal. This will only need to be completed once for each user.

3  ODFI Portal Roles

Listed below are the different roles that ODFIs can have within the Nacha Risk Management Portal.
Admin: ODFI Administrator

e Keeper of the records for the financial institution

e  Access to edit financial institution registrations, manage Users, manage ACH Contact Users and Registry
contacts

e Receives email notifications of changes, like deactivations

e (Can change their own role from Administrator to Portal User

e (Canadd and deactivate Portal Users

e  Two Administrators per financial institution
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User: ODFI Portal User

e Access to edit financial institution registrations, manage ACH Contact Users and search Registry contacts
e  Financial institutions may have up to 8 Portal Users

User: ACH Contact User

e  Access to ACH Contact Registry only
e  Search and view other financial institutions’ contacts
e  Edit own Registry contact information

Registry Contact: Contact Only — Not a User

e No Portal access
e  Financial institution Administrator has chosen not to provide the individual/department with login
credentials

4 Accessing the Nacha Risk Management Portal

After completing your registration, each Administrator and Portal User identified at registration
will receive an email to establish their Portal credentials.

4.1 One-Time Authentication Code

NOTE:

The Risk Management Portal will log users out after five (5) minutes of inactivity. Users are required to log in again, and
submit a One-Time Authorization Code (OTAC) every time one is logged out. Select “Remember One-Time Code” so that

the OTAC emailed to the user remains valid and saved in the system for 14 days. (Refer to graphic below.) This step
must be completed after each 14-day period.

One-Time Authentication

One-Time Authentication Code

Remember One Time Code h
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4.2 Password Reset

There are two ways to reset your password. Select “Forgot Password” from the Risk
Management Portal login screen, or if you are a Portal User, ask your financial institution’s
Administrator to reset your password.

Support: (703) 349-4556

-- Nacha Welcome Back!

Please login to your Portal account

Risk Management Portal
Through Nacha's Risk Management Portal that includes the ACH Contact Registry, Third-Party

Sender Registration, Direct Access Registration, and the Terminated Originator Database, ACH User email address
Network participants can help enhance Network quality and security, fueling innovation and the

continued growth of the Network
User password

Forgot Password ?
FREQUENTLY ASKED QUESTIONS

Nested Third-Party Registration -

1 Q: When is this rule in effect?
A: The Rule will become effective September 30, 2022

2 Q: What is required in the Risk Management Portal?
A: An ODFI will identify in Nacha’'s Risk Management Portal all Third-Party Senders that allow
Nested Third-Party Sender ACH origination

You will receive an email with a temporary password. Use the link provided in the email to log in
and create a new password. The new password must be between 10 and 50 characters and
contain one capital letter, one number, and one special character.

Once your password has been changed, you will be redirected to the login page again.
Enter your email address and your new password. At this time, an email will be sent to you
containing an OTAC, as described above.

NOTE:

If you do not receive the OTAC email, please check your spam and junk folders, and ensure internal email servers are
configured to white-list nacha.org. Emails are automatically and immediately generated from the Database. Delivery to
your mailbox may be delayed by your internal email system.
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4.3 Profile Management

Administrators and Portal Users can edit their first name, last name, contact number, and change their
password. To do so:

1. Click on your email address at the top right of the screen.

.‘. o* User email address Support: (703) 349-4556
.2 INAGcna oor e
. .

CONTACT
SENDERS ACCESS ORIGINATOR REGISTRY

DATABASE

2.  Update any fields in the pop-up by using the “Edit” button, or using the “Change Password” fields.
When ready, click the “Submit” button, and your changes will take effect.

User email address t | Support (703) 349-4556

+:* Nacha

HOME THIRD-PARTY TERMINATED ACH CONTACT CONTROL

SENDERS ORIGINATOR REGISTRY MENU
DATABASE

User Name

Title, ODFI Company

About Contact Details
Jessica weingarten7@gmail.com
Weingarten 703-555-1212

Federal Home Loan Bank of Cincinnati

ODFI Admin

CHANGE PASSWORD

Current Password” : Password" : Confirm Password” :
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5 Nacha Risk Management Portal Introduction

After logging in, you will see this as your Home Page:

User email address Support: (703) 349-4556

. "

E

«:» Nach

- Nacha
THIRD-PARTY DIRECT TERMINATED ACH CONTACT SECURE CONTROL

SENDERS ACCESS ORIGINATOR REGISTRY EMAIL MENU
DATABASE

ODFis

006606606

Clicking “HOME” will return you to this screen.

“ODFI Management” is covered in Section 6.

“Registration Summary Document” is covered in Section 8.

A copy of this Reference Guide is available when you click the “Portal Instructions” link.

vk wN PR

Opt-In Program.
6. “Secure Email” is listed here, and on the top Menu Bar. It is an option that allows ODFI contacts to

The “Opt-In Program List” shows participant information, if any, in the State Unemployment Benefit

complete a Letter of Indemnification and send it securely within the Portal to a RDFI contact(s). See Appendix

2.

7. Instructions for the Secure Email Service are available by clicking this link.

8. “Third-Party Senders” are covered in Section 9.

9. “Direct Access” is covered in Section 10.

10. “Terminated Originator Database” an opt-in service that allows you to view Originator/TPS
deactivations provided by ODFls.

11. The “ACH Contact Registry” is covered in Section 11.

12. The “Control Menu” is covered in Section 7.
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6 ODFI Management Screen

This is the ODFI Management Screen:

ODFI Management

M - Deactivated ODF

Primary Routing Number ODFI Name Address City State ‘
éiOm'@ Your Primary Routing Number Your ODFI Name Address ity State

-/i.v',:} = o #-G (] E 3 ad

Think of this as a summary screen for many of the other actions available on the Portal. You can view
and export information on your ODFI, and you can use the “Edit” function in the “Actions” column to
update your ODFI information (except the primary Routing Number.) The other “Actions” functions are
links to other available actions, and they are discussed in the upcoming Sections.

7  Control Menu

The Control Menu has three items:

THIRD-PARTY DIRECT TERMINATED ACH CONTACT SECURE CONTROL

SENDERS ACCESS ORIGINATOR REGISTRY EMAIL MENU
DATABASE

You can view the Audit Log for your ODFI, and also Suspended Originators/TPS. But you will often access
this menu for user management. ODFI Administrators can undertake the following user management
tasks in the Nacha Risk Management Portal:

e Add New Portal Users

e Edit Existing Portal Users

e Deactivate Portal Users

e Reactivate Portal Users

e Change the Portal Administrator
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To access any of the ODFI Administrator Management tasks, click on “Control Menu” on the Menu Bar,
and then click “ODFI Users”.

‘o 0° N h User email address ) Support (703) 349-4556
L
22 Nac

ARTY

Welcome to Nacha Risk Management Portal

This screen will be displayed.

4.

ODFI Users
@ = n 0 v T s ] CXPORT  REFRESH
SEARCH B - Inactive User Page 1 of 1 (Total Records: 2)
First Name: First Name Last Name Email Address Telephone Nu

FILTERBY Vv

Last Name:

FILTERBY Vv

3

Role: (#- Edit User - Reactivate Lser C'- Reset Password ©) - SetasFl Admin @- Deactivate Lzer

-Select Role- v
Search:

SEARCHIN v

User Status:

ALL ACTIVE INACTIVE

User Created in:
® Al
Last 7 days
Last 30 days
Last month

Date range

If you want to search for users, use this menu to set your parameters, and then click “Search” at the
bottom of the menu.

Actions available for the specific user are in this area.

List of Administrators and Users from your ODFI. Note that there is a scroll bar and more
information is available for each user in this listing.

Note these abbreviations which apply to the Actions in the column marked 2.

From this screen, you can undertake all of the actions listed at the beginning of this section. We will look
at each individually.
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7.1 Add a New Portal User

To add a New Portal User, click on “Create New User”.

ODFI Users

= n v é [EINFTISSE EXPORT  REFRESH

This screen appears:

Create ODFI User

First Name™ : Last Name :
Email* :

Contact Number* : Ext:

Role*

The Administrator enters the First Name, Last Name, Email, and Contact Number (with extension if
necessary) and then selects either the ODFI Admin or ODFI User Role. In our example, we are creating a
new user, Howard Smith:

Create ODFI User

First Name* : Last Name :

Howard Smith

Email* :

newuser1@gmail.com

Contact Number* : Ext:

123-456-4567

Role* :

ODFI User N

RESET SAVE

Once created, click “SAVE” and view the pop-up below:
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User account successiully created

Once you click “OK”, the new User appears on the listing.

7.2  Edit an Existing Portal User

To edit our example Howard, search for him in the menu bar to bring up his listing:

B - Inactive User Page 1 of 1 (Total Records: 1)

Actions Last Name Email Address Telephone Numbe:

!c()@ Howard Smith newuser@gmail.com 123-456-7894

C- Reactivate Lzer C'- Reset Password ©) - Set asFl Admin @- Deactivate User

In the Actions column, click in the left-most box to Edit User. Make your changes in the Edit screen
shown below, and then click “SAVE”.

Edit ODFI User

First Name* : Last Name :

Howard Smith
Email* :

ail.com

Contact Number* : Ext:

123-456-7980
Role*

DFI User v

RESET SAVE

The pop-up below appears. Click “OK” and your changes are saved.

User account has been successfully updated
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7.3 Deactivate a Portal User

To deactivate a user, click the red “X”.

Bl - inactve Use: Page 1 of 1 (iotal Recoids. 1y
First Name Last Name Email Address Telephone Numbe
zco® Howard Smith newuser@gmail com 123-456-7894
D »
#-Ednl er C- Reset Pazsword €)- SetasFl Admin @- Deactivate Lser

The pop-up below appears. Confirm the deactivation.

Are you sure you

want to deactivate this us

User account successfu

y deactivated

7.4 Reactivate a Portal User

Once a User is deactivated, they look different on the listing in that their line is highlighted in blue, and
the only Action available is to reactivate them.

N - inactve Use!

S .

~
<

Email Address

Telephone Numbe:

»
(- Edit User - Reactivate Lser

C'- Reset Password © - Set as F1 Admin @- Deactivate User

When you click the “Reactivate User” icon, this message appears, and you’ll need to confirm
reactivation.

REACTIVATE USER

Are you sure you want to reactivate the user?

Nacha © 2022 All rights reserved
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User account successfully reactivated

And then your user is back to being an active user.

7.5 Change the Portal Administrator

We have looked at how to create, edit, deactivate, and reactivate a user. Let’s take another look at
Howard.

N - Inactive User Page 1 of 1 (Total Records: 1)

First Name Last Name Email Address Telephone Numbet

zco® Howard Smith newuser@gmail com 123-456-7894

»
L. Edit Lzer - Reactivate Lzer  C'- Reset Password ©) - Setas Fl Admun @ Deactivate Liser

Notice the icon to the left of the red X “Deactivate User” icon. Clicking on that icon will allow you to
make Howard (or whomever) an Admin. Remember, each ODFI account may have 2 Admins and up to 8
users. You will see the pop-up below, and you would need to confirm.

Are you sure want to set this user as FI Admin?

And yes, you can also switch people between Admins and Users using the “Edit User” screen. Each ODFI
must have a minimum of one (1) Admin at all times.

Nacha’ © 2022 All rights reserved
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8 Registration Summary

You may need to provide your auditor with a Registration Summary. The information on the Registration
Summary Document link is an acceptable proof of confirmation.

The Registration Summary Document link opens in a new tab, and thus you must enable pop-ups or the
second screen will not open. The site you want to enable pop-ups for is:

Registration Summary (nacha.org)

There are different processes to enable pop-ups for different browsers. Information on the most
common browsers are shown below:

Edge Browser

e Open Microsoft Edge, select Menu (3 dots icon on top right corner of the browser) > Settings >
Site permissions
e Select "Pop-ups and redirects". On that screen >

< C Q setungs,

Settings Site permissions / Pop-ups and redirects

Block (recommended @

= Click the “Add” button. >
g Add https://riskmanagementportal.nacha.org/Account/Login w

Nacha' © 2022 All rights reserved
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https://tst-riskmanagementportal.nacha.org/api/LinkTransformer/DownloadPDFReport?tokenID=bcc9c016-fc58-4cae-8041-43c1e0e4e85c

Chrome Browser

e At the top right, click More P Settings.

e  Click Privacy and security > Site Settings.
e Click Pop-ups and redirects. On that screen -

2 Youand Google & Pop-ups and redirects Q Ses
B  Autofil

i t
@  Secuity and Privacy

Default behavior
@ Appearance

1 the

Q Search engine

O (2 stescansend
) Default browser

52 Dont allow sites to send pop

O onstmp ® ®
Advanced Cusk

Customized behaviors
®  Languages ites isted below follow a cu: tting instead of the default
& Downloads Ad
T Accessibility
Q  system
£ Resetand clean up Al e Add

Nacha © 2022 All rights reserved
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Firefox Browser

e Click the menu button = and select Settings.
e Select the Privacy & Security panel. On that screen 2

= » C @ @ Firefox  aboutpreferences#privacy I
Eg} General
@ Home Permissions
Q_ search ® Location Settings...
Camera Settings...
& Privacy & Security = 2
€ Microphone Settings...
Q Sync
&) Notifications Learn more Settings...
Settings...
Settings...
Block pop-up windows Exceptions...

Once your browser allows pop-ups, click the link as shown below, on the main Portal screen:

% a0 ]
°
l. ..
THIRD-PARTY TERMINATED ACH CONTACT CONTROL

SENDERS - SS ORIGINATOR REGISTRY
DATABASE

MENU

Welcome to Nacha Risk Management Portal

ODFlIs
a ent
P ons
pt-in Program L
Secure Ema
NE ecure Er ervice Instru
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A one-page summary will appear in a new window. Below is a sample. Your summary will have all of

your Fl-specific information.

Use your browser’s print option to print and/or save the one-page registration confirmation. This

2550 Wasser Terrace 703-340-4556

. .
;: E N acha Suite 400 rmportal@nacha.org
" . ~0

Herndon, VA 20171

Financial Institution Registration Summary

Your FI Name and Address in this

area

Primary Routing Number XXXXXXXXX
REGISTRATION STATUS: Active
DATE OF INITIAL REGISTRATION: 02-14-2022

ASOF| date Name of FI HAS ATTESTED TO THE FOLLOWING:
ACH CONTACT REGISTRY
The financial institution has not satisfied the requirements of the ACH Contact Registry.

THIRD-PARTY SENDER REGISTRATION

The financial institution does currently maintain Third - Party Sender customers.

The financial institution maintains 2 Third - Party Sender customer(s

The financial institution has satisfied the requirements of the Nested Third-Party Senders portion of the
Third-Party Sender Roles and Responsibilites in the Nacha Operating Rules

DIRECT ACCESS REGISTRATION
The financial institution does not currently maintain Direct Access Debit Participant relationships
The financial institution maintains 0 Direct Access Debit Participant relationship(s

confirmation page is typically what an auditor will need in order to confirm your registration with Nacha.
If your auditor requires more information, use the export function to provide the additional information

from ACH Contact Registry, Third Party Senders, and Direct Access modules located on the top menu
bar.

Nacha' © 2022 All rights reserved
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9 Third-Party Senders (TPSs)

All ODFls are required to either register their Third-Party Sender (TPS) relationships or acknowledge that
they do not have any TPS relationships. Once registered, provide updates following any change to the
information you’ve provided (including termination). (See Nacha Operating Rules, Subsection 2.17.3,
Third-Party Sender Registration.) See page 18 to see how to use the yes/no option to show whether
there is, or is not, a TPS relationship.

From the main screen, expand the “Third-Party Senders” module to view the menu:

<. Nacha

HOME THIRD-PARTY C TERMINATED

SENDERS > e ORIGINATOR
DATABASE

Bulk Upload History
Welcome gy pioas sk Management Portal

TPS DB Management

Each of these menu items is discussed in the following sections, in reverse order.

Nacha' © 2022 All rights reserved
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9.1 TPS DB Management

Individual TPSs can be manually entered and edited. This screen works similarly to the screen in Section

5 on managing Portal Users.

TPS DB Management

4. Manual
SELLLL S ) [T -
@ SEARCH M - Deactivated TPS

This TPS
Actions TPS Name originates for Company ID TPS Street TPS Suite TPS City TPS State
Nested TPS(s)?

Page 1 of 1 (Total Records: 1)

TPS Name:
EQUALS v TPSLLC
Z40) ‘
Yes No o~ 123 Main s |
TP City: TPSLLC 062204129 e Anytown NY
e »
TPS State: 2. Actions  g@red -
3. Originating?

Company ID:

FILTERBY v

Search:

SEARCHIN WV
TPS Status:
ALL ACTIVE DEACTIVATED
TPS Registered in:

J—
® Al
e —
Last 7 days 1. Search Area
Last 30 days

Last month

Date range

Is Nested TPS?:

RESET SEARCH

You can search for TPSs by Name, City, State, Company ID, Status, Registration Date, and whether
the TPSs are nested or not. When selections are complete, click “Search” at either the top or bottom
of the left sidebar.

This Actions column works identically to the Actions area in Section 5. You can Edit, Deactivate and
Reactivate. The screens are so similar that they will not be repeated here.

This column is used to ascertain whether each listed TPS oridingate for Nested or not. If, for
example, a TPS does not originate for Nested, and it should, click on the edit icon in the Actions
column to make that change.

TPSs can be manually entered. If this button is clicked, the screen on the next page opens.

Nacha' © 2022 All rights reserved
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Third-Party Sender Registration - Manual

Primary Routing Numbe! Your RTN ODFIName - Your ODFI Name

* - Required Field
ODFI Routing number* :

o

o
o

This TPS originates for Nested TPS(s)?* : () Yes () No 0

Required Field *

TPS Company Id* :

TPS Name* :

Street : Suite :

o

City* :
State* :
Country* :

Zip Code* :

(6
o
o
O

Nacha' © 2022 All rights reserved

Enter Your ODFI Routing
number. This is a required
field.

Enter the TPS Company ID,
which is a number your ODFI
uses for identification in the
ACH Detail Record. This is a
required field.

Enter the name of the TPS.
This is a required field.
Select the “Yes” or “No”
radio button. This is a
required field.

Enter the Street Address,
and Suite, if necessary.
Enter the City. This is a
required field.

Enter the State. Thisis a
required field.

Enter the Country. Thisis a
required field.

Enter the Zip Code. Thisis a
required field.

10. Click Submit.

18



9.2 Reactivation of Deactivated TPSs

If you deactivate any TPSs, their lines will appear in blue, as shown below. Note, however, the
“Response Needed” in the third column of the second line.

If you see the first line (“1”) that is a TPS that has been marked “yes” and then deactivated. In the
second line (“2”) that is a TPS that was deactivated prior to being noted as Nested (Yes) or Not Nested
(No). In either case, you can reactivate the TPS, but in Case “2” you will be required to cite that the TPS
is Nested or Not Nested when reactivated.

C3thy. mcnickic2000€gmad. com 200l | Support (703) 3492556

«:» Nacha

TR ——
E SEARCH W Dex Page 1.¢f 1 (Tok
This TPS

TPS Name Actions TPS Name onginates for Company ID TPS Street TPS Sune TPS City TPS State
Nested TPS(3)?

TPS Cay:

~
o
~
<

TPS State:

9.3 Nested Third-Party Senders (TPSs)

A “Nested Third-Party Sender” is defined as a Third-Party Sender that has an agreement with another
Third-Party Sender to act on behalf of an Originator, and does not have a direct agreement with the
ODFI. Nested Third-Party Senders (TPSs) are addressed in ACH Originator Agreements. Full information
on Third-Party Sender Roles and Responsibilities is available at this link.

9.3.1 Nested TPS Identification

The Third-Party Roles and Responsibilities rule defines and makes mandatory the identification of
Nested Third-Party Senders in the Portal. (See Nacha Operating Rules, Subsection 2.17.3.1 ODFls with
Third-Party Senders)

9.3.2 Implementation Dates

The identification of Nested Third-Party Sender rule is effective Sept. 30, 2022 and access to indicate Yes
or No in the Portal begins August 1, 2022.

When you log into the Portal, you will see a banner at the top of your main screen if you are out of
compliance. It will be removed after your Fl is in compliance.

.....

e o

.....
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9.4 TPS Bulk Upload

To upload a bulk file, follow the Bulk Upload menu option:

Bulk Upload File

Primary Routing number* : S — The information for the Template (in any format) should be

1. Find ODFI m x ODFIRTN - 9 digits

File*:Select the file by ciicking Isg-n-drop the file here and click on upioad button ActiveODFIRTN - Use 1 for yes and 0 for no

ODFIRTN_TPS_RelationshipExists — Use 1 for yes and 0 for
no

UPLOAD ImportRecord — Use Y for yes and N for no
TPSCompany ID - Use the ID for that TPS

TPSName — Use the TPS Name

Templates 5. Upload

TPSStreetAddress — Use the TPS Address
TPSSuite - If applicable cell can be left blank
TPSCity — Use the TPS City
TPSState — Use the 2-digit abbreviation
4. Parameters
TPSZipCode — Use the S-digit zip code

TPSCountry — Use the 2-digit or 3-digit abbreviation

Active_ODFI_Relationship — Use 1 for yes and 0 for no

This_TPS_onginates_for_Nested_TPS — Use Y for yes and
N for no

Specific Process:

1. Click on the “FIND ODFI” button, and use the pop-up to find your ODFI:

FIND ODFI

ODFI Name/Primary Routing ODFI State/ ODFI City:

Mumber: SEARCH CLEAR

Once your ODFI information displays, select the file from your computer.

Before creating your file, check the templates for information on formatting, and

Use these parameters to create your bulk upload file. (See Bulk Upload Tips, below)

Click “UPLOAD”. You will either receive a message that the file has uploaded, and you can view it

vk wnN

after midnight, or that the upload failed, and you will be able to immediately check the list of errors

on the Bulk Upload History screen.

6. Both successful and failed uploads are shown on the Bulk Upload History screen described in Section

3.4
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9.4.1 Bulk Upload Tips

e The information for the Template (in any format) should be:
o ODFIRTN — 9 digits — This is YOUR ODFIRTN. Whether you use csv or excel, if you have a
leading zero in your RTN, place a single quote (‘) before the number.
Sample ‘012345678.
o ActiveODFIRTN — Use 1 for yes and 0 for no.
ODFIRTN_TPS_RelationshipExists — Use 1 for yes and 0 for no.
ImportRecord — Use Y for yes and N for no. NOTE: At least one Import Record must be
marked “Y”. Both “Y” and “N” must be in UPPER CASE. Lower case will generate an
error.
TPSCompany ID — Use the ID for that TPS.
TPSName — Use the TPS Name.
TPSStreetAddress — Use the TPS Address.
TPSSuite — If applicable, cell can be left blank.
TPSCity — Use the TPS City.
TPSState — Use the 2-digit abbreviation.
TPSZipCode — Use the 5-digit zip code.
TPSCountry — Use the 2-digit or 3-digit abbreviation.
Active_ODFI_Relationship — Use 1 for yes and 0 for no.
This_TPS_originates_for_Nested_TPS — Use Y for yes and N for no. Both “Y” and “N”
must be in UPPER CASE. Lower case will generate an error.
e If you are using a CSV file, it must be created in Notepad. It cannot be created in Excel or it will
not upload correctly, even if you call it .csv.
e If you are using an excel file, make sure that the sheet name (not the file name) is TPSInfo, as
shown below:

O O 0O O 0O 0O O O O O

A 8 C D 3 F G H 1 ) 3 L M N o P
1 ODFIRTN ActiveODF ODFIRTN_ importRecord TPSCompanyIiC TPSName TPSStreet/ TPSSuite  TPSCity  TPSState TPSZipCoc TPSCountrActive_OC This_TPS_originates_for_Nested TPS

Your Data Here

Nacha' © 2022 All rights reserved
21



9.5 TPS Bulk Upload History

Bulk Upload History displays information on bulk uploads you have accomplished, how many TPSs in the
file, whether or not the file uploaded correctly and other relevant information. See specifics after the
graphic:

Bulk Upload History

@ ——

<< | < n‘ = 0 v
Page 1 of 1 (Total Records: 4
Search:

Batch | Primary Routing NoOfTPS In No Of
Actions
D Number ERS Nt File Uploa
SEARCHIN Vv

i Test

ODFI Name: 310 Upload 7 7 - 4 0
FILTER BY v -

" 309 Tet 0 0

2 Upload 7 7 22.xisx

Status: 3. Your Fl Information Here ——————
- 308 = 0 0

ALL Upload 7 7 22 xisx
PROCESSED SUCCESSFULLY @ 307 Test 5 6

Upload 7 7 22xisx
FALED PARTIALLY PROCESSED

" >
PENDING 3 View Errors ﬁ
Bulk upload in:
All
. 1. Search Area
Last 7 days

Last 30 days
Last month
Date range

socn

1. Specific bulk uploads can be searched predicated on status and/or date. Make your selections and
then click “Search” either at the top or bottom of the left menu bar. Your results will be displayed in
the main area.

2. You can export the information displayed in the main area, which will include data from all the
columns. The original upload file is not exported from this location.

3. Your Fl information displays in this area.

4. Note the error icon. Click on it on any of the lines to view the specific errors associated with that
upload file so that you can make corrections and upload the file anew.

° °
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10 Direct Access

e Direct Access is a situation in which an Originator, Third-Party Sender, or a Third-Party Service
Provider transmits credit or debit entries directly to an ACH Operator using an ODFI’s routing
number and settlement account.

e A Direct Access Debit Participant is an Originator, Third-Party Sender, or a Third-Party Service
Provider with Direct Access for the origination of debit entries except:

o A Third-Party Service Provider that transmits files solely on behalf of an ODFI where that
Third-Party Service Provider does not have a direct agreement with an Originator (and is
not itself an Originator).

o e.g., abank service company performing services on behalf of a bank.

o an ODFI that transmits files using another Participating DFI’s routing number and
settlement account.

o e.g., acorrespondent/respondent relationship.

This is the Direct Access Menu drop-down.

+:» Nacha

HOME THIRD-PARTY DIRECT TERMINATED ACH CONTACT SECURE CONTROL

SENDERS ACCESS ORIGINATOR REGISTRY EMAIL MENU
DATABASE

10.1 DA DB Management

All ODFlIs are required to either register their Direct Access Debit Participant Status by providing specific
information about each Direct Access Debit Participant, or acknowledge that it has no Direct Access
Debit Participants. Once registered, just provide updates following any change to the information you've

provided (including termination). (See Nacha Operating Rules, Subsection 2.17.1 Direct Access
Registration.)

10.2 Quarterly Debit Participants

When a DADP is registered with Nacha, certain quarterly reporting is required. To do so, click the
“Quarterly Debit Participant” menu item, and this screen is displayed:

Direct Access Debit Participant Submissions

= S SUBMIT QUARTERLY REPORTING

Actions Primary Routing Number 2 OFI Name m
V
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Click “Submit Quarterly Reporting” to display this screen:

Submit Quarterly Reporting

Tax Identification Number * : Reporting Year * : Reporting Quarter * :

oct Tax ID v Select Reporting Year v Select Reporting Quarter v

Tax Identification Number is a required field and must Reporting Year is a required field Reporting Quarter is a required field
be a valid Federal Tax ID Number.

Avg. Daily Orig # Avg. Daily Orig $

Percentage of Percentage of R}
Returns (NSF) (ex: | (Administrative)
X.XX) XXX)

Avg. Daily Returns # Avg. Daily Returns § | Percentage of Retums

(Wnole Numbers (Whole Dollars (Whole Numbers Only) | (Whole Dollars Only) | (all RRCs) ex: XXX) |
|

Only) Only)

B &

Fill in your TIN, Reporting Year and Reporting Quarter and then click the “+” sign to display the SEC
codes and select the correct one. The screen will then expand as shown below:

Submit Quarterly Reporting
Tax Identification Number * : Reporting Year * : Reporting Quarter * :
elect Tax ID v Select Reporting Yea v Select Reporting Quarte v
Tax Identification Number is a required field and must Reporting Year is a required field Reporting Quarter is a required field

be a valid Federal Tax ID Number.

Avg. Daily Orig # Avg. Daily Orig $ Percentage of Percentage of R
Avg. Daily Retums # Avg. Daily Retumns $ | Percentage of Returns -

SEC (Whole Numbers (Whole Dollars - Retumns (NSF) (ex: (Administrative|
y) ) (Whole Numbers Only) | (Whole Dollars Only) | (all RRCs) (ex: X.XX) ) XXX)

You will then be able to add the pertinent information, and click the blue “SUBMIT” button at the
bottom right of the screen.

If you’re unsure whether your ODFI maintains Direct Access Debit Participant relationships, link to
our definitions and example scenarios document.

11 ACH Contact Registry

The ACH Contact Registry is for financial institutions to be able to more easily connect with other
financial institutions about ACH operations, exceptions and risk management and is a requirement of all
financial institutions in the Nacha Operating Rules. (See Nacha Operating Rules, Section 1.14,
Participating DFI Contact Registration.)
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The ACH Contact Registry module allows you to view, update, and edit your registry contacts, search for
other FI’s contacts, use bulk upload, and review your bulk upload history.

HOME THIRD-PARTY DIRECT TERMINATED ACH CONTACT SECURE CONTROL

SENDERS ACCESS ORIGINATOR REGISTRY EMAIL MENU
DATABASE

ACH Contact Registry
ACH Contact Registry

Bulk Upload History

We will look at these options in menu order.

11.1 ACH Contact Registry

This is a sample of the ACH Contact Registry:

ACH Contact Registry A‘""' —_— CREATE CONTACT ADO/EDIT NOTES
Routing Number: Department Name: First Name: Last Name: Email Address: Status:
Category: Last Updated:
% " 2.Search Area

Contacts Not Assigned Pending NACHA Approval nact

Page 1 of 1 (Total Records: 2

ACH Operations B | ACH RiskFFraud [ - |

iI= Routing Number: X00000XXX
A Fraud (Department

g Cards
D 09:00 AM - 05:00 PM EST

& Last Updated On 7-12-2022 1238 & Last Updated On 7-12-2022 12:39

1. Your contact cards are listed here. You can have contacts by department and/or by individual. There
are minimum requirements, which will be covered in the discussion on Action Items. The box outline
colors indicate Contacts Not Assigned, Pending Nacha Approval, and Inactive Contacts. All standard
contacts have a grey box outline.

a. NOTE: “Contacts Not Assigned” are contacts from the legacy Contact Database, and
cannot be reactivated.
b. NOTE: “Inactive Contacts” refer to contacts whom you have deactivated.

2. You can search for ACH Contacts using the search options, and then clicking the blue “Search”
button.

3. Action Items: “Create Contact” and “Add/Edit Notes” are described below. “Export” will generate an
excel spreadsheet of your contacts, and “Refresh” will refresh your screen.
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11.1.1 Create Contact

This is the process to follow after you click the “Create Contact” button. First, this screen appears.

Create Contacts

: @ 1) =]
Routing Number Contact E:axegorv Conrac(Detans Terms bf Use
@ SELECT THE ROUTING NUMBER(S) ASSOCIATED WITH THIS CONTACT: l
Your ODFI RTN m

Your routing number will appear in the box. Click “ADD".

Create Contacts

- | @ 2 ]

Routing Number Contact Category Contact Details Terms Of Use

@ SELECT THE ROUTING NUMBER(S) ASSOCIATED WITH THIS CONTACT:

Your ODFI RTN m

ODFIRIN % ~

Your RTN is now shown in blue, and added at the associated RTN. Click “NEXT.”
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This screen below appears. Notice that there are both mandatory and optional contact types. Your ODFI
is required to enter individual or department ACH Operations and ACH Risk/Fraud contacts. It is
recommended that you set up these two mandatory contact types first, before adding any optional
contacts. Click the boxes next to each, and then click the blue “NEXT” button at the bottom of the
screen.

Create Contacts

: o 5 8 |

Routing Number Contact Category Contact Details Terms Of Use

@ SELECT THE CONTACT CATEGORIES (CHECK ALL THAT APPLY):

ACH Operations
ACH Risk/Fraud

AML

Check
Creatt Card
Debtt Card

Faster Payment;

Processing

You can create either a Department or Individual Contacts (both a primary and a secondary Individual
contact is required). Select the radio button and then click the blue “NEXT” button at the bottom of the
screen. The instructions below show how to enter both types of contacts.

Create Contacts
i e) i 3 v
Routing Number Contact Category Contact Details Terms Of Use
@; ENTER CONTACT DETAILS:
AL 8
Contact Type* Department C Individual

If you select “Department, enter the Department details. Of note, some ODFIs have a “Risk”
Department, and some have a “Fraud” Department. If you have a Risk AND Fraud Department, leave a
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space as a slash (/) is not acceptable in the program for the Department Name. Note the green arrow in
the screen shot, if you click that box, the Department will receive an email with instructions for them to
finish setting up their online access. This is optional. Click the blue “NEXT” button.

Create Contacts

= (]
Routing Number Contact Category
o\
‘\g/) ENTER CONTACT DETAILS
AML

Contact Type* : @ Department C Individual
Department Contact

Department Name" :

Telephone Number (FOMAt: XXX -XXX-XXXK (0F) XXX-XXX-XXXX XO00XKX)" ©

Email Address” :

Business Hours + Time Zone*

Fax Number (format: Xxx-Xxx-Xxxx)

Provide log-in access 1o Risk Management Portal as ACH Contact User

2

Contact Details

Terms Of Use
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The instructions below are for entering individual contacts. You will need to have both a primary and

secondary contact. Fill out the form, noting the green arrows in the graphic below, if you want to grant
online access to these individuals, and then click the blue “NEXT” button.

The terms are displayed. Click “I AGREE & SUBMIT” and you will receive an email confirmation.

Create Contacts

= (@] 5 8 L]

Routing Number Contact Category Contact Details Terms Of Use

@ ENTER CONTACT DETAILS:

Contact Type* Department ® Individual
Primary Contact Secondary Contact

First Name* First Name" :

Last Name” : Last Name*

Job Title” Job Title" :

Telephone Number (fOrmat: XX XXX (OF) XXOX-XXX-X000¢ X00x)* Telephone Number (format: X0t XXX-XXXx (0) JXX-XXX-XXXX Xo0xx)” :

Email Address” Email Address”

Business Hours + Time Zone* Business Hours + Time Zone*

Fax Number (format: xxx.-xxx-xxxx) Fax Number (format: xxx-Xxx-xxxx)

Provide log-in access to Risk Management Portal as ACH Contact User Provide log-in access to Risk Management Portal as ACH Contact User

£ =

Create Contacts

= e 8 | ]
Routing Number Contact Category Contact Details Terms Of Use
@ TERMS OF USE:
Your ODFI Name agrees that the information accessed through the ACH Contact Registry will be used only for their own, internal use

for the purposes permitted by the Nacha Operating Rules, Article 1, Section 1.14, Participating DFI Contact Registration. The information contained in the

registry is supplied by the financial institution and Nacha does not guarantee its accuracy
m | AGREE & SUBMIT
—m

11.1.2 Add/Edit Notes

When “Add/Edit Notes” is clicked, the box appears at the bottom of the screen. This is an opportunity
for the Fl to communicate with other Fls with information that isn’t capture in the contact card. Type
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notes in the box and then click “SAVE”. Notes have a 500-character limit, can be edited at any time, and

will need to be saved.

ACH Contact Registry

= Routing Number: XOO000XXX

4 ACH Operations (Department

. 201-212-5678

% achoperations@gmail.com

© 09:00 AM - 05:00 PM EST

i Last Updated On 7-12-2022 1238 PM

Routing Number: Department Name: First Name:
Category: Last Updated:
Select Contact Cat v Select v
[T]- Contacts NotAssigned - Pending NACHA Approval [ - Inactive Contacts
ACH Operations B | ACH Risk/Fraud

= Routing Number: XXOO00XX

A Fraud (Department

. 212-564-4561 ext 123

X fraud@gmai com

© 09:00AM - 05:00 PM EST

i Last Updated On 7-12-2022 1239 PM

Last Name:

CREATE CONTACT ADD/EDIT NOTES

Email Address: Status:

Select v

Page 1of 1 (Total Records: 2
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Appendix 1 — Terms of Service

RISK MANAGEMENT PORTAL
TERMS OF USE

PLEASE READ THESE TERMS CAREFULLY. THEY GOVERN YOUR USE OF NACHA'S RISK MANAGEMENT
PORTAL AND ALL RELATED FUNCTIONALITIES, INCLUDING THE ACH CONTACT REGISTRY, THIRD-PARTY
SENDER REGISTRATION, DIRECT ACCESS REGISTRATION, TERMINATED ORIGINATOR DATABASE AND
SECURE EMAIL SERVICE.

1. Acceptance of Terms; Amendment. The Risk Management Portal (“Portal”), including any
website or other technology through which the database is offered, is administered by Nacha for
subscribing institutions, If you use the Portal {"Subscriber” or “you”), you agree to be bound by these
Terms of Use ["Terms"). You hereby represent and warrant that you are a Participating Depository
Financial Institution, Third-Party Sender, or Third-Party Service Provider in the ACH Network, and that
you have full right, power and authority to enter into and comply with these Terms. You agree to comply
with all applicable laws and regulations in connection with your use of the Portal, Macha reserves the
right to periodically amend or modify these Terms by making a copy available to vou. An updated
version of the Terms shall be effective with respect te all of your usage of the Portal after the date such
updated Terms are first made available to you, Capitalized terms that are used herein, but are not
specifically defined in this document, have the meanings assigned to them in the Macha Operating Rules
as amended by Macha fram time to time.

2. Access Reguirements. Each “Authorized User” {"You"™} must have an emall address with a
domain name assignad to you and mesat such other authentication requirements as are required by
MWacha from time to time. You are responsible for all acts and omissions of Authorized Users with respect
to the Portal, and for the compliance of Authorized Users with these Terms, In connection with any
Authorized User obtaining a Portal account, you represent and warrant that: {a) all required registration
information you submit is truthful and accurate; (b} you will maintain the accuracy of such information,
You agree to use the security procedures promulgated by Nacha from time to time to control access to
the Portal and preserve the confidentiality and security of the data contained thergin. You are
responsible for maintaining in strict confidence any security credentials provided to any Authorized User
for purposes of using the Portal, and you shall not to share such security credentials except within your
institution as necessary to use the Service. You are solely responsible for all activity that ocours using
those security credentials, You must promptly notify Nacha of any unauthorized use of your security
credentials, or amy other breach of security or potentially unauthorized or impermissible activity relating
to the Portal of which you become aware.

You agres not to change, disrupt or distort the functioning of the Portal, to solicit anather Subscriber’s
security credentials, or otherwise act in a way that interferes with other Subscribers’ use of the site. You
may not access the Portal via any outside service provider, consultant, agent or other third party, nor
may you or shall you access the Partal for, or distribute any information contained herein, to any third
party. You shall not and may not obtain or attempt to obtain any materials or information through any
means not intentionally made available to Subscribers through the Portal,

Macha has the right to disable any username, password, or other identifier, whether chosen by you or
provided by Nacha, at any time in Nacha's sole discretion for any or no reason, including if, in Nacha's
opinion, you have violated any provision of these Terms.
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3, ACH Contact Registry; Third-Party Sender Registration; Direct Access Status Registration, If you
are an ODFl or RDFI registering contact infarmation for ACH Operations or ACH Risk/Fraud, or an ODFI
registering your Third-Party Sender relationships (or acknowledging that you do not have any TPS
relationships), or an ODF| registering your Direct Access Debit Participant Status by providing specific
information about each Direct Access Debit Participant (or acknowledging that you have no Direct
Access Debit Participants), you warrant and represant that such information is truthful, accurate, and
complete.

a4, Terminated Originator Database ("TQD"]. If you register for the TOD, you acknowledge and
agree that the TOD is intended solely to gather from, and make available te, Subscribers, information
regarding certain Originators and/or Third-Party Senders whose relationship with an ODFl or Third-Party
Service Provider has been terminated. Each Subscriber agrees to post to the TOD information regarding

its terminated Originators and Third-Party Senders in accordance with the user operating instructions
and requirements made available to you. By posting information to the TOD, you represent and warrant
that such information is truthful, accurate, and complete, and that the posting of such information is not
a violation of any agreement or legal obligation to which you are subject ar by which you are bound. If
there is any error or omission in any information that yvou post, you shall promptly correct such error or
amission, Nacha has no obligation to review the information posted to the TOD, and Nacha does not
make any representations or warranties with respect to information in the TOD, including but not
limited how accurate or current such information may be. You agree that Nacha may access and use the
TaD, including information posted therein, to administer the ACH Network.

Third-Party Sarvice Providers may be restricted from access to TOD data regarding Third-Farty Senders.,

You should not base underwriting decisions or actions on information contained in or accessed through
the TOD, but rather should perform your own due diligence on each prospective Originator and Third-
Party Sender. Inclusion of information about an Originator or Third-Party Sender in the TOD does not
prohibit you or other Subscribers fram doing business with such an Originator or Third-Party Sender, or
serve to indicate any opinion of Macha as to the Qriginatar or Third-Party Sender. You agree to use the
100 solely as one factor, and not the exclusive factor, in your decision regarding the amount of due
diligence to conduct with respect to a prospective Originator or Third-Party Sender. Nacha reserves the
right to make changes to the TOD from time to time in its sole discretion, but you acknowledge and
agree that it has no obligation to do so. Nacha may notify you of any changes it may make to the TOD,
from time to time, by email or otherwise, but you agree that Nacha has no abligation to provide such
notification to you. You agree to promptly update all vour contact and other information provided to
MWacha in connection with your use of the TOD.

Each Subscriber agrees that its designated contact information may be provided to a terminated
Originator or Thira-Party Sender whose name the Subscriber has contributed to the TOD.

If the TOD is terminated for any reason, you agree that Nacha may transfer information you have posted
to the TOD to another TOD provider.

4. Secure Email. If you use the Secure Email service feature in the Portal, yvou acknowledge and
agree that forms and other materials drafted and sent wsing this service, including indemnity
agreements, are stored by a third party vendor and are not stored by Nacha. Nacha is not responsible
for the investigation, defense, settlement and discharge of any third party claims that your use of Secure
Email in the Portal infringes on that third party’s intellectual property rights. You agree to comply with
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the applicable third party terms and conditions as may be amended from time to time when using the
Secure Email Service in the Portal:

DocuSign MSA: https://www.docusign.com/eompany/terms-and-conditiens/msa; DocuSign Terms:
https:/fwww.docusign.com/company/terms-and-conditions/msa-service-schedules

While drafting and sending forms using Secure Email in the Portal, you are responsible for ensuring the
accuracy of information in the form and that the forms are used only for the purposes permitted by the
Nacha Operating Rules. Nacha shall not be respansible or liable far the accuracy or availability of any
information transmitted or made available via the Secure Email in the Portal, and shall not be
responsible or liable for any error or omissions in that informaticon.

5. Lse Obligations. You acknowledge and agree that the infarmation transmitted, accessed and/or
abtained from or through the Portal is confidential information that you may only use, disclose,
disseminate ar copy in strict accordance with these Terms. You may not share any infarmation obtained
through the Portal outside of your institution. You may not and shall not publish, disseminate, distribute
ar copy such information. You agree to use the Portal salely for your own internal business purposes in
accordance with these Terms and solely in conformance with your obligations herein. You are solely
responsible for all your acts and omissions in connection with, or reliance on, any information that you
access, at any time, past or present, through the Portal.

You agree not to use the Portal to collect, upload, transmit, display, or distribute any content (i} that
violates any third party right, including any copyright, trademark, patent, trade sacrat, moral right,
privacy right, right of publicity, or any other intellectual property or proprietary right; (i) that is
unlawful, harassing, abusive, tortious, threatening, harmful, invasive of another’s privacy, vulgar,
defamatory, false, intentionzlly misleading, trade libelous, pornographic, obscene, patently offensive,
promaotes racism, bigotry, hatred, or physical harm of any kind against any group or individual or is
otherwise objectionable: (i) that is harmful to minors in any way; or {iv) that is in violation of any law,
regulation, or obligations or restrictions imposed by any third party.

You further agree not to; (i) upload, transmit, or distribute to or through the Portal any computer
viruses, worms, malware or any software intended to damage or alter a computer system or data; {ii)
send through the Portal unsclicited or unauthorized advertising, promaotional materials, junk mail, spam,
chain letters, pyramid schemes, or any other form of duplicative or unsolicited messages, whether
commercial ar otherwise; (i) use the Portal to harvest, collect, gather or assemble information or data
regarding other users, including e-mail addresses, withaut their cansent; [iv) interfere with, disrupt, or
create an undue burden on servers or netwarks connected to the Partal, or violate the regulations,
policies or procedures of such networks; (v) attempt to gain unauthorized access to the Partal (ar te
other computer systems or networks connected to or used together with the Portal), whether through
password mining or any other means; (vi) harass or interfere with any other user’s use and enjoyment of
the Portal; or {vi) use software or automated agents or scripts to produce multiple accounts on the
Portal, or to generate automated searches, requests, or gueries to (or to strip, scrape, or mine data
from) the Portal.

&. Disputes. Macha is not responsible for the resolution of any dispute between any Subscribers or
any Authorized Users,

7. Disclaimer of Warranties. All use of the Fortal is at your own risk and you agree to bear all such
risk, related costs and liability, and be responsible for your use of all information that you access or
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obtain through the Portal as a condition of your right to access the Portal, Nacha assumes no
responsibility for any errors, omissions or inaccuracies whatsoever in the information provided in the
Portal. The Portal, including all information contained in, accessed or abtained through the Portal is
provided “A% 15" and "AT YOUR OWMN RISK™ without representation or warranty of any kind, whether
express ar implied. NACHA HEREBY DISCLAIMS ALL REPRESENTATIONS AMD WARRANTIES, WHETHER
STATUTORY, EXPRESS OR IMPLIED, INCLUDING ANY WARRANTIES OF MERCHANTABILITY, FITMNESS FOR A
PARTICULAR PURPOSE, ERROR-FREE OPERATION (EVEM IF CREATED BY THE INTERMATIONAL SALE OF
GOODS CONVEMTION), MON-INFRINGEMENT, OR IMPLIED ANY ARISING FROM COLIRSE OF DEALING OR
COURSE OF PERFORMAMCE.

8, Limitation of Liability. Under no circumstances will Macha be liable for any loss or damage
caused by your reliance an information transmitted, accessed or obtained from or through the Portal. It
is your sole responsibility to evaluate any such information, including for timeliness, accuracy,
completeness and usefulness. NACHA'S LIABILITY UNDER THESE TERMS OR WITH RESPECT TO THE
PORTAL IS LIMITED IMN ALL CASES AND IN THE AGGREGATE TO THE GREATER OF (I} THE AMOUNT OF
FEES ACTUALLY PAID BY ¥YOU FOR YOUR USE OF THE TOD DURING THE TWELVE (12) MONTHS
PRECEDING THE DATE OF THE EVENT THAT IS THE BASIS FOR THE FIRST CLAIM AND (1) ONE THOUSAND
DOLLARS [51,000). In no event shall Nacha be liable for any special, incidental, indirect, punitive or
consequential damages of any kind, whether in contract, tort, strict liability or otherwise arising out of
af in connection with the use af, or inability to use the Portal, whether or not Macha has been advised of
the possibility of such damages. This limitation of liability is comprehensive and shall apply to all
damages of any kind, including loss of data, lass of income or profit, loss of or damage to property and
claims of third parties.

9, Indemnification. You agree to defend, indemnify, and hold harmless Nacha and its directors,
officers, employees, agents and contractors from and against all losses, claims, threatened claims,
liakilities, damages, costs and expenses, including reasonable attorneys’ fees, of any kind that arise from
your use or misuse of the Portal, including use of data or information contained therein or accessed ar
transmitted thereby, your non-compliance with these Terms, or your violation of any third party rights.

10. Intellectual Property Rights. All property or other proprietary rights, including patents, designs,
trademarks, copyright or trade-secrets, relating to the Portal, including seftware and information, are
the exclusive property of Nacha and its licensors. Nacha and its licensors, as applicable, will retain all
right, title and interest in and to all intellectual property rights in the information available through the
Portal. Any rights not expressly granted herein are reserved,

11. Term and Termination. If the Portal is used by you in a way in which Nacha, in its sole discretion,
deems to violate these Terms, Macha may take any action it deems necessary in its sole discretion,
including temporary or permanent removal of content, filtering of Internet transmissions, and the
immediate suspension or termination of all or any portion of your use of the Portal, You exprassly
acknowledge and agree that Macha is permitted to perform these actions or temporarily or permanently
discantinue the Portal or your access to the Portal, at any time and shall not be liable in any way far any
such action.

Nacha reserves the right to investigate suspected violztions of these Terms. You hereby authorize Nacha
to cooperate with {a) law enforcement authorities in the investigation of suspected criminal violations
and (b) system administrators at Internel service providers, networks or computing facilities in order Lo
enforce these Terms. Such cooperatian may include providing the username, |P address, or other
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identifying information about Subscribers, Nacha reserves the right at all times to disclose any
information as Macha deems necessary to satisfy any applicable law, regulation, legal process or
governmental reauest. Nacha further reserves the right to edit, modify or delete any information ar
materials regarding the Portal in connection with any applicable law, regulation, legal process or
governmental reguest, but is under no obligation to do so.

MNotwithstanding the foregoing, Nacha reserves the right, in its sole discretion, to terminate Subscribers’
access to the Portal or any portion of either, for any reason without notice. Subscriber may terminate its
participation in the Portal at any time upon prior written notice to Nacha.

These Terms continue to govern any rights and obligations with respect to your use of the Portal prior to
termination of such use.

12. Governing Law. These Terms will be governed by and construed in accordance with U.5. federal
law and the laws of New York, without regard to any principles of conflicts of law. You agree that any
action at law or in eguity that arises out of or relates to these Terms ar the Portal will be filed only in the
state or federal courts located in Delaware.

13. Complete Agreement, These Terms represent the entire understanding relating to the use of the
Portal and prevail over any prior or contemporangous, conflicting ar additional, communications with
respect to the subject matter hereof. The parties do not intend that any third party be a beneficiary of
these Terms.

14. Assignment. You may not transfer or assign (voluntarily, involuntarily, by operation of law or
aotherwise) these Terms or any of your rights or abligations under these Terms, in whole ar in part,
without the prier written consent of Nacha, such consent not to be unreasonably withheld. Any such
purported assignment is a viclation of this provision shall be voidable at the discretion of Nacha, Any
permitted successor or assignee shall be bound by these Terms.

15, Severability. If any provision of these Terms shall Tor any reason and to any extent be
determined by any court or other entity of competent jurisdiction to be invalid or unenforceable, the
remaining provisions of these Terms shall be interpreted so as best to reasonably effect the intent of the
parties, The parties further agree that any such invalid or unenforceable provisions shall be deemed
replaced with valid and enforceable provisions that, 1o the extent possible, are coextensive with the
business purposes and intent of such invalid and unenforceable provisions,

16. Interpretation. As used herein, {ij the terms “include” and “including”™ are meant to be inclusive
and shall be deemed to mean “include without limitation” or "including without limitation,” {ii) the word
“or” is disjunctive, but not necessarily exclusive, (i) words used herein in the singular, where the
context so permits, shall be deemed to include the plural and vice versa, and (iv) any term defined in a
particular tense shall include other tenses of that term. The headings of these Terms are intended solely
for convenience of reference and shall be given no effect in the interpretation or construction of these
Terms.

17 Electronic Communications, The communications between you and Macha use electronic means,
whether you use the Portal or send us emails, or whether Macha posts notices an the Portal or
communicates with you via email, For contractual purposes, you (a) consent to receive communications
from Macha in an electronic form; and (o) agree that all terms and conditions, agreements, notices,
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disclosures, and other communications that Nacha provides to you electronically satisfy any legal
requirement that such communications would satisfy if it were in 2 hardcopy writing. The foregoing
does not affect your non-waivable rights.

18. Contacting Us. Please contact us at rmportal@nacha.org with any questions about these Terms.

Effective Date: 6/1,/2022

Nacha' © 2022 All rights reserved

36



Appendix 2 — Secure Email

Nacha Risk Management Portal:
Secure Email Service Reference Guide

Best Practice for Letters of Indemnity:

ODFIs should always contact the RDFI before completing and sending a
Letter of Indemnity (LOI). The RDFI should be aware of the impending LOI
and agree to accept it. The intent of the Secure Email Service is to
augment this process, not replace any prior notification to the RDFI.”

[ ] ° ° [ ]
o0
° 4 b °
Nacha’ © 2022 All rights reserved
37



Introduction

This section will explain the Secure Email Service, and provide step-by-step instructions for utilization, segregated
by user role. If you have a question about the Secure Email Service beyond what is in this section, call the Portal

Support Line at 703-349-4556, or send an email to rmportal@nach.org.

What is the Secure Email Service?

The Secure Email Service allows ODFI contacts to complete a Letter of Indemnification and send it securely within
the Portal to a RDFI contact(s). A copy of the Letter of Indemnification can be viewed in Appendix A.

Secure Email Process

The overall process is shown below. Detailed steps for ODFI Senders are shown in Section 4, and for RDFI

Recipients in Section 5, of this Guide.

Sender

Creates Secure Email,
Enters Data, Digitally Signs
(or acquires Wet Signature)

and Sends to stipulated

recipient(s) at one FI.

Sender

Sender views
Acknowledgement in Nacha
Risk Management Portal

Utilizing Secure Email for Senders

These are the roles that can initiate Secure Email as a sender:

e  ODFI Admin
e  ODFI User
e  ODFI ACH Contact User

Nacha © 2022 All rights reserved

|4
< . Deliverx Confirmation '

< " Read Receipt Confirmation '
< g Download Confirmation '

I Acknowledgement in System I

Recipient

Receives notification via
Email address on file.
Accesses the Nacha Portal
to retrieve the Email.

Reads Email

Downloads and Saves
Message

Clicks “Acknowledgement”
icon in Nacha Risk
Management Portal.
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First Time Use

The first time an individual user from an ODFI accesses the Secure Email interface, the user will need to
digitally sign the Terms of Use. Additional users from the ODFI will not see the Terms of Use, as they are
accepted once per ODFI. The Terms of Use are shown in Appendix B.

Creating and Sending a Letter of Indemnification

Before You Begin

Before you go to the Nacha Risk Management Portal, collect the following information from your
internal records:

Note

Recipient Routing Number
Transaction Date

Requested Amount

Indemnifying Bank Customer Name
Originating Company Ildentifier
Indemnified Bank Account Number
Trace Number

: The Secure Email platform requires that you accept pop-ups. To do so, follow the steps below for
the browser you use.

The Nacha site you want to enable pop-ups on is:

https://riskmanagementportal.nacha.org/Account/Login
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Edge Browser

e Open Microsoft Edge, select Menu (3 dots icon on top right corner of the browser) > Settings >

Site permissions

e Select "Pop-ups and redirects". On that screen 2>

< @) @ tdge | eagey/settings/content/ popups

Settings < Site permissions / Pop-ups and redirects
@ Profiles Block (recommended) 0
() Privacy, search, and services
Q) Appearance Block Add
= Start home, and new tabs
@ Share, copy and paste

| @ Cookies and site permissions . Click the “Add” button. »
3 Default browser el Add https://riskmanagementportal.nacha.org/Account/Login ==

Chrome Browser

e At the top right, click More P Settings.
e C(lick Privacy and security > Site Settings.
e Click Pop-ups and redirects. On that screen

>

<« C (3 & Chrome | chrome:/settings/content/popups

Settings

2 Youand Google

B  Autofil

e Security and Privacy

@  Appearance

Q Search engine

£ Default browser

() Onstartup

Advanced -

@  Languages

|

Downloads

&  Pop-ups and redirects

Sites might send pop-up

Default behavior

Sites automatically follow this se
Q [ sites can send pop-ups and use redirects

@ B Don'tallow sites to send pop-ups or use redirects

Customized behaviors

Add
T Accessibility
9,  system
£)  Resetand clean up Add
[ ] [ )
e_o
’e
[ ]
[ ] o L4 [ ]
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Firefox Browser

e Click the menu button = and select Settings.
e Select the Privacy & Security panel. On that screen 2

« - C @ rirefox aboutpreferences#privacy
Fir Settuings
@ General
@ Home Permissions
Location Settings...
Q_ search % ! tting
) Camera Settings...
8 Privacy & Security o $
£ Microphone Settings...
Q Sync
&) Notifications Learn more Settings...
Settings...
Settings...
Block pop-up windows Exceptions...
[ ] L]
[ ] PY [ ]
.. { ]
.. ..
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Accessing Secure Email

From the main Nacha Risk Management Portal screen, access Secure Email. On this screen, you can

access Secure Email from the Menu Bar of the Quick Links box. The two access points (green arrows in

screen shot below) are identical so you can use either one.

If you are the first user at your ODFI, you will see the Terms of Use. (See Appendix B for a copy of the

Terms of Use.) You will need to accept them to continue and be redirected to the landing page.

Note the blue arrow. It points to a copy of this Reference Guide.

Your email address here Support. (703) 349-4556

+* Nacha

THIRD-PARTY DIREC TERMINATED ACH CONTACT SECURE CONTROL

SENDERS ACCESS ORIGINATOR REGISTRY EMAIL MENU
DATABASE

<

Welcome to Nacha Risk Management Portal

ODFIs

NACHA GUIDANCE TO ODFIS ON REVERSALS

March 26, 2020

Read More _

Note: If you have any unread emails, a notification will show on this screen, as shown below:
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e First Ba not ¢ th the ACH Contact Registry rule. Please go to the 'ACH Contact’ module o N tal a n
and/or edit mp efer to: Nacha Operating Rules, Articie 1, Section 1.14, Participating DFI Cont:

NACHA GUIDANCE TO ODFIS ON REVERSALS otxis

March 26, 2020

Your email address here | t | Support (703) 349-4556

THIRD-PARTY DIRECT TERMINATED ACH CONTACT SECURE CONTROL
SENDERS ACCESS ORIGINATOR REGISTRY EMAIL MENU
DATABASE

Read More

m

You are redirected to the Secure Email screen, which will open on a separate browser tab. Let’s take a

tour:

Secure Email

No Received Mails

This Question Mark is on every screen, and links to this Reference Guide.
Your email address is displayed.

Log-out button.

Secure Email Mailbox (the screen displayed above).

Link to Create a new Letter of Indemnification.

Link to your Drafts.

Button to Create a new Letter of Indemnification.

Button linking to your Drafts.

Refresh button. If you have sent/received Secure Emails, and you don’t see them, click
this button to refresh the screen and they will be displayed.

10. Inbox showing all the Secure Emails received.

11. Sent listing showing all the Secure Emails sent.

LNk WwWN R

Nacha' © 2022 All rights reserved

43



Creating a New Letter of Indemnification

Use either the link in the left side bar (4 in the graphic above) or the button (6) to display this screen:

Secure Email ©

info ©

1. Enter the Routing Number for the RDFI. As mentioned in Section 4.3.1, this

information is in the ACH entry detail records. You must access RDFIs using the
correct Routing Number. (i.e., you will not be able to access using the FI Name.)

2. If you want to refer to a PDF copy of the Letter of Indemnification, click this

“View Template” button, and it will display in another tab. You cannot fill the

form out at this location, but you can read it.
3. If you make an error, use the “Reset” button to clear the screen so you can

start over.

After you enter the RDFI’s Routing Number, it will appear just below it if is a valid number in the Portal.

Click on the drop-down to fill the FI Name, which then displays the list of recipients.

Selecting Recipient(s)

Let’s look at your options:

Secure Email ©

Validated Routing Number 0 Associated Financial Institution -
® O
Note Bek P ] rbon copy of signed form mu
0 System Generated Information
® @
=@ ==
1. When the RDFI’s Routing Number is validated by the system, the associated RDFI
Name is generated, and these fields are filled in, which leads to #2.
2. The Secure Email system generates a list of individuals associated with the RDFI
who can receive Secure Emails. There may be one, there may be many.
3. If there are more than five potential recipients, use this bar feature to scroll
through the pages.
.. ..
o0
.. ..
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4. If you would like to review the Letter of Indemnification, click this button to
display it on another screen. You will not be able to fill it in, but you can read it.

5. If you have made an error, click this “Reset” button to reset the screen and select
a different RDFI Routing Number.

6. If you do not want to create your Letter of Indemnification at this time, click the
“Save Draft” button to save your list of recipients.

7. Use the “Create Document” button to move to the next step.

8. If you want to cancel, click this button. You will then have a pop-up asking you to
confirm the cancellation.

To select RDFI recipient(s), click the box on the right, on the line(s) for the recipient(s) to whom you wish
to send the Letter of Indemnification.

Secure Email ©

Note Below choosen recipients will recieve a carbon copy of s:gned form mn

System Generated Information X

. A

In the screen shot above, there is only one recipient line, but you may have multiple potential recipients.
You may select as many as you want. The identical Letter of Indemnification will be sent to all of the
RDFI recipients. Thus, you only need to create one Letter of Indemnification per RDFI, irrespective of the
number of recipients.

When you have selected RDFI recipient(s), click “Create Document” and DocuSign will load in another
tab, and display a blank Letter of Indemnification.

DocuSign Process

Each time you create a Letter of Indemnification, the first step will be to agree to the “Electronic Record
and Signature Disclosure”. Once you click the box, the “Continue” button becomes active. Once you click
“Continue” the document goes live.

Please Review & Act on These Documents DOCLSQTI

Please read the Bectronic Record and Signature Disclosure.
s

[ ! 2g7ee 10 use @lactronc reconds and signanures. OTHER ACTIONS ~
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Fill in all the fields in the Letter of Indemnification, and then click the “Finish” button at the top of the
screen. If you attempt to click “Finish” before you have filled in all the fields, DocuSign will point you to
the next unfilled line. Section 4.3.1 of this document lists out the information you will need for the
Letter of Indemnification.

When you get to the “Signature” line for the first time, you will be presented with a pop-up where you
will type in your name, and select the font for your signature. For all Letters of Indemnification after the
first time, the system will know your name, and you will just click the “Adopt and Sign” button to fill in
the signature field.

When you click “Finish” you are redirected back to the Secure Email screen.

Please review the documents below. m

QQQ &« 8 & 0

START

INDEMNIFICATION AGREEMENT
REQUEST FOR RETURN OF FUNDS FROM ACH TRANSACTION

ODFI™ a

RDI

Click the “Refresh” button to view the sent email in your Sent box.
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Confirmations

You will receive the following confirmations after your Letter of Indemnification is sent:

e Confirmation that your email was sent. (Email from DocuSign)

e Delivery confirmation that at least one recipient at the RDFI has accessed the email in the Nacha
Risk Management Portal. (Email from Nacha.)

e Confirmation that at least one recipient at the RDFI has either opened or downloaded the Letter
of Indemnification. (Email from Nacha.)

For complete detailed information on each delivery, go to your Secure Email Sent Box, click on the listed
email, and all available information is displayed. When your RDFI Recipient has acknowledged receipt,
your detail page will look like this:

Secure Email Details St nfo
This is a summary page. Replies on this page are not possible
< W}
Status: | )
From : To:
Name: Jessica Weingarten
Department: RDFI Admin
South Email: Jessica.weingarten@hey.com

Acknowledged: Yes @

Email: Weingarten7@gmail.com

Attached Forms

Letter of Indemnification_First State Bank of the South_Sweet Water State Bank_64 @

Nacha' © 2022 All rights reserved
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Click the Status Info button to see all the possible statuses.

Draft: Sent: I Error:
/N\
Delivered: Read: Opened: 9

Acknowledged:

Automatic Deletion
All Secure Emails are automatically deleted after 24 months predicated on the Nacha Retention Policy.
Logging Out

When you have completed your session click the Logout button in the upper right-hand corner of the
screen. (Refer to graphic in Section 4.3.2.)

You will see the screen below, which you can either close, or use to log in to the mail Nacha Risk
Management Portal.

Note: Secure Email is a separate tab, so the tab to the left will be the main Nacha Risk Management
Portal page, which may have timed out during your time on the Secure Email tab.

Nacha' © 2022 All rights reserved
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Utilizing the Secure Email Service for Recipients

If you are the recipient of a Secure Email, you will receive an email at the address on record for you

directing you to the Nacha Portal.

Before You Begin

The Secure Email platform requires that you accept pop-ups. To do so, follow the steps below for the

browser you use.

The Nacha site you want to enable pop-ups on is:

https://riskmanagementportal.nacha.org/Account/Login

Edge Browser

e Open Microsoft Edge, select Menu (3 dots icon on top right corner of the browser) > Settings >

Site permissions
e Select "Pop-ups and redirects". On that screen 2>

<« @] @ tdge | eagey/settings/c

Settings & Site permissions / Pop-ups and redirects

Profiles Block (recommended)

®

@) Privacy, search, and services

Appearance Block

o D

Start, home, and new tabs

@ Share, copy and paste

| & Cookies and site permissions Click the “Add” button.
Allow

(@ Default browser

Add https://riskmanagementportal.nacha.org/Account/Login

Nacha © 2022 All rights reserved
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Chrome Browser

e At the top right, click More P Settings.

e  Click Privacy and security > Site Settings.
e Click Pop-ups and redirects. On that screen -

&  Youand Google €«
B8  Auofil

Q  Security and Privacy

& Appearance

Q  search engine

E)  Default browser =
()  Onstartup -
Advanced A Custot

@ Languages
4 Downloads
Accessibility

System

O & o

Reset and clean up

Pop-ups and redirects Q Search

Default behavior

ites automatically follow this setting when you visit them

[ sites can send pop-ups and use redirects

B2 Dont allow sites to send pop-ups or use redirects

mized behaviors

Firefox Browser

e Click the menu button = and select Settings.
e Select the Privacy & Security panel. On that sc

reen 2>

@ General

@ Home Permissions
Q_ search ®© Location
) Camera

& Privacy & Security
& Microphone

Q Sync

&) Notifications Learn more

Block pop-up windows

€= > C @ @ Firefox aboutpreferences#privacy

Settings...
Settings...

Settings...

Settings...

Settings...

Settings...

Exceptions...
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First Time Use

The first time an individual user from an RDFI accesses the Secure Email interface, the user will need to
accept the Terms of Use to continue and be redirected to the landing page. Additional users from the
RDFI will not see the Terms of Use, as they are accepted once per RDFI. (The Terms of Use are shown in

Appendix B.)

Accessing Secure Email

From your main Nacha Risk Management Portal screen, access Secure Email. On this screen, you can
access Secure Email from the Menu Bar of the Quick Links box. The two access points (green arrows) are
identical so you can use either one. Notice that there is a notification (in red) that you have received a

Secure Email. The blue arrow links to a copy of this Reference Guide.

Your email address here

Nacha

Bank is not compliant with the ACH Contact Re

gistry rule. Please go to the "ACH Contact’ module of the Risk Managem
ensure co

mpliance. (Refer to: Nacha Operat mg Rules, Article 1, Section 1.14, Pama,atmg DFI Contact Registration)

Support: (703) 349-4556

t Portal and enter
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You are directed to the screen below:

Secure Email Inbox

Filter

Filter By

Inbox: e

The Question Mark appears on all screens and links to this Reference Guide.

Your email address is displayed here.

Logout button.

Secure Email Inbox. You can use this link from the Details screen.

Your received Letters of Indemnification are listed here.

Refresh button. If you have received Secure Emails, and you don’t see them, click this
button to refresh the screen and they will be displayed.

Click on the Letter of Indemnification in your Inbox that you wish to access.

ok wnNE
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Working with your Letter of Indemnification

Once you click on your Letter of Indemnification in your Inbox, the screen below will be displayed.

Secure Email Details Status Info ©
This is a summary page. Replies on this page are not possible. Follow up with sender if there are any questions
Statu
From : To:
Name: ach Name: Cathy McNickle
RTN: 062105338 Department: ODFI Admin
FIName: Bank of Banks Email: nacharisktest3@gmail.com
Contact Number: 703-555-1212- Acknowledged: No h
Email: cathy.mcnickle2000@gmail.com
Attached Forms O
Letter of Indemnification_Bank of Banks_Peoples Independent Bank_82 ()
0 n 0 Acknowledge Receipt of Form
j .

1. Click on “Acknowledge Receipt of Form” so the ODFI Sender will know that you have
received your Letter of Indemnification.
2. Click on the “Open” button to display a DocuSign version of your Letter of
Indemnification. From that screen you can download it and/or print it.
3. The “Close” button returns you to your Secure Email Inbox.
After you click the “Acknowledge Receipt of Form”, the screen will change.

Note: In the screen shot above the green arrow pointing to “No”.
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Once acknowledged, the screen will change to this:

Secure Email Details

From :
Name: ach
RTN: 062105338
FIName: Bank of Banks
Contact Number: 703-555-1212-

Email: cathy. menickle2000@gmail.com

To:

This is a summary page. Replies on this page are not possible. Follow up with sender if there are any questions

Name: Cathy McNickle
Department: ODFI Admin

Email: nacharisktest3@gmail.com

Acknowledged: Yes -

Status Info @

Status:

Attached Forms

Letter of Indemnification_Bank of Banks_Peoples Independent Bank_82

Q

== -
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Logging Out

When you have completed your session click the Logout button in the upper right-hand corner of the
screen. (Refer to graphic in Section 5.3.)

You will see the screen below, which you can either close, or use to log in to the mail Nacha Risk
Management Portal.

Note: Secure Email is a separate tab, so the tab to the left will be the main Nacha Risk Management
Portal page, which may have timed out during your time on the Secure Email tab.

¥ Nacha

©2020 Nacha All Rights Reserved
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Appendix A — Letter of Indemnification

INDEMNIFICATION AGREEMENT
REQUEST FOR RETURN OF FUNDS FROM ACH TRANSACTION

Thiz Indemmification Agreement (this “Agreement”) is made and entered into by

[MODFI") and

[FRDFrT. !

{-.lll ||:_'d-.i' (]:" |['.d||s'.l|:l:_|!rljl 1|'||: |.| I]lIM]:IH I:F:.H. ErTOncous, ir:]r]n Jl:ll:r,
unauthorized, or fraudulent) ACH transaction (the “Transaction) oceurred, resulting in funds {the “Funds™) being
credited to a deposit account (the “Account™) at RDFT:

+ Requested Amount 5

*  Indemnifying Bank customer name:

¢ Originating Company Identifier:

»  Indemnified Bank Account number;

* Trace Number:

QDI herety requests that RDEFT block aceess to the Funds in the Account, and/or in any other bank account to which
any portion of the Funds have been transferred ("Subsequent Account™), in an amount equal to (i) the Requested
Amount listed above, or (i) the amount of the Funds still on deposit in the Account and/or Subsequent Account,
whichever is lesser (“Hestrained Amount”). ODIT further requests the RDEF] return the Restrained Amount to ODEL

via BOG code or other r:-_m-.ul'_}- 'A?'I‘i'i'd means ol [raEvInenl. In consideration of the |.(||'!:g||i||g‘I OIEL Agrees Lo inder llifl\-'

the RIDFT from and against any and all claims, demands, losses, labilities and expenses, including attorneys” fees and
costs, resulting directly or indirectly from compliance by RDFT with ODEFTs request. This indemnity iz intended to be
ul_)rlg.is_'ll_'rll, wil,':l '.am,l in m,l_J,l_i'liull 10 '||‘||_' i|||,|_J_'rrLr1iI,1_.r s',;lLl;:d i .'\rljr;h_' ﬂ, Hu':_lsl;;:;tiun ? 1 )" 3 |_||' L]li,' N'.at,"_'u {}pl::'.d'lirl!_: Ruk‘s.

This Agreement may be exccuted electronically or by lesimile sigrature of ODFL This Agreement shall be governed
by and construed in accordance with New York Law:

The undersigned represents that it is authorized to enter into this Agreement on behalf of the ODFL

QODFI:

Name:

Signature:

Titde:

Drate:

VT and RIVT sre wad a3 s wadder o N Operating iy o Gusidnlines
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INDEMNIFICATION AGREEMENT FOR USE BY FINANCIAL INSTITUTIONS IN
REQUESTING RETURN OF FUNDS FROM ACH ENTRIES

Subsection 2.12% of the Rules contains an
indemmnification provided by the ODFL (o an RIXFT when
the former requests the return of an Erroneows Entry or
a credit entry originated without the authorization of the
Originator.

There are some cases in which financial institutions
might believe that the indemnification in the Rules does
not apply, or the RDF] seeks additional asurance from
the O Such situabions may include cases in which
the ariginal ACH Entry was not Erroneous; the full
amount of the original ACH Entry i3 not available; or
funds will be returned cutside the ACH Network.

In those cases in which a written request and
indemmnification is desired, Nacha encourages financial
imstitutions  to use the following Indemnification
Agreement. The ODFT that requests the return of funds
shiould provide a completed Indemnification Agreement
to the RDFL inserting correct information in all spaces
shown, The Indemnification Agreement should be signed
by an individual authorized o enter into the agreement
on behalf of the ODFL An BRDFT is not required to take
any action in response o receiving an Indemnification
Apreement from an OTFL

Nacha © 2022 All rights reserved

Specific Instructions for ODFIs Requesting
Return of Funds

L.

In the appropriate spaces, insert the name of your
financial msututon (the QODE, the name of the
receiving insotution (the RDFT), and the dae of the
ACH transaction (as indicated in the Effective Entsy
Date field of the ACH Entry).

Fequested Amount — Insert the amount of funds
breing requested, either the orginal Amount of the
ACH Entry, or a lesser amount if not requesting the
full amount.

Indemmifving Bank customer name — Insert the
name of the Originator as shown in the Company

Mame field of the Company Batch [eader Eecord
of the ACH Entry

Originating  Company  Idenifier = Insert  the
Ongnater’s tdentifier as shown in the Company
Identification field of the Company Batch Header
Record of the ACH Entry

Indemnified Bank Account nomber = Insert the
Receiver's account number as shown in the DFI
Account Number field of the Entry Detail Record
of the ACH Entry

Trace Number —Insert the Trace Number as shown
in the Trace Number ficld of the Entry Detail
Revord of the ACH Entry
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Appendix B — Terms of Use

TERMS OF USE
Secure Email Service in the Risk Management Portal

PLEASE READ THESE TERMS CAREFULLY. THEY GOVERN USE OF NACHA'’S RISK MANAGEMENT PORTAL SECURE EMAIL
SERVICE.

1.  Acceptance of Terms; Amendment. This Risk Management Portal Secure Email Service (“Service”) is intended solely to be
used for electronic communications between financial institutions for the purpose of exchanging indemnity agreements. By
accessing and using this Service, you (“Subscriber” or “You”) accept and agree to be bound by these Terms of Use (“Terms”).
You hereby represent and warrant that you are a Participating Depository Financial Institution in the ACH Network, that you are
in full compliance with the Nacha Operating Rules and that you have full right, power and authority to enter into and comply
with these Terms. You agree to comply with all applicable laws and regulations in connection with your use of the Service.
Nacha reserves the right to periodically amend or modify these Terms by making a copy available to you. An updated version of
the Terms shall be effective with respect to all of your usage of the Service after the date such updated Terms are first made
available to you. Capitalized terms that are used herein, but are not specifically defined in this document, have the meanings
assigned to them in the Nacha Operating Rules as amended by Nacha from time to time.

2. Access Requirements. Each employee authorized by you to use the Service (each an “Authorized User”) must have an
email address with a domain name assigned to you and meet such other authentication requirements as are required by
Nacha from time to time. You are responsible for all acts and omissions of Authorized Users with respect to the Service, and
for the compliance of Authorized Users with these Terms. You agree to use the security procedures promulgated by Nacha
from time to time to control access to the Service and preserve the confidentiality and security of the data contained therein.
You are responsible for maintaining in strict confidence any security credentials provided to any Authorized User for purposes
of using the Service, and you shall not to share such security credentials except within your institution as necessary to use the
Service. You are solely responsible for all activity that occurs using those security credentials. You must promptly notify Nacha
of any unauthorized use of your security credentials, or any other breach of security or potentially unauthorized or
impermissible activity relating to the Service of which you become aware.

You agree not to change, disrupt or distort the functioning of the Service, to solicit another Subscriber’s security credentials, or
otherwise act in a way that interferes with other Subscribers’ use of the site. Inaccessing, transmitting or posting to the
Service, you agree not to post or distribute any computer program that damages, detrimentally interferes with, surreptitiously
intercepts, or expropriates any system, data, or personal information, such as any viruses, worms, Trojan horses or other
destructive features or to use any device, software or routine to interfere or attempt to interfere with the proper working or
functions of the Service. You may not access the Service via any outside service provider, consultant, agent or other third party,
nor may you or shall you access the Service for, or distribute any information contained herein, to any third party. You shall not
and may not obtain or attempt to obtain any materials or information through any means not intentionally made available to
Subscribers through the Service.

Sending Forms through the Service. Forms drafted and sent using this Service are stored by a third-party vendor and are not
stored by Nacha. Nacha is not responsible for the investigation, defense, settlement and discharge of any third-party claims
that your use of Secure Email in the Risk Management Portal infringes on that third party's intellectual property rights. You
agree to comply with any applicable third-party terms and conditions as may be amended from time to time when using the
Secure Email Service in the Risk Management Portal.

DocuSign MSA: https://www.docusign.com/company/terms-and-conditions/msa
DocuSign Terms: https://www.docusign.com/company/terms-and-conditions/msa-service-schedules

While drafting and sending forms using Secure Email in the Risk Management Portal, you are responsible for ensuring the
accuracy of information in the form and that the forms are used only for the purposes permitted by the Nacha Operating Rules.
Nacha shall not be responsible or liable for the accuracy or availability of any information transmitted or made available via the
Secure Email in the Risk Management Portal, and shall not be responsible or liable for any error or omissions in that
information.
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4.

Use Obligations. You acknowledge and agree that the information transmitted through the Service is confidential information
that you may only use, disclose, disseminate, or copy in strict accordance with these Terms. You may not share any information
obtained through the Service outside of your institution. You may not and shall not publish, disseminate, distribute, or copy
such information.

You agree to use the Service solely for your own internal business purposes in accordance with these Terms and solely in
conformance with your obligations herein. You are solely responsible for all your acts and omissions in connection with, or
reliance on, any information that you access, at any time, past or present, through the Service.

5. Disputes. Nacha is not responsible for resolution of any dispute between users of the Service.

Disclaimer of Warranties. All use of the Service is at your own risk and you agree to bear all such risk, related costs and
liability, and be responsible for your use of all information that you access or obtain through the Service as a condition of
your right to access the Service. Nacha assumes no responsibility for any errors, omissions, or inaccuracies whatsoever in the
information provided in the Service. The Service, including all information contained in, accessed or obtained through the
Service is provided “as is” without representation or warranty of any kind, whether express or implied.

NACHA HEREBY DISCLAIMS ALL REPRESENTATIONS AND WARRANTIES, WHETHER STATUTORY, EXPRESS OR IMPLIED, INCLUDING
ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, ERROR-FREE OPERATION (EVEN IF CREATED BY
THE INTERNATIONAL SALE OF GOODS CONVENTION), NON-INFRINGEMENT, OR IMPLIED ARISING FROM ANY COURSE OF
DEALING OR COURSE OF PERFORMANCE.

7. Limitation of Liability. Under no circumstances will Nacha be liable for any loss or damage caused by your reliance on
information accessed or obtained through the Service. It is your sole responsibility to evaluate  any information
provided through the Service, including for timeliness, accuracy, completeness and usefulness.

8. Indemnification. You agree to defend, indemnify, and hold harmless Nacha and its directors, officers, employees,
agents, and contractors from and against all losses, claims, threatened claims, liabilities, damages, costs, and
expenses, including reasonable attorneys’ fees, of any kind that arise from your use or misuse of the Service,
including use of data or information contained therein or accessed thereby, your non-compliance with these Terms,
or your violation of any third-partyrights.

9. Intellectual Property Rights. All property or other proprietary rights, including patents, designs, trademarks,
copyright or trade-secrets, relating to the Service, including software and information, are the exclusive property of
Nacha and its licensors. Nacha and its licensors, as applicable, will retain all right, title and interest in and to all
intellectual property rights in the information available through the Service. Any rights not expressly granted herein are
reserved.

10. Term and Termination. If the Service is used by you in a way in which Nacha, in its sole discretion, deems to violate
these Terms, Nacha may take any action it deems necessary in its sole discretion, including the immediate suspension
or termination of all or any portion of your use of the Service. You expressly acknowledge and agree that Nacha is
permitted to perform these actions or temporarily or permanently discontinue the Service or your access to the
Service, at any time and shall not be liable in any way for any such action.

Nacha reserves the right to investigate suspected violations of these Terms. You hereby authorize Nacha to cooperate with (a)
law enforcement authorities in the investigation of suspected criminal violations and (b) system administrators at Internet
service providers, networks or computing facilities in order to enforce these Terms. Such cooperation may include providing the
username, IP address, or other identifying information about Subscribers. Nacha reserves the right at all times to disclose any
information as Nacha deems necessary to satisfy any applicable law, regulation, legal process or governmental request. Nacha
further reserves the right to edit, modify or delete any information or materials regarding the Service in connection with any
applicable law, regulation, legal process or governmental request, but is under no obligation to do so.

Notwithstanding the foregoing, Nacha reserves the right, in its sole discretion, to terminate Subscribers’ access to the Service or
any portion of either, for any reason without notice. Subscriber may terminate its participation in Service at any time upon prior
written notice to Nacha.
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These Terms continue to govern any rights and obligations with respect to your use of the Service prior to termination of such

use.

16.

11. Governing Law. These Terms will be governed by and construed in accordance with U.S. federal law and the
laws of New York, without regard to any principles of conflicts of law. You agree that any action at law or in equity
that arises out of or relates to these Terms, the Service will be filed only in the state or federal courts located in
Delaware.

12. Miscellaneous. You acknowledge and agree that Nacha does not host this platform and does not store any
of the forms or other PIl exchanged via the platform.

13. Complete Agreement. These Terms represent the entire understanding relating to the use of the Service
and prevail over any prior or contemporaneous, conflicting or additional, communications with respect to the subject
matter hereof. Except as provided in Section 7 and as provided herein with respect to Nacha, the parties do not
intend that any third party be a beneficiary of these Terms.

14. Severability. If any provision of these Terms shall for any reason and to any extent be determined by any court
or other entity of competent jurisdiction to be invalid or unenforceable, the remaining provisions of these Terms shall
be interpreted so as best to reasonably effect the intent of the parties. The parties further agree that any such invalid
or unenforceable provisions shall be deemed replaced with valid and enforceable provisions that, to the extent possible,
are coextensive with the business purposes and intent of such invalid and unenforceable provisions.

15. Interpretation. As used herein, (I) the terms “include” and “including” are meant to be inclusive and shall be
deemed to mean “include without limitation” or “including without limitation,” (ii) the word “or” is disjunctive, but not
necessarily exclusive, (iii) words used herein in the singular, where the context so permits, shall be deemed to include
the plural and vice versa, and (iv) any term defined in a particular tense shall include other tenses of that term. The
headings of these Terms are intended solely for convenience of reference and shall be given no effect in the
interpretation or construction of these Terms.

Contacting Nacha. Please contact Nacha at (703) 349-4556 with any questions about these Terms.
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